
Privacy by Design: From Distributed Learning to
Post-Deployment Risks

Dissertation

der Mathematisch-Naturwissenschaftlichen Fakultät

der Eberhard Karls Universität Tübingen

zur Erlangung des Grades eines

Doktors der Naturwissenschaften

(Dr. rer. nat.)

vorgelegt von

Arjhun Swaminathan

aus Chennai/Indien

Tübingen

2026









Gedruckt mit Genehmigung der Mathematisch-Naturwissenschaftlichen Fakultät der Eber-
hard Karls Universität Tübingen.

Tag der mündlichen Qualifikation: 17.07.2026

Dekan: Prof. Dr. Thilo Stehle

1. Berichterstatter: Dr. Mete Akgün

2. Berichterstatter: Prof. Dr.-Ing. Oliver Kohlbacher





To my wife Saradha





Acknowledgments
It would be remiss of me to not begin by acknowledging how much of these past three plus
years rests on quiet unnoticed gifts, moments, vast amounts of privilege and luck that fell
by my side, whether it was where and when I was born, or the generosity of my health that
allowed me to engage in scientific research. For that, I am deeply grateful, and a lot of this, I
naturally owe to my parents.

Professionally, my gratitude extends to my supervisors, Dr. Mete Akgün, and Prof. Dr.
Nico Pfeifer. Mete has provided me with immense flexibility with time to find new problems,
do research and grow confidently as an independent researcher. My immense gratitude
extends to Nico, who listened, was always supportive, and without whom, none of this
would truly be possible. I am thankful to Agi for always treating me with kindness, and to
Anika for being a good friend and colleague.

Somewhere along the way, in this blissful weird existence on a pale blue dot, as we try to
understand the meaning and purpose of it all, we learn a simple thing: we are shaped — by
people, by nature, by animals, by the places that hold us, and by everything we consume.
We become, in part, what the world makes us feel. During this chaotic, stressful, lonely,
and at times hopeless stretch of a doctoral thesis, there were people who kept me steady,
sometimes unaware of doing it. I want to thank them for their kindness, the ways they
protected my mind, and for the company that brought calm, clarity and laughter.

My in-laws have supported my professional life with nothing but warmth, especially when
things were hard. Aaron’s optimism has always managed to pull me back from despair,
while Paul has always grounded me with practicality when I needed it most. Arjun has
cared for me immensely, while Subbu has always been there for conversations that may be
difficult to have with anyone else. Manish and Swathi have opened their homes, kitchens,
and hearts for me more times than I can count, through thick and thin. Mara has brought
colour, peace, and joy into my life in the most wondrous ways. My gratitude extends to
Archana, Vineeth, Markus, Timo, Aiman, Anirudh, Kavita, Nadin, and many others, for the
countless conversations that kept me afloat.

For all the unwavering support, love and guidance, I am eternally grateful to my brother,
Aditya, whose presence has been a constant refuge. Anni, Dhru, and my new bestie, Vidhul,
have reminded me what uncomplicated joy feels like.

And finally, or perhaps wholly, I cannot find the words, or the language to express the
amount of love, care, support and cheerleading I have been fortunate to receive from the
most extraordinary person I have ever met, my wife Saradha. It would be nothing but unfair
to try to capture it here, but with her kindness in my life, a PhD was nothing but a breeze.

Arjhun Swaminathan

i





Abstract
Modern data processing activities increasingly rely on sensitive data, from medical images
and genomic data to electronic health records, to enable research, discovery, diagnosis, and
decision-making. Yet the very capabilities that make these systems powerful also create
privacy risks: data must often be shared across institutions for generalization and accuracy,
and once models and datasets are released for downstream use, they become long-lived
artifacts that others can query, link, or exploit. Privacy by design, the principle that privacy
should be a foundational property of any data processing activity rather than a post-incident
patch, offers a response to these risks. However, translating this into concrete technical
practice remains a challenge, because the right answer depends on where in the processing
lifecycle one stands, what is being protected, and what assumptions about adversaries are
relevant. This thesis approaches privacy by design as a technical agenda organized around
two regimes: pre-deployment and post-deployment.

On the pre-deployment side, we develop privacy-preserving methods for computation on
distributed data under semi-honest threat models. We introduce randomized-encoding
based approaches for scalable kernel learning on medical images and for multi-site genome-
wide association studies on quantitative phenotypes. We further show that widely used
classical kernels can be realized through quantum feature maps, and introduce a distributed
secure quantum architecture for kernel computation, validated on simulated quantum
hardware.

On the post-deployment side, we study what deployed artifacts reveal and how that expo-
sure can be exploited or mitigated. We introduce a targeted adversarial attack for hard-label
black-box image classifiers that leverages edge information from images to accelerate at-
tack progress under strict query budgets, consistently outperforming existing methods in
the low-query regime across diverse architectures. We also develop a topological frame-
work for adaptive k-anonymisation for dynamic datasets, enabling incremental updates to
anonymised data releases without full recomputation when the underlying data changes.

Taken together, the results presented in this thesis demonstrate that privacy by design for
data processing activities is not a single technique but a discipline whose realization spans
a composition of architectures, threat models, and lifecycle stages.
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Zusammenfassung
Moderne Datenverarbeitung arbeitet immer häufiger mit sensiblen Daten, zum Beispiel
medizinischen Bildern, genomischen Daten oder elektronischen Gesundheitsakten. Diese
Daten werden genutzt, um Forschung, neue Erkenntnisse, Diagnosen und Entscheidungen
zu unterstützen. Gleichzeitig entstehen dadurch Datenschutzrisiken. Daten müssen oft
zwischen verschiedenen Institutionen geteilt werden, damit Modelle besser generalisiert
werden können und genauer werden. Wenn Modelle und Datensätze später veröffentlicht
werden, bleiben sie lange verfügbar. Andere Personen können sie dann abfragen, verknüp-
fen oder missbrauchen. Privacy by Design ist das Prinzip, dass Datenschutz von Anfang an
ein grundlegender Teil jeder Datenverarbeitung sein soll und nicht erst später hinzugefügt
wird. Die praktische Umsetzung ist jedoch schwierig. Die passende Lösung hängt davon ab,
an welcher Stelle im Lebenszyklus der Datenverarbeitung man sich befindet, was genau
geschützt werden soll und welche Annahmen über mögliche Angreifer gelten. Diese Disser-
tation betrachtet Privacy by Design daher als eine technische Forschungsaufgabe mit zwei
Bereichen: Pre-Deployment und Post-Deployment.

Im Bereich Pre-Deployment entwickeln wir datenschutzfreundliche Methoden für Berech-
nungen auf verteilten Daten unter einem Bedrohungsmodell mit semi-honesten Parteien.
Wir stellen Ansätze auf Basis von Randomized Encodings für skalierbares Kernel-Lernen auf
medizinischen Bildern sowie für standortübergreifende Genome-Wide Association Studies
mit quantitativen Phänotypen vor. Außerdem zeigen wir, dass häufig verwendete klassische
Kernel durch Quanten-Feature-Maps umgesetzt werden können. Wir formulieren auch eine
verteilte sichere Quantenarchitektur für die Berechnung von Kerneln und testen sie auf
simulierten Quantencomputern.

Im Bereich Post-Deployment untersuchen wir, welche Informationen veröffentlichte Mo-
delle und Datensätze preisgeben und wie diese Informationen ausgenutzt oder geschützt
werden können. Wir entwickeln einen gezielten adversarialen Angriff auf Hard-Label Black-
Box Bildklassifikatoren. Der Angriff nutzt Kanteninformationen aus Bildern, um schneller
Fortschritte zu machen, auch wenn nur wenige Anfragen an das Modell erlaubt sind. In
diesem niedrigen Query-Bereich ist die Methode bei verschiedenen Architekturen besser als
bestehende Ansätze. Außerdem entwickeln wir ein topologisches Framework für adaptive
k-Anonymisierung von dynamischen Datensätzen. Dieses Framework ermöglicht inkre-
mentelle Updates von anonymisierten Datenveröffentlichungen, ohne dass bei Änderungen
der Daten alles neu berechnet werden muss.

Die Ergebnisse dieser Dissertation zeigen, dass Privacy by Design für Datenverarbeitung
keine einzelne Technik ist. Es ist eine Disziplin, die verschiedene Architekturen, Bedro-
hungsmodelle und Phasen im Lebenszyklus der Datenverarbeitung kombiniert.
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2 Introduction

With big data come big responsibilities.

— attributed to danah boyd and Kate Crawford [6].

We have always been a species of pattern-hunters. Long before we had microscopes or
telescopes, we learned to read the world by noticing, remembering, and comparing. We
did it to navigate, to heal, to predict weather and famine, to chart the stars and, eventually,
to chart ourselves. What changed with the advent of the internet is not our appetite for
evidence, but the scale and velocity of what we can capture. The “global datasphere”, as
it has been termed, is the sum of all data created, captured, or replicated, and it has been
measured in zettabytes (1 ZB ∼ 1012 GB) for years now, with industry forecasts placing it
at around 175 ZB in 2025, and climbing steeply beyond that [7]. In concrete terms, these
estimates translate into hundreds of millions of terabytes created or consumed each day. In
this datasphere, the data is not only about the outer world we live in. It is about bodies and
biographies: medical images, clinical narratives, genomic variants, search queries, clicks,
pauses, and attention. Human bodies and activity have become data we can collect, record,
and in a way, harvest.

Somewhere between maintaining physical ledgers and maintaining databanks, we real-
ized a second thing: relationships inside data can be inferred, and machines can do that
inference at a scale, speed, and dimensionality that no single person or group of people
can do. In that sense, learning from data is less a sudden invention than a continuation
of a mathematical lineage that has been turning observation into prediction for over two
centuries. One of its ancestral threads begins with Adrien-Marie Legendre’s 1805 publication
of the method of least squares, which serves as a foundational step toward regression as
we now understand it [8]. This seminal work, motivated by concrete scientific problems,
already contained a very modern idea: uncertainty can be handled. It offered a mathemat-
ically precise way to reduce a messy world to parameters. Regression and classification,
kernel methods and neural networks, each offer a different answer to the same old problem:
extract structure from noise, and then generalize to unseen data.

However, the moment the world becomes measurable, it also becomes optimisable. What
becomes optimisable becomes exploitable, not as a moral failure of mathematics, but as

3



a predictable consequence of incentives. Data does not remain only a mirror held up
to nature. It becomes a commodity and an infrastructure: the emergence of attention
markets, personalization engines, and behavioural prediction products signals the same
[9, 10]. Shoshana Zuboff’s coining of "surveillance capitalism" captures this pivot: private
experiences are rendered into behavioural data and sold into markets that trade in what we
might do next [11]. The consequences are not abstract. For example, recommender systems
shape what billions of people see [12] and third-party audits of YouTube’s recommendation
dynamics have examined how personalization can narrow exposure [13]. Further, when
data-driven targeting meets political incentives, it can step directly on democratic processes,
as the Cambridge Analytica revelations and the regulatory responses they triggered in both
the UK and the EU made clear [14]. The recurring lesson is that data practices can become
political infrastructure, and weak governance in that infrastructure is in itself a systemic
risk. In response to growing concerns, privacy and governance frameworks have hardened
into law and compliance practices [15, 16].

At the same time, the computational acceleration of the modern era ensures that regula-
tion often lags behind innovation. It took millennia to move from the wheel to the steam
engine. In contrast, the transformer architecture introduced in Attention Is All You Need

appeared in 2017 [17], and in less than a decade, it has become the backbone of large
language models and, increasingly, artificial intelligence (AI) agents. At this pace of progress,
it becomes hard to ignore a basic asymmetry: technology iterates quickly, while law and
democratic institutions move by deliberation, precedent, and consent. They are meant
to. Modern constitutional democracies are designed to be slow where it matters, because
slowness is often the price for legitimacy.

This regulatory lag does not absolve us of responsibility. If regulation and institutions
move slowly because legitimacy demands it, then the burden shifts to the people who build
and deploy modern inference systems today. Privacy cannot be treated as something we
“add back” after a system is built, trained, deployed, and integrated into workflows. It has to
be built in from the start, as a default rather than an exception. This idea, that privacy should
be a foundational design property rather than a post-hoc patch, is the core of what has
come to be called privacy by design (PbD) [18], a principle formalised in privacy literature
and integral to data protection law. We then face a practical question: what does it mean to
embed privacy into a system whose purpose is to infer? Inference systems typically convert
datasets into parameters, and parameters into predictions that are then exposed through
interfaces. PbD, in this sense, is not a single knob to turn in this complex, often multi-faceted
picture. From a technical perspective relevant to this thesis, it is better understood as two
complementary design obligations, each tied to a different phase in the lifecycle of a system.
Before deployment, the question is what must be revealed for a computation to proceed, and
how to ensure that nothing beyond that is made inferable through intermediate artifacts,
logs, gradients, or other by-products of learning. After deployment, the question shifts: the
artifact is already in the world, and privacy depends on what new attack surfaces emerge.

Both obligations are grounded in literature. In collaborative settings such as federated
learning, gradients and model updates can behave like side channels, and in some cases can
be used to reconstruct information about underlying inputs [19, 20, 21]. Likewise, modern
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systems do not only fail by accident. In computer vision, adversarial examples showed that
deep networks can be pushed into misclassification by small, carefully chosen perturbations
[22]. In black-box hard-label settings, where an attacker may observe only the final predicted
label, even a minimal query interface becomes an attack surface [23, 24, 25, 26]. Models are
not the only artifacts at risk after deployment. Released datasets, even after direct identifiers
are removed, can be linked against external information to re-identify individuals [27]. The
common thread is that trust cannot be inferred from performance alone. It must be argued
from the system’s behaviour under adversarial pressure, from the privacy properties of the
pipeline that produced it, and from the durability of those properties as data and models
continue to be used over time.

This thesis approaches PbD as a technical agenda spanning both these regimes. On
the pre-deployment side, we investigate techniques that enable inference on sensitive
data distributed across institutions, including privacy-preserving frameworks for classical
and quantum kernel-based methods and for multi-site genome-wide association studies
(GWAS). On the post-deployment side, we study what deployed artifacts reveal and how
that exposure can be exploited or mitigated: we examine vulnerability in query-based
image classification models through adversarial attacks under strict access constraints, and
we address data-focused risks through adaptive anonymisation for dynamic healthcare
datasets, where the challenge is to maintain privacy guarantees as the underlying data
evolves across repeated data releases. In the context of this thesis, pre-deployment privacy
is about making collaboration possible without pooling raw records. Post-deployment
privacy is about limiting what can be inferred, manipulated, or linked together from released
artifacts. Both are necessary, because a system that is built in a privacy-preserving manner
but is exposed after deployment, or is safe to query but built on improperly shared data, has
not achieved PbD in any meaningful sense. Taken together, the manuscripts in this thesis
show that PbD is not achieved by one universal mechanism, but by matching the privacy
mechanism to the stage of a data processing lifecycle, the artifact exposed at that stage, and
the trust and resource assumptions that remain relevant there.
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3 Background and Preliminaries

3.1 Privacy by design

Privacy by design (PbD) is the idea that privacy should not be treated as a purely technical
set of constraints during very specific points of data processing, or as an afterthought, but
that it should carry a socio-technical stance and should be a vital design property that is
imbued into the entire lifecycle of any data processing activity. Originally developed by
Ann Cavoukian [18], the principle is adopted by data protection and privacy commissioners
internationally [28]. In the context of European data protection law, the idea of PbD is
reflected and legally formalised in Article 25 of the General Data Protection Regulation
(GDPR) [15], titled Data protection by design and default.

Article 25 requires that data controllers (GDPR Art. 4(7)) implement both technical and
organisational measures to safeguard the privacy of personal data (GDPR Art. 4(1)) through-
out the lifecycle of any data processing activity. Notably, the legal text explicitly engages with
technical measures, citing pseudonymisation as an example. This is also where Article 25’s
"by default" becomes concrete. Default configuration of any processing activity must en-
sure that only necessary personal data is processed, and that it is not made accessible to
an indefinite number of persons or third parties. This raises a question: what exactly is
personal data?

Under the GDPR, personal data includes any information relating to an identified or
identifiable natural person, where identifiability depends on the means reasonably likely
to be used. This is a moving target, as Recital 26 itself acknowledges, because what is a
reasonable measure changes with technological advancements. For example, Sweeney [29]
showed that ZIP code, date of birth, and sex together can uniquely identify a large fraction
of individuals in the United States. Information from Strava that appeared non-sensitive in
isolation was used to ascertain military base locations, illustrating how benign data such
as exercise traces become sensitive when aggregated and published [30]. Similarly, the
Netflix Prize incident showed that even when direct identifiers were removed, sparse high-
dimensional behavioural data (ratings history) could enable re-identification of individuals
when linked to publicly available auxiliary information (in this case, IMDB ratings) [27].
The advent of large language models trained on web-crawled corpora [31] complicates
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the picture further, since data that was publicly accessible but contextually bounded can
be memorized, recombined, and surfaced in unexpected contexts. Taken together, these
examples show that the scope of personal data is not static, but shifts with the available
means of linkage, inference, and reuse. This is precisely why privacy cannot be reduced to
the removal of explicit identifiers or treated as a late-stage compliance exercise.

The GDPR is not the only instrument that advances the idea of PbD. The Organisation for
Economic Co-operation and Development (OECD) Privacy Guidelines [32], the modernised
Convention 108+ [33], and standards such as ISO 31700-1:2023 [34] all articulate similar
principles, framing privacy through architectures, processes, and lifecycle practices rather
than after-the-fact mitigation. The European Data Protection Board, which advises on
interpreting the GDPR, further emphasises that measures to guarantee PbD can range from
advanced technical controls to basic organisational practices such as governance initiatives
and personnel training.

In this thesis, PbD functions as a basic principle which we approach from the technical
perspective while acknowledging the multi-faceted nature of the problem. To make this
technical stance concrete, the next section introduces privacy engineering as the discipline
that translates PbD principles into architectural choices, threat models, and implementable
controls.

3.1.1 Privacy Engineering

The European Union Agency for Cybersecurity (ENISA) describes data protection engineer-
ing (which we refer to as privacy engineering in this thesis) as a practical discipline that
helps engineers select and apply measures in a risk-based way, in order to uphold data
protection principles throughout the lifecycle of processing [35]. An important reality is
that no single privacy solution fits all problems. System architectures fall into different
categories depending on how many data holders participate, how often they interact and
whether a third party server helps with computations. The choice of architecture shapes
which privacy-enhancing technologies (PETs) are appropriate. Some measures are founda-
tional and broadly applicable, such as encryption, key management, access control, and
auditing [35]. Others are more specialised to particular settings, such as secure aggregation
[36], multi-party computation [37], differential privacy (DP) [38], and fully homomorphic
encryption (FHE) [39], among others, and depend heavily on the system setup, inputs,
and computational capacities. In practice, privacy engineering is the art of choosing com-
binations of these building blocks so that a system remains functional while offering a
meaningful reduction in privacy risks.

A second facet of privacy engineering is that it is not only a property of the system and
its architecture, but also of who is involved, under what roles, and with what incentives.
The actors in a data processing activity can include data providers, controllers, processors
(GDPR Art. 4(8)), users, data subjects, engineers, system administrators, auditors, and many
more. Privacy engineering therefore becomes closely tied to governance and access policies.
Meanwhile, an attacker may be external, or may be one (or many) of these actors acting
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outside their intended role, whether colluding or acting alone.

A third related facet is that the goals of an attacker are diverse, and whether a given
adversary acts passively or actively cannot be assumed in advance. Sometimes, they want
to link records across different datasets (linkage) [27], infer hidden attributes (attribute

inference) [40], or determine the membership of an individual in a model’s training dataset
(membership inference) [41]. Sometimes, they might aim to reconstruct training data from
shared gradients (gradient inversion) [19], or even replicate a proprietary model using only
its outputs (model extraction) [42]. Sometimes the adversary is not an external attacker
at all, but a legitimate participant in a protocol who might seek to learn the data of other
data providers in a shared system (reconstruction) [19], or they may attempt to corrupt a
globally trained model toward targeted misbehaviour (model poisoning) [43]. Even when the
intended malicious goal is not privacy related and is instead aligned with broader security
threats, the downstream consequences can still lead to privacy risks.

A fourth facet is that privacy-relevant assets may extend well beyond the obvious. What
requires protection can include raw records, intermediate results, features, labels, metadata,
logs, access traces, and model parameters. It can further include the interfaces through
which these are exposed, such as application programming interfaces (APIs), auditing
pipelines, and monitoring dashboards. Privacy failures may occur at the boundaries be-
tween these components, where information that seems harmless in isolation becomes
revealing when combined with other signals. This is why privacy engineering guidance
often reads like a catalogue of lifecycle controls, spanning data collection, storage, access,
transmission, and retention, rather than focusing on a single algorithmic step. The exam-
ples discussed earlier (Census data, Strava, Netflix Prize) all illustrate the same engineering
lesson. Privacy failures rarely arise from a single problematic cog in the machine, but from a
composition of errors, both human and technical, both internal and external.

Privacy engineering is a multi-faceted problem.

It spans architectures, cryptographic techniques, operational controls, human processes,
adversarial perspectives, and lifecycle stages.

3.2 Pre-deployment Privacy (Manuscripts 1, 2 & 3)

Much of the privacy discourse focuses on design-time choices, on the simple premise that
what is not engineered into a system early is difficult to fix post-deployment. There are
two reasons as to why. First, privacy protects data before deployment and user data after
deployment across the lifecycle of a data processing activity. Second, privacy can enable
better insights to be derived. If data providers refuse to share raw data for reasons such
as contractual obligations, institutional policies, and jurisdictional or sectoral regulations,
incorporating PETs can make it possible to learn from multiple sources without centralizing
the data itself. Since combining datasets often improves robustness and accuracy in stan-
dard settings [44], privacy becomes not only a safety feature but also a way to build better
models.
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Our Manuscripts 1, 2 and 3 operate in this setting. Across all three works, the objective is
to enable inference tasks in distributed environments where multiple data providers wish
to perform computations jointly while keeping their data private, with the assistance of a
third-party, often referred to as a server. We discuss some of their common preliminaries
below.

3.2.1 Kernels (Manuscripts 1 & 3)

Kernel methods are among the relics of early machine learning (ML) research that remain
widely used today. Their motivation is a geometric limitation: real-world data is often not
linearly separable, in the sense that no single hyperplane in the original input space cleanly
separates different classes of data. A mathematically motivated remedy is to map inputs
into a different space in which an approximate linear divide becomes feasible for most
data points, and to study data there. Kernel methods do this exactly, by allowing for inner
products in a (typically high-dimensional) feature space to be computed implicitly, without
ever constructing that space explicitly. This is often dubbed the “kernel-trick”. Following
the discussion in Manuscript 1 and in greater detail in Manuscript 3, we recall the formal
definition.

Definition 1. Kernel function [45]

A kernel function, or kernel, K , is a map K : X × X → C that satisfies K (x, y) = 〈φ(x),φ(y)〉,
where φ : X →H is a map from the input space X to a Hilbert space (H ,〈·, ·〉).

One refers to φ as a feature map. Different feature maps may induce the same kernel, so
in practice the kernel itself is often the central object of interest. Kernel functions play a
central role in many ML problems because a broad class of learning and inference tasks
can be expressed in terms of pairwise kernel evaluations [46, 47]. This is one of the main
reasons kernel methods remain attractive in modern ML, especially in settings involving
high-dimensional or heterogeneous data.

In the context of this thesis, kernels are relevant for two reasons. First, in the classical
setting, kernel computations can often be decomposed across parties, which makes them
well suited to privacy-preserving and distributed learning scenarios where raw data cannot
be centralised. Second, in quantum machine learning (QML), kernels admit a natural
interpretation in terms of quantum feature maps. This makes it possible to study quantum
analogues of commonly used kernels and to analyze how such kernel evaluations can be
carried out in both centralised and distributed quantum settings. Manuscripts 1 and 3 build
on these two perspectives.

3.2.2 Distributed Architectures (Manuscripts 1, 2 & 3)

We distinguish here a few common architectures employed in a data processing pipeline. In
a centralised architecture, data is collected and processed in one location under a single
data controller. A closely related variant is outsourced processing, where a data controller
relies on an external processor, such as a cloud provider, to execute processing tasks. In
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In Manuscripts 1, 2 and 3, we adopt a distributed architecture where a central server
coordinates computation. Across all three works, clients are allowed to collude with each
other, and all entities, including the server, are modelled as semi-honest. This reflects a
common real-world collaboration pattern in sensitive data analyses: institutions that wish
to run joint analyses may be unable to centralise data and may also lack the computational
resources required for large-scale tasks, leading them to outsource parts of the workflow to
third-party cloud service providers.

3.2.3 Randomized Encoding (Manuscripts 1 & 2)

As mentioned earlier, privacy engineering is often an act of composition: selecting and
combining PETs as building blocks for a specific task and a specific architecture. There are
many techniques that offer different kinds and levels of privacy across different settings. We
therefore do not attempt to cover the full landscape here, and instead focus on the PETs that
are repeatedly mentioned throughout the manuscripts that make up this thesis.

Secure multiparty computation (SMPC) [37] is a PET in which multiple entities seek
to compute an ML objective on distributed data. They do so by exchanging shares of
secrets that enable computation across rounds of local operations and communication,
with different tasks requiring different protocol constructions. SMPC is employed in many
settings and offers a strongly decentralised model, where trust remains within a cohort of
data controllers and processors. Two practical issues that are often discussed in the SMPC
context arise from communication. On the one hand, SMPC can require interaction among
all participating entities over several rounds, even for basic operations. On the other hand,
this dense communication pattern induces a substantial setup cost: if an additional client
joins the computation, they typically need to establish communication with each of the
existing clients, which can be operationally cumbersome [49].

A common alternative that avoids frequent interaction and reduces setup complexity in
distributed settings is FHE [39]. FHE is a cryptographic technique, enabled by tools from
ring theory, that allows for computation on encrypted data such that decryption yields
(approximately) the same result as if the computation had been performed on plaintext
data (hence homomorphic). We say approximately because supporting complex operations
efficiently has long been a challenge, and many practical schemes introduce approximation
to make real-valued computation tractable (as noted, ring-based schemes naturally favour
only two primary operations, such as addition and multiplication). Repeated application of
homomorphic operations across long computational pipelines can lead to accumulated ap-
proximation error [50]. Moreover, homomorphic operations are computationally expensive
and can introduce significant overhead. Nevertheless, the ability to outsource computation
on encrypted data is powerful: in distributed settings, clients can encrypt their data and
send it to a third-party server, which performs operations on data it cannot interpret, and
returns encrypted outputs that clients can decrypt.

A parallel technique that is often treated as a gold standard in privacy is DP [38]. DP
introduces carefully chosen operation-specific noise such that the outcome of a computa-
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tion is nearly unchanged when any single data point is added or removed. This provides a
mathematical guarantee that attacks such as membership inference, become difficult. How-
ever, the added noise can reduce utility, and this privacy–utility trade-off can be especially
consequential in sensitive domains such as medicine and genomics, where small changes
in accuracy may be clinically or scientifically meaningful [51].

Each technique carries its own costs and failure modes. SMPC can be constrained by
communication requirements inherent in distributed topologies. FHE can be constrained
by computational overhead, which becomes particularly challenging for high-dimensional
data and complex pipelines. DP introduces noise that cannot be removed and persists as
a form of inaccuracy. One approach proposed in sparse literature for privacy-preserving
computation is randomized encoding (RE) [52, 53, 54, 55, 56, 57]. Like SMPC and DP, RE
is operation-specific. It adds structured noise in a manner reminiscent of DP, but unlike
DP the noise can be removed. RE is often adapted to architectures with a third-party server
[54, 55, 56], although there are also constructions for multi-party settings [52, 53, 57].

In Manuscripts 1 and 2, we consider high-dimensional medical imaging data and genomic
data, and focus on classification and association tasks, respectively. We adopt RE as a way
to address practical hurdles of large-scale computation in distributed settings: clients add
structured sparse noise to their data before sending it to a third-party server, the server
performs computations on the obfuscated data, and the outputs can be decoded to recover
the result as if the operations had been performed on noiseless data. Unlike FHE, which
aims to hide essentially everything about the underlying values, RE is operation-specific and
may reveal certain quantities or properties. Its privacy therefore depends on the original
data distribution and on whether what is revealed by the encoded computation can be used
to infer sensitive information about the underlying inputs or their properties. Following
Manuscript 2, we describe RE formally below.

Definition 2. Randomized encoding [2]

Let f : X → Y be a function, where Y is equipped with a norm ∥ ·∥. A randomized encoding

of f consists of a randomized function f̂ : X ×R → Ŷ , where R denotes the randomness
space, and a deterministic decoder Dec : Ŷ → Y such that

∥∥Dec
(

f̂ (x;r )
)
− f (x)

∥∥≤ ε

for all x ∈ X and all r ∈R, for some very small ε≥ 0.

In other words, f̂ injects structured randomness that conceals the input x while still
allowing the value f (x) to be recovered by the decoder.

3.2.4 Genome-Wide Association Studies (Manuscript 2)

A genome-wide association study (GWAS) [58] is a statistical approach for identifying as-
sociations between genetic variants and observable traits or diseases across a population.
The genetic variants of primary interest are single-nucleotide polymorphisms (SNPs) that
occur at specific positions in the genome and vary across individuals. A phenotype is any
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measurable characteristic of an individual, whether quantitative (such as blood pressure or
body mass index) or binary (such as disease presence or absence). The goal of a GWAS is to
test, for each SNP across the genome, whether there is a statistically significant association
between the variant and the phenotype of interest, after accounting for confounders such
as population structure and relatedness.

Because the number of SNPs under consideration is typically large, often in the hundreds
of thousands to millions, the computational and statistical demands of a GWAS are sub-
stantial even in centralised or non-private settings. This has motivated efficient algorithms
such as REGENIE [59], which reduces the problem through a two-stage ridge regression pro-
cedure: a first stage compresses genome-wide information into a smaller set of blockwise
predictions, and a second stage stacks these predictions to produce adjusted phenotype
residuals against which individual SNPs are then tested. In Manuscript 2, we adapt this
pipeline to a distributed and privacy-preserving setting using randomized encoding.

3.2.5 Quantum Kernel Computation (Manuscript 3)

Quantum computing [60] encodes information in quantum bits, or qubits, which can exist
in superpositions of basis states |0〉 and |1〉. A system of n qubits spans a 2n-dimensional
state space, so that N -dimensional classical data that would require N classical bits can in
principle be represented using ⌈log2 N⌉ qubits. In QML, quantum encoding is a procedure
that maps a classical input vector x to a quantum state |ψ(x)〉. This makes classical data ac-
cessible to quantum computation, and it allows similarities between inputs to be expressed
through overlaps such as 〈ψ(x),ψ(x ′)〉, which can be estimated from measurements. Schuld
and Killoran [61] formalised an observation that any quantum encoding x 7→ |ψ(x)〉 acts as
a feature map into a Hilbert space, and therefore induces a kernel. This insight opens the
possibility of computing widely used classical kernels, such as polynomial, Gaussian, and
Laplacian kernels, through appropriately designed quantum encodings that we introduce
in Manuscript 3.

Further, in distributed settings where data is held by separate parties, quantum states can
be transmitted between parties using quantum teleportation [62], a protocol that transfers
the full quantum state of a qubit from one party to another using a shared entangled pair and
classical communication, without physically transmitting the qubit itself. In Manuscript 3,
we propose a mechanism to enable kernel computation when data is partitioned across
sites: each party encodes its local data into quantum states, which are then teleported to a
central server that performs the inner-product measurements needed for kernel evaluation.

3.3 Post-deployment Privacy (Manuscripts 4 & 5)

We now shift our attention to a different part of the data processing pipeline: post-deployment

privacy. By this we mean the privacy questions that emerge once an artifact has been de-
ployed, whether for use by end users, downstream services, or internal actors. Manuscripts
4 and 5 study two different post-deployment exposure surfaces: queryable models and
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evolving released datasets.

3.3.1 Exposed models (Manuscript 4)

The dominant privacy conversation post model deployment concerns the user, namely
what the system learns about them through their interactions. In Manuscript 4, however,
we take a reversed and equally practical perspective: we assume the user may be malicious,
and we ask what privacy and security properties the model owner is expected to preserve. A
user may attempt to steal the model, infer sensitive information about its training data, or
probe its decision behaviour to uncover vulnerabilities. A particularly relevant case is the
one in which the model is accessible through a query interface.

From a PbD perspective, the interface is part of the system boundary. Even when it re-
veals only minimal outputs, repeated interaction can allow an adversary to infer actionable
structure about the model, such as decision regions or local sensitivities. Consider an
image classification model exposed through an API that returns only the top-1 label. This
hard-label interface appears restrictive because it provides neither probabilities nor internal
information, yet an attacker can still issue adaptive queries and use label changes to navi-
gate the decision boundary [63]. Such interaction leads to the construction of adversarial
examples, including targeted examples that aim to force a specific misclassification under a
small perturbation budget. Formally, consider a classifier f : [0,1]C×H×W →R

K over images
with C colour channels and spatial dimensions H ×W , where the attacker observes only
the predicted label ŷ(x) = argmaxk [ f (x)]k . Given a source image xs classified as ys and a
target image xt classified as a different label yt , a targeted attack seeks

xadv = argmin
x

∥x − xs∥2, subject to ŷ(x) = yt .

That is, the adversarial image should be as close to the source image as possible while
being classified like the target image. Manuscript 4 operates in precisely this setting. The
attacker iteratively refines inputs under a strict query budget, reflecting deployed APIs
that intentionally minimise output information and often rate-limit access. The broader
adversarial literature distinguishes additional axes, such as white-box [64, 65, 22, 66] versus
black-box access [63, 24, 25, 67, 26] and untargeted [22, 64, 66, 63, 67, 24, 26] versus targeted
objectives [65, 25, 67, 24, 26].

3.3.2 Exposed datasets (Manuscript 5)

A parallel to post-deployment model privacy arises when it is not models but datasets

that are released, often to be used as training data for ML tasks. Yet, as discussed in the
Introduction, case studies across decades have shown that many data releases have enabled
re-identification of individuals with surprising ease. The risk is amplified by two features
of the digital era. First, digital data tends to persist for long periods of time. Second, web-
crawling tools have repeatedly ingested public data into downstream analyses and, more
recently, into the training of large language models. A dataset that appears benign in its
original context may therefore become linkable under future conditions that its publisher
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did not anticipate.

This is especially relevant because identifiability rarely hinges on a single field. A single
characteristic such as postal code, gender, or age may not uniquely identify an individual.
However, combinations of seemingly ordinary attributes can reduce a population from
millions to a small set of plausible matches [29]. Such attributes are commonly referred to
as quasi-identifiers: features that may not be uniquely identifying on their own, but that
become identifying when combined with other quasi-identifiers.

Several classical approaches have been proposed to address this risk in tabular data
releases, including k-anonymity [68], ℓ-diversity [69], and t-closeness [70]. At a high level,
these methods aim to prevent singling out by ensuring that individuals are hidden inside
groups, and to prevent sensitive inference by ensuring that these groups contain sufficient
diversity in sensitive attributes. This is akin to DP, except DP is operation-specific, while
anonymisation techniques are primarily used for data releases, for any possible future data
processing.

k-anonymity aims to ensure that each released record is indistinguishable, with respect
to its quasi-identifiers, from at least k −1 other records. In other words, each equivalence
class induced by the quasi-identifiers has size at least k, so that an adversary cannot isolate
a single individual based on those fields alone. Such thresholds have been particularly at-
tractive in settings where releasing aggregate or partially generalised data appears necessary
for public benefit, for example during periods of heightened public health monitoring such
as a pandemic [71]. However, k-anonymity comes with an important caveat. If all, or most,
members of a k-anonymous group share the same sensitive attribute, then an adversary
who knows that a person appears in the dataset may still infer their sensitive attribute with
high confidence. This is often described as a homogeneity problem: the individual is hidden
among k people, yet the sensitive information remains effectively revealed.

Two well-known extensions address this. ℓ-diversity requires that each equivalence
class contain at least ℓ well-represented sensitive values, thereby reducing the risk that
membership in a class reveals a single sensitive attribute [69]. Yet ℓ-diversity can still be
vulnerable when sensitive values are distinct in name but similar in meaning. t-closeness
strengthens this idea further by requiring the distribution of sensitive values within each
class to remain close to the global distribution in the released table, as measured by a
distance bounded by t [70]. Concretely, an equivalence class satisfies t-closeness if the
distance between the two distributions is no more than t .

3.3.2.1 Topological Foundations for anonymisation (Manuscript 5)

The anonymisation approach developed in Manuscript 5 draws on tools from topological
data analysis (TDA) [72, 73], which we briefly introduce here. The starting point is to treat a
table of quasi-identifiers as a point cloud in R

M , where each row becomes a point and M is
the number of quasi-identifier attributes. Given such a point cloud, the idea is to connect
nearby points and ask what shapes emerge. Formally, one constructs a simplicial complex
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[73]: a combinatorial structure built from vertices (individual points), edges (pairs of nearby
points), triangles (triples of mutually nearby points), and their higher-dimensional analogs.
Which simplices are included depends on a scale parameter ϵ: a simplex on a set of points is
included if every pair among them lies within distance 2ϵ. As ϵ increases from zero, isolated
points first become connected by edges, then fill in to form triangles and larger structures,
capturing the geometry of the data at progressively coarser scales. The resulting nested
sequence of complexes, one for each value of ϵ, is called a filtration.

Persistent homology tracks how topological features such as connected components (at
the H0 level) and holes (at the H1 level) appear and disappear as ϵ grows. Each feature is
summarized by a birth value (the ϵ at which it appears) and a death value (the ϵ at which it
merges into another component or is filled in). The collection of these birth-death pairs is
called a persistence barcode. In the context of k-anonymity, Speranzon and Bopardikar [74]
made the observation that the ϵ value at which all points belong to simplices of size at least
k corresponds to a valid k-anonymous generalization, and that the persistence barcode
encodes enough information to read off generalizations for multiple values of k from a
single computation. Manuscript 5 extends this framework by introducing hole-weighted

persistence barcodes that additionally track H1 features, enabling efficient updates when the
underlying dataset changes.

Enabling Privacy by Design

What we have discussed so far is not a catalogue of privacy methods and related techniques
for their own sake, but a way to pin down the recurring ingredients that surface throughout
this thesis. Across the manuscripts, the setting and challenges change, but the underlying
question stays the same: what must be revealed for the intended purpose to be achieved,
and what must remain hidden? With these preliminaries in place, the remainder of the
thesis can be read as a sequence of concrete instantiations of PbD across the data processing
lifecycle.
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4 Objectives

The overarching goal of this thesis was to operationalise PbD for data processing activities.
PbD, from a technical standpoint, looks very different depending on where in the data
processing lifecycle one stands, what is being protected, and what assumptions about
adversaries and infrastructure are reasonable. The five manuscripts that constitute this
thesis reflect that diversity.

The first three works concern pre-deployment privacy, where data is distributed across
institutions. The shared objective is to enable inference in this setting without sharing the
data. Manuscript 1 does this for kernel-learning on high-dimensional medical imaging
data, where kernel methods remain attractive since they are interpretable and impose lower
computational overhead when combined with PETs. Manuscript 2 does this for multi-site
GWAS on quantitative phenotypes, motivated both by the sensitivity of genomic data and
the statistical advantages of association testing at scale. Manuscript 3 returns to kernel
computation but in a quantum setting, asking whether widely used classical kernels can be
realised through quantum encodings and extended to a distributed quantum architecture.

The final two manuscripts concern post-deployment privacy, where an artifact is released
into the world for downstream use, and the question is no longer how to perform computa-
tions privately, but what a released artifact reveals or enables. The objective of Manuscript 4
is to determine what attack capability remains available through hard-label query interfaces
for image classification models under strict query budgets. Because such models can retain
information about sensitive training data in their decision boundaries, this is a PbD concern
as much as a security one. The objective of Manuscript 5 is to maintain k-anonymity under
repeated data releases in evolving datasets without extensive recomputations.

Together, these works do not pursue a single privacy mechanism. Rather, they show that
operationalising PbD requires different technical strategies at different stages of the data
processing lifecycle.
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5 Results and Discussion

The technical core of this thesis is contained in five manuscripts, reproduced in full in
Appendices (I–V). This chapter aims to summarize relevant results and present a com-
prehensive and integrated overview. It is organized according to the same two regimes
discussed before: pre-deployment and post-deployment. A practical way to read the results
across all five manuscripts is through three recurring questions that arise naturally from a
privacy engineering perspective, stated here:

1. What capability is enabled? What becomes possible in practice that would other-
wise require centralizing data, weakening the privacy stance, or accepting a brittle
deployment mechanism?

2. What is the operational cost? What resources become the limiting factor in the
relevant regime: compute, memory, communication, query budget, or the need for
repeated re-computation as data evolves?

3. Which assumption does the result rely on? What threat model, access model, privacy
guarantee or data condition is assumed?

5.1 Pre-deployment Privacy

Across the pre-deployment manuscripts, the recurring task is the same: sensitive data is
distributed across sites that benefit from collaborating, but cannot pool raw records. In
practice, this often includes settings where narrow models remain attractive – not because
more general models are impossible in principle, but because validation, accountability,
and resource constraints reward fairly interpretable methods whose failure modes and
computational constraints are well understood [44]. Kernel methods fit this regime partic-
ularly well: they offer expressive non-linear decision boundaries while reducing learning
to operations on inner products and Gram matrices, making them strong candidates for
privacy-preserving collaboration.

Across all three manuscripts, we work in a semi-honest, distributed setting with a non-
colluding server: participating institutions follow the protocol but may try to infer additional
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information, and collusion between the server and the participating institutions is not
permitted.

As noted earlier, default cryptographic approaches such as SMPC and FHE can be bot-
tlenecked by communication and compute respectively, while DP can trade away utility
in regimes where statistical power is already scarce. Manuscripts 1 and 2 therefore use RE
as an alternative that preserves utility while reducing computational costs. Manuscript 3
keeps the kernel-computation target but moves to a quantum setting, where the available
security primitives and the practical constraints differ.

5.1.1 OKRA: Scalable Kernel Learning on Distributed Data (Manuscript 1)

As discussed in the background chapter, RE is operation-specific: it introduces structured
noise tailored to a particular computation, with the goal that the intended function can still
be evaluated while sensitive inputs remain obscured. It has been explored in several works
[53, 75, 76, 77, 55, 56], each targeting different settings and threat models.

Most relevant to OKRA are ESCAPED [55] and FLAKE [56], two RE approaches for privacy-
preserving kernel learning that achieve exact model predictions. ESCAPED operates in a
multi-party framework and requires communication among all participating institutions;
this becomes operationally cumbersome as the number of participants grows and new
entities are introduced. FLAKE, in contrast, adopts a distributed architecture in which
each participant communicates only once with a semi-honest central server, reducing
communication overhead, but encounters challenges when it comes to computational
efficiency and scalability, particularly for high-dimensional data such as medical images.
OKRA combines the practical deployment advantages of FLAKE with improved scalability.

We use orthonormal k-frames (mutually orthogonal unit vectors) to form sparse matrices
and alleviate the burdens caused by dense matrices introduced in FLAKE. These sparse
matrices help map the input data to a higher-dimensional space, enabling recombination
with other data to compute the relevant kernels, including Linear, Gaussian (radial basis
function (RBF)), Polynomial, and Rational Quadratic kernels. In this setting, the semi-honest
server is limited to what can be inferred from the encoded data, learning only the singular
values and vectors of the encoded matrices, which is insufficient to deduce the original data
without additional information.

Empirically, our method achieves the same predictive performance as centralised learning.
In particular, OKRA-based distributed support vector machine (SVM) matched (Table I.1)
a naive centralised SVM on both evaluated clinical image datasets (MRI scans covering
multiple stages of Alzheimer’s disease [78] and augmented white blood cell images spanning
four distinct cell types [79]). Likewise, OKRA-based principal component analysis (PCA)
and naive Kernel-PCA produced identical results (Table I.2). Beyond correctness, our
results emphasize efficiency and scalability relative to ESCAPED and FLAKE. In end-to-end
runtime experiments including data encoding, communication, and kernel computation,
OKRA scaled more favourably than both baselines: with 10 participating institutions, each
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contributing 400 samples with 1000 features, OKRA completed in about 16 seconds on
average, compared with roughly 24 seconds for ESCAPED and about 69 seconds for FLAKE
(Figure I.2). A similar pattern appeared when scaling image size, where OKRA remained
practical while the baselines scaled much less favourably (Figure I.3).

5.1.2 PP-GWAS: Association Testing on Distributed Genomic Data (Manuscript 2)

Multi-site GWAS are known to improve statistical power, but genetic data is sensitive, re-
sulting in increased regulatory constraints worldwide. In Manuscript 2, our goal was to
apply methods from RE to perform GWAS in a distributed manner. We adopted methods
from Manuscript 1, where we introduced sparse matrices that helped with computation on
high-dimensional data. This was particularly relevant because the core difficulty in GWAS
is that genomic datasets are vast, often with millions of SNPs to analyze, which motivates
even methods optimized for the centralised setting. Further, applying privacy-enhancing
technologies to genomic data can be expensive [80, 81, 82].

Our approach builds on REGENIE [59], a centralised algorithm for computing associations
between SNPs and phenotypes. REGENIE uses ridge regression in two stages: first, it
produces intermediate blockwise predictions, which are then stacked to enable a second
ridge regression on top. This reduces the large-scale problem to a medium-scale problem.
The resulting predictions are further strengthened using k-fold cross-validation. Amongst
privacy-preserving methods, SF-GWAS stands out as the state of the art and also adopts
REGENIE, applying SMPC and FHE on top of it. We took a similar route, adding REs into
the computations of the two regression problems by applying a modified version of the
alternating direction method of multipliers (ADMM).

We performed experiments on both real-world and synthetic datasets, comparing perfor-
mance against both meta-analysis and SF-GWAS across various platforms and computing
environments. On two real-world datasets, namely a Bladder Cancer Risk dataset and an
Age-Related Macular Degeneration (AMD) dataset, PP-GWAS achieved agreement with
the centralised baseline REGENIE with R2 values essentially equal to 1 when comparing
association statistics (Figure II.2). In contrast to meta-analysis, whose accuracy deteriorated
as data became more fragmented across participating sites, PP-GWAS remained robust
to partitioning (Figures II.5 and II.6). Further, when scaling participating institutions, co-
variates, samples, and SNPs, PP-GWAS consistently required less than half the runtime of
SF-GWAS while maintaining near-centralised accuracy; for example, on a dataset with 9178
samples and 612,794 SNPs, PP-GWAS required about 1.04 h with two nodes compared with
2.4 h for SF-GWAS (Figure II.3(A–E)). Our compute usage was also significantly lower, while
communication overhead was comparatively higher; notably, this cost shifts in a predictable
manner, with communication growing linearly while SF-GWAS exhibits exponential growth
(Figure II.4(A,B)). Despite this, an argument can be made that internet resources are more
widely accessible than compute resources. Finally, our results should be interpreted in light
of the underlying assumptions and practical constraints (which hold true in related works
as well [80, 81, 82]): the protocol relies on a semi-honest, non-colluding server setting and
presumes sufficient harmonization of data processing and study design across sites, which
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remain limiting factors in real multi-institution deployments.

5.1.3 Computing Kernels for Quantum Machine Learning (Manuscript 3)

QML is an emerging discipline, supported by rapid progress in quantum computing hard-
ware. As discussed earlier, a landmark study [61] established a close link between ker-
nel functions and quantum encodings. Just as feature maps map input data to a higher-
dimensional Hilbert space, encoding classical data into quantum data maps data to an
infinite-dimensional Hilbert space. Building on this observation, subsequent work [83]
focused on computation of a linear kernel, but remained limited in scope. In Manuscript 3,
we construct quantum encodings for widely used kernels, specifically, the polynomial,
Gaussian (RBF ), and Laplacian kernels, that act as quantum feature maps and enable kernel
computation. Moreover, we showed how quantum teleportation can be used to support
this computation in a distributed setting. For the Gaussian and Laplacian kernels, the
construction builds on Random Fourier Features [84] to obtain kernel estimates via inner
products of quantum states, while for the polynomial kernel we apply the multinomial
theorem directly [45, 85]. We theoretically showed that the approximation quality of the
kernels depends on both the number of random features (for the Gaussian and Laplacian
kernels) and the number of repeated circuit executions (called shots).

Empirically, we validated the distributed architecture on publicly available datasets us-
ing Qiskit’s Aer Simulator. Due to simulator constraints (only 31 qubits), the evaluation
focuses on linear-kernel computation in a two-party configuration. Using stratified 5-fold
cross-validation and 1024 shots, the distributed quantum pipeline achieves accuracies
comparable to centralised quantum computation, while remaining below a centralised
classical kernel baseline (Table III.1). For example, in kernel-SVM classification on the
Parkinson’s dataset, the accuracies were 0.7983±0.0798 (distributed quantum) vs. 0.7875
(centralised quantum) and 0.8196±0.0644 (centralised classical); and on the Framingham
Heart Study, the accuracies were 0.6340±0.0143 vs. 0.6308 and 0.6788±0.0108 (Table III.1).
For kernel-PCA on the evaluated binary datasets, the results are similar to the ones above
(Table III.1).

Beyond baseline accuracy, we evaluated two factors that shape practical performance
in quantum settings. First, increasing simulator noise degrades accuracy as expected: un-
der depolarizing error models (0.1% and 1%), performance drops relative to the noiseless
distributed-quantum baseline (Figure III.3). Second, increasing the number of shots im-
proves accuracy as expected on the evaluated subset (Figure III.4). These results should be
interpreted in light of the study’s assumptions and current hardware constraints: the secu-
rity discussion is anchored in a semi-honest model (with additional discussion of security
against third-party eavesdropping and collusion scenarios), and the empirical validation
is restricted to simulator-based experiments and linear kernels due to qubit limitations.
Nevertheless, the theoretical contribution remains that widely used kernels in classical ML
can be approximated in the quantum setting using the proposed encodings, in centralised
and distributed environments.
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Discussion

What capability is enabled? Across the pre-deployment manuscripts, the shared capability
is to enable multi-site inference without pooling raw records, by restructuring the computa-
tion so that only restricted artifacts move across organizational boundaries. Manuscript 1
does this for kernel learning, enabling distributed kernel-SVM and kernel-PCA style work-
flows on high-dimensional imaging data while preserving correctness of the target kernel
computations and matching centralised performance. Manuscript 2 shares the same col-
laboration goal, but for GWAS, allowing sites to jointly compute association statistics that
remain close to a centralised GWAS and improve substantially over meta-analysis when
data is partitioned across institutions. Manuscript 3 returns to the kernel target, but in a
quantum setting: it introduces quantum feature maps for commonly used kernels and a
distributed architecture that supports kernel estimation using quantum primitives, where
accuracy is governed by an explicit approximation trade-off, noise and circuit repetitions.

What is the operational cost? The three manuscripts surface different limiting resources
because the target computations differ. In Manuscript 1, the dominant operational cost lies
in the encoding and kernel-computation overhead induced by high-dimensional inputs,
and the privacy engineering objective is to reduce the computational and memory burden
of dense re through sparse constructions. In Manuscript 2, the dominant trade-off is
between local resource constraints and cross-site communication: the protocol aims to
reduce local compute and memory demands relative to heavy cryptographic baselines while
accepting increased communication overhead. In Manuscript 3, costs are dominated by
state preparation, circuit depth, and shot complexity. These costs are currently decisive in
practice, and they confine empirical validation to simulator-based experiments and small-
scale regimes, although the constructions do provide a theoretical solution to approximate
kernel computation.

Which assumptions does the result rely on? All three works assume semi-honest adversaries
and non-collusion assumptions about the server that match common distributed inference
threat models, and they require sufficient cross-site harmonization of preprocessing and
study design, typical of cryptographic approaches. In the RE based protocols, security is
tied to what the encoded artifacts reveal about underlying inputs, and the arguments are
therefore specific to the computation being enabled. In the quantum setting, the security
discussion additionally considers risks on quantum channels such as eavesdroppers, while
the empirical scope is constrained by current hardware and simulation limits.

The manuscripts collectively illustrate a central PbD lesson: privacy is not a single slider.
It is a negotiated boundary between what must be revealed for the computation to proceed,
what must remain hidden.

5.2 Post-deployment Privacy

In the post-deployment part of the thesis, we discuss the released artifact that others can
interact with over time. We distinguish two such objects: (i) a deployed model, typically
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exposed as an API or service that users can query, and (ii) a released dataset, typically
published for scientific reuse, archival purposes, or downstream analysis. These two deploy-
ment modes create different privacy risk surfaces: models concentrate risk around what
can be inferred or manipulated through access, whereas datasets concentrate risk around
what can be inferred from the released records, especially when combined with external
information.

5.2.1 TEA: Crafting Adversarial Images Using Edge Information (Manuscript 4)

In the realm of targeted hard-label black-box attacks, several methods already exist in the
literature. In this setting, the attacker’s goal is to craft an adversarial image that is close
to a target image while using as few model queries as possible. When evaluating existing
attacks, we repeatedly observed that outlines of visually discernible objects from the target
image often remained visible in the adversarial outputs, even after thousands of queries,
across many source–target pairs and model architectures. This motivated the study design
in Manuscript 4.

Our proposed method, Targeted Edge-Informed Attack (TEA), builds on this observation
by preserving edge information from the source image while applying perturbations. We
observed that TEA can drive substantial distance reduction until it reaches a narrow decision
region; beyond this, the edges in the adversarial images become noisy, uninformative, and
increasingly sensitive to small perturbations. As a result, TEA is most effective in the
low-query regime, which is often the practically relevant setting. Further, by applying a
state-of-the-art method after TEA, we postulated that TEA can serve as an initialization
strategy, yielding a practical hybrid for when additional queries are available.

We evaluated TEA in a low-query regime on randomly sampled source–target image pairs
from different datasets across diverse architectures, and compared it against other targeted
hard-label attacks (HSJA [67], AHA [25], CGBA [24], and CGBA-H [24]). Across different
settings and query budgets, TEA consistently achieves lower median distances between
the constructed adversarial image and the target image. For example, in one setting, at 400
queries, the median distance on ResNet-50 is 51.9530 for TEA compared to 67.091 (AHA) and
71.479 (CGBA-H), and on vision transformer (ViT) it is 47.8666 for TEA compared to 59.857
(AHA) and 61.300 (CGBA-H) (Table IV.1). Additional analyses (edge ablations (Table IV.3),
robustness across datasets and models (Figures IV.7, IV.12, and IV.13), and applicability to
modern zero-shot vision–language classification (Figure IV.11)) further support and validate
our strategy of prioritising non-edge perturbations.

Our results should be interpreted in light of the setting’s constraints. TEA is designed
specifically for targeted hard-label low-query black-box access, and its gains are concen-
trated in rapidly improving distance under tight query budgets (usually under 500 for
high-res images). In regimes where many queries are available and TEA is used purely as an
initialization, at very high query counts (∼ 20000), final performance becomes comparable
to that of state-of-the-art attacks run without TEA (Table IV.8 and Figure IV.8). Additionally,
the perturbations in TEA can introduce localized artifacts that may be visible to human
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observers in human-in-the-loop settings that might flag an attacker (Figure IV.2).

From a PbD perspective, these results illustrate a concrete interface-level lesson: a hard-
label API, often considered restrictive precisely because it withholds probabilities and
internal model information, still permits an attacker to make rapid targeted progress under
adaptive querying with the help of semantic structures in the target image. The minimal
output does not translate into minimal risk. This challenges the assumption that restricting
an interface to top-1 labels is, by itself, a sufficient post-deployment safeguard, and it
suggests that interface design must be complemented by other mechanisms such as query
monitoring.

5.2.2 k-anonymising Data Dynamically (Manuscript 5)

There are many standardized ways to achieve k-anonymity [68], and to further strengthen it
with methods such as ℓ-diversity [69] and t-closeness [70] when releasing data in a privacy-
focused manner. A particularly distinctive approach [74] which draws on tools from TDA to
derive k-anonymous generalizations, but is limited to static datasets. We extend this line of
work by proposing a systematic method for achieving k-anonymity when the underlying
data is dynamic, which is often the practical case in domains such as electronic health
records (EHRs): new patients are added over time, mistakes and misdiagnoses are corrected,
and records may be periodically scrubbed or removed.

In [74], the central idea is to build a simplicial complex on the available data and compute
persistence information over a filtration. The method uses a modified form of persistence
barcodes called weighted persistence barcodes which track homological structure across
the filtration, with the H0 bars weighted by the number of data points contained in each
connected component. A key advantage of this construction is that a single simplicial
complex and barcode computation can support multiple anonymisations for a fixed k, and
can also support multiple values of k without re-running the full pipeline, thereby enabling
flexible downstream choices (including stronger criteria such as l-diversity or t-closeness
from one computation).

We build on these advantages by introducing hole-weighted persistence barcodes, which
not only track the formation and merging of components at the H0 level, but also track
the formation of holes at the H1 level (Figure V.3). This allows us to identify filtration
regions in which re-computation may be necessary under data changes, by distinguishing
holes that persist from those that disappear. This allows us to propose update procedures to
handle data additions, removals, and alterations, together with theoretical evidence showing
that, over successive changes to the dataset, applying our method is computationally less
expensive than repeatedly applying the original static approach from scratch (Table V.3 and
Figure V.5).
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Discussion

What capability is enabled? The post-deployment manuscripts emphasize that releasing an
artifact creates a long-lived interaction surface, and that this surface enables both legitimate
use and adversarial leverage. In Manuscript 4, the capability is adversarial: a hard-label
prediction API enables targeted, query-driven attacks, and we show that low-query regimes
can be exploited more effectively by incorporating image structure such as edge information
rather than relying only on decision-boundary geometry from the outset. In Manuscript 5,
the capability is database maintainer-facing: it becomes possible to update a k-anonymised
release when the underlying dataset changes, without recomputing persistent homology
from scratch after each addition or deletion. This supports repeated releases under evolving
data, while preserving the core advantage of topology-informed anonymisation, namely
that a single persistence computation can support multiple generalizations and multiple
values of k.

What is the operational cost? In Manuscript 4, the primary scarce resource is query budget.
TEA trades lightweight local computation (edge extraction and local patch-based updates)
for a steeper early reduction in distance under strict query limits. In Manuscript 5, the
scarce resource is recomputation under change. The proposed hole-weighted persistence
representation and filtration trimming aim to localize updates so that additions, deletions,
and minor modifications do not force a full recomputation across the entire filtration,
thereby shifting the cost from repeated global recomputation to targeted updates and
essentially bookkeeping over time.

Which assumptions does the result rely on? Manuscript 4 assumes targeted, hard-label,
black-box access in which the attacker can issue repeated adaptive queries, and it does
not model strong active and adaptive defences. Manuscript 5 relies on assumptions about
the data, including the treatment of attributes (e.g., numerical versus categorical), and the
structure of sensitive information (e.g., a single sensitive attribute versus multiple).

All in all, these manuscripts reinforce a PbD lesson: once an artifact is released, privacy be-
comes a moving boundary shaped by interface design, monitoring policy, and adaptiveness
to changes rather than a static property fixed at publication.

Integrated Discussion

Read together, the five manuscripts support a single thesis-level claim: from a technical
point of view, PbD for data processing activities is not a single technique, but an end-to-
end engineering discipline whose practical answer depends on when and what privacy
constraints are enforced, what is released, and which resources and trust assumptions are
relevant.

Across the pre-deployment manuscripts, privacy is used to make collaboration possible
without data pooling. Manuscript 1 and Manuscript 2 illustrate this in classical distributed
pipelines by shifting cost away from heavy cryptographic primitives. Manuscript 3 highlights
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the same design pattern under different primitives.

Across the post-deployment manuscripts, the central observation is that release creates
an interaction surface over time. Manuscript 4 makes this concrete by showing how an
API that exposes only top-1 labels can still support effective targeted attacks under tight
query budgets. Manuscript 5 proposes a method to anonymise data continuously as they
are updated and released.

Revisited through the three guiding questions, we see that PbD is not a single layer added
to an otherwise fixed pipeline, but a repeated negotiation of what must be revealed and
what must remain hidden, shaped by capability, cost, and assumptions, as the protected
artifact moves from training and collaboration to deployment and long-term reuse.

29





6 Conclusion

Data is at the crux of modern science, medicine, agriculture, entertainment, and daily
life. The systems we build to collect, process, and learn from it enable inference at scales
no individual or collective could achieve alone. However, these systems do not exist in a
vacuum. They are trained on records that belong to people, deployed through interfaces
that we interact with, and maintained over time periods that outlast any single design
decision. When those records are sensitive, whether medical images, genomic variants, or
patient histories, the stakes of getting privacy wrong are not abstract. They are clinical, legal,
personal, and political.

In my view, the responsible position for those who build data processing pipelines is nei-
ther to wait for regulation to catch up with technological progress, nor to build systems that
merely comply with the minimum required. It is to treat privacy as a design commitment
that is present throughout the lifecycle of any data processing activity.

My research has spanned various scopes and perspectives, but it is unified by a common
principle. It substantiates the view that privacy is not a single sticker one can place on a
product and claim guarantees, but a composition of techniques and decisions taken at
different stages, under different assumptions, for different artifacts. On the pre-deployment
side, we showed that randomized encoding can serve as a practical middle ground between
the computational demands of conventional cryptographic approaches and the irreversible
accuracy cost of noise-based methods, enabling multi-site learning on distributed medical
and genomic data while preserving accuracy and privacy. We further showed that widely
used classical kernels can be realised through quantum feature maps and computed in a
secure distributed quantum setting. On the post-deployment side, we showed that semantic
structures in images, specifically edge information, can be exploited to accelerate adversarial
attacks under strict query budgets, revealing that the content of a deployed model’s inputs
can be turned against it in ways that purely geometry-based attacks overlook. We also
showed that anonymisation for evolving datasets can be maintained incrementally rather
than rebuilt from scratch after every change. What I find motivating is that despite PbD
being multi-faceted and layered, it need not be overwhelming at any single point. Each
aspect can be tackled in a concrete technical manner when examined closely enough. We
should not be discouraged by the absence of a single technique that solves every privacy
problem, but instead recognize that different stages of the data processing lifecycle require
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different safeguards and guarantees.

We build systems that infer and process data at scale. The least we owe is to be conscious
about what they reveal.

32



7 Appendix

Publications contributing to this doctoral thesis, as listed in Chapter 1, are included in the
following appendix. The corresponding citations can be found in Chapter 1. The included
manuscripts are presented in custom formatting (i.e., not in the publisher’s typeset PDF
format). Only minor template and formatting changes were made to ensure consistent
integration into this thesis; the scientific content remains unchanged.

License Information

1. Private, Efficient and Scalable Kernel Learning for Medical Image Analysis (Springer
LNCS chapter, DOI: 10.1007/978-3-031-89704-7_7). Included in this thesis under
Springer Nature author thesis reuse rights. Reproduced with permission from Springer

Nature. Publication record: https://link.springer.com/chapter/10.1007/978-3-031-8
9704-7_7.

2. PP-GWAS: Privacy Preserving Multi-Site Genome-wide Association Studies (Nature
Communications, DOI: 10.1038/s41467-025-66771-z). Published Open Access under
the Creative Commons Attribution 4.0 International (CC BY 4.0) license. License:
https://creativecommons.org/licenses/by/4.0/. Publication record: https://www.na
ture.com/articles/s41467-025-66771-z.

3. Distributed and Secure Kernel-Based Quantum Machine Learning (TMLR via Open-
Review). Published under the Creative Commons Attribution 4.0 International (CC
BY 4.0) license. License: https://creativecommons.org/licenses/by/4.0/. Publication
record: https://openreview.net/forum?id=3jdI0aEW3k.

4. Accelerating Targeted Hard-Label Adversarial Attacks in Low-Query Black-Box Set-
tings (arXiv:2505.16313; accepted at IEEE SaTML 2026). Made available under the Cre-
ative Commons Attribution 4.0 International (CC BY 4.0) license. License: https://crea
tivecommons.org/licenses/by/4.0/. arXiv record: https://arxiv.org/abs/2505.16313.

5. Dynamic k-Anonymity for Electronic Health Records: A Topological Framework
(Springer LNCS chapter, DOI: 10.1007/978-3-031-82349-7_10). Included in this thesis
under Springer Nature author thesis reuse rights. Reproduced with permission from

33



Springer Nature. Publication record: https://link.springer.com/chapter/10.1007/97
8-3-031-82349-7_10.

34



I Private, Efficient and Scalable Kernel Learning for Medical
Image Analysis

Anika Hannemann* Arjhun Swaminathan* Ali Burak Ünal Mete Akgün

Abstract

Medical imaging is key in modern medicine. From magnetic resonance imaging (MRI) to microscopic
imaging for blood cell detection, diagnostic medical imaging reveals vital insights into patient health.
To predict diseases or provide individualized therapies, machine learning techniques like kernel
methods have been widely used. Nevertheless, there are multiple challenges for implementing kernel
methods. Medical image data often originates from various hospitals and cannot be combined due
to privacy concerns, and the high dimensionality of image data presents another significant obstacle.
While randomised encoding offers a promising direction, existing methods often struggle with a
trade-off between accuracy and efficiency.

Addressing the need for efficient privacy-preserving methods on distributed image data, we intro-
duce OKRA (Orthonormal K-fRAmes), a novel randomized encoding-based approach for kernel-based
machine learning. This technique, tailored for widely used kernel functions, significantly enhances
scalability and speed compared to current state-of-the-art solutions. Through experiments conducted
on various clinical image datasets, we evaluated model quality, computational performance, and
resource overhead. Additionally, our method outperforms comparable approaches.

I.1 Introduction

Medical imaging plays a pivotal role in modern medicine, providing crucial insights into
the anatomical and physiological aspects of the human body. Diagnostic medical imaging
has revolutionized healthcare by aiding in early disease detection, treatment planning, and
monitoring patient progress. In the field of medical image analysis, techniques based on
kernel-based machine learning, sometimes referred to as kernel learning, have garnered
widespread acceptance and application [86, 87, 88, 89]. These techniques map the original
data to a higher dimensional space, allowing identification of complex patterns and relation-
ships that are not apparent in the original space. These techniques include kernel-based
Support Vector Machines (SVM), Principal Component Analysis (PCA), Canonical Correla-
tion Analysis (CCA), Gaussian processes, k-means, and so on. Kernel learning offers robust
solutions due to their resistance to outliers, and offer greater interpretability as compared to
deep learning techniques, which is especially important in the healthcare setting. Moreover,
they offer superior performance in handling of small datasets [90], as can be the case with
the analysis of certain diseases.

However, in many cases, the medical data available within a data source is insufficient
to arrive at reliable predictions. Medical data is often distributed across hospitals, clinics
and research institutions. This however complicates the implementation of kernel learning
techniques, since privacy risks arise from manipulation and mishandling of sensitive patient

*These authors contributed equally to this work.
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data. For instance, health data is shown to make it possible to re-identify individuals
[91, 92]. Further institutional policies and regulations, such as the General Data Protection
Regulation (GDPR) prohibit sharing of sensitive healthcare data [93].

To tackle this, privacy preserving techniques could be employed. However, traditional
security techniques such as Homomorphic Encryption (HE) [39], and Secure Multiparty
Computation (SMPC) [94] introduce operational challenges. They necessitate significant
computational resources or continuous communication, which is challenging in real world
settings. Differential Privacy (DP) on the other hand introduces noise, which results in model
inaccuracies [95, 96, 97]. Moreover, many healthcare institutions rely on cloud services for
computational tasks [98, 99]. With this in mind, our work seeks to perform kernel-based
tasks on distributed medical data within a federated architecture using a central server.
This design choice is in tune with real-world scenarios where healthcare institutions seek
to perform joint-analysis for higher accuracy while keeping their data private, and might
additionally lack on-premise computational resources. In particular, one-shot federated
learning is a promising approach where in just a single round of communication, a global
model is computed by the central server [100, 101]. While the central server is trusted to
perform the computations correctly, there’s an underlying need to ensure the platform
cannot derive sensitive information from the data.

In our approach, we implement kernel learning using a one-shot federated approach.
We utilise randomised encoding instead of traditional security techniques due to its lower
computational and communication costs, while still maintaining model accuracy. Thereby
we introduce OKRA (Orthonormal K-fRAmes), which projects the input data into higher
dimensional spaces, and uses a central server to compute kernel functions, facilitating
the training of kernel learning models as though the data was centralized. Unlike the
comparable state-of-the-art solutions, OKRA requires less computation time, especially for
high-dimensional data.

We make three contributions:

1. We present the OKRA methodology to privately compute kernel functions on dis-
tributed data.

2. We report a privacy analysis confirming the ability of OKRA to maintain the privacy of
both input data and the size of medical images.

3. We evaluate OKRA through extensive experimentation involving various combinations
of datasets, kernels and Machine Learning techniques.

Paper structure: Section I.2 introduces related work. Section I.3 describes our method-
ology. Section I.4 presents our experimental results on both performance and efficiency,
followed by conclusion in Section I.5.
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In contrast, one-shot federated learning approaches such as [110], minimize this commu-
nication overhead by restricting communication to a single round. Each participant sends
its relevant parameters to the central server once, which subsequently undertakes the role
of model training. For our methodology, the central server computes relevant kernels with a
single round of communication.

I.2.3 Privacy Preserving Techniques

FL incorporates various techniques to safeguard the privacy of input data:

Cryptography-based Approaches:

These primarily constitute the usage of HE and SMPC. HE aims to protect privacy of
aggregated models by encrypting the parameters of the local models. However, this is
computationally intensive, often leading to slower processing speeds, which can be a
bottleneck in real-time applications [111, 112, 113]. Meanwhile, SMPC splits the data into
secret shares distributed among participants for shared computation. Despite being less
computationally intensive compared to HE, it requires continuous communication, often
resulting in high execution times [114, 115, 116].

Differential Privacy:

FL methods using DP introduce noise to individual models to enhance privacy, making
it challenging to deduce the original model or identify a specific data point’s membership.
However, the noise added is irremovable and often impacts model accuracy [117, 118, 119].

Randomized Encoding-based Approaches:

Contrary to more computationally demanding approaches discussed, these methods
present an efficient way of preserving data privacy, such as maintaining relationships be-
tween dot products [120, 54]. Randomized encoding approaches extensively investigated in
[53, 75, 76, 77] use a variety of techniques, including but not limited to geometric perturba-
tions. Geometric perturbations introduce structured noise to the data. This noise can be
factored out, thus differing from differential privacy methods in the context of preserving
model accuracy. For instance, [121] expanded the concept of perturbation to clustering
tasks by using a randomized kernel matrix to obscure details about dot product and dis-
tance data. It should be noted that the security of randomized encoding-based approaches
is dependent on the specific problem at hand since they are tailored to meet the unique
demands and constraints of a privacy-preserving task.
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Charlie, along with a central server orchestrating the training of a machine learning model,
as described in Figure I.1. However, this can be extended to any number of participants.
We operate under the assumption of semi-honest participants and a non-colluding cen-
tral server. A semi-honest party follows the protocol correctly but may attempt to infer
additional information. This is in line with existing state-of-the-art [55, 56].

Our method must satisfy four key requirements, with privacy being the first: Neither
the central server, nor the corrupted participants can learn a non-corrupt participant’s
data, and the image sizes remain concealed from the server. Second, correctness is cru-
cial, with the model’s accuracy needing to align that of a centrally trained model. Third,
efficiency is important, as communication costs and execution times should be practical
even when input data scales up. Finally, data adaptability is essential, allowing the model
to accommodate new data and participants with minimal overhead.

We will focus on four of the most widely used kernel functions: Linear, Gaussian, Polyno-
mial, and Rational Quadratic kernels. We begin by briefly defining them.

I.3.1 Preliminaries

Kernel functions project the data into a Hilbert space using a feature map φ, and compute
the similarity between the data points in this space as described in Definition 3. However,
the trick here lies in the ability to compute this similarity without explicitly mapping the
data. This is a consequence of Mercer’s theorem, which provides necessary and sufficient
conditions for a function from an input space to be a 'kernel', ensuring the mapped data
resides in a Hilbert space. We define four such widely used kernels below, which are of
interest to us.

Definition 4. Linear Kernel [122]

The linear kernel is a map Kl i n : Rn ×R
n →R defined by

Kl i n(x, y) = x yT .

Here the feature map is the identity map, and the feature space and input space are identical.

Definition 5. Gaussian Kernel [85]

The Gaussian kernel, often termed the Radial Basis Function (RBF) kernel, is defined as
KRB f : Rn ×R

n →R where

KRBF (x, y) = γ2 exp

(
−
∥x − y∥2

2l 2

)
.

Here γ is called the amplitude, and l , the length-scale. These measure the spread of the
kernel.

Definition 6. Polynomial Kernel [47]

The Polynomial kernel is the map Kpol y : Rn ×R
n →R where

Kpol y (x, y) = (1+x yT )d .

Here d is called the degree of the defined kernel.
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Definition 7. Rational Quadratic Kernel [123]

The Rational Quadratic (RQ) kernel is the map KRQ : Rn ×R
n →R where

KRQ (x, y) = γ2
(
1+

∥x − y∥2

2αl 2

)−α
.

Here γ is called the amplitude, and l , the length-scale. The RQ kernel is an infinite sum of
Gaussian kernels, with α, the scale mixture, determining the weight of each. The RQ kernel
converges to the Gaussian kernel when α→∞.

Note that we have defined the kernels above without referencing the feature maps explic-
itly. Having described the kernel functions of interest, we delve into the specifics of our
proposed methodology. Central to this is the utility of orthonormal k-frames, defined as
follows.

Definition 8. Orthonormal k-frame [124]

A k-frame is an ordered set of k linearly independent vectors in a vector space of dimension
n, with k ≤ n. An ordered set of k linearly independent orthonormal vectors is called an
Orthonormal k-frame.

I.3.2 The OKRA Methodology

Data Preprocessing

Prior to delving into our methodology, we detail the preprocessing steps applied to med-
ical imaging datasets. Assuming each dataset comprises n medical images with varying
resolution and color depth, we format each image into a four-dimensional array of dimen-
sions n ×h ×w × c, where h and w are height and width in pixels, and c represents the
number of color channels used to represent the pixel. The preprocessing involves flattening
each image into a 1D array, reshaping the dataset to n × (hwc) dimensions. This step is
crucial for ensuring compatibility with kernel-based methods, particularly important for
the heterogeneous nature of medical imaging data.

Participants Alice, Bob, and Charlie possess preprocessed data matrices A, B , and C ,
respectively. These have sizes nA × f , nB × f , and nC × f respectively. While nA , nB ,
and nC may differ due to variable data availability among participants, we assume all
participants contribute more than one image. This condition is essential for meaningful
federated learning and analysis.

Seed Generation

A robust Public Key Infrastructure (PKI) ensures every participant possesses the public
signing keys of all others. At the onset of the protocol, a participant is arbitrarily designated
as the leader, responsible for the generation of a random seed. A secure seed is shared with
participants using public-key encryption and verified with digital signatures. We assume a
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trusted third party for fair public key distribution, in line with standard privacy-preserving
federated learning practices [36, 125].

Randomized Encoding

The participants Alice (A ), Bob (B) and Charlie (C ) with their shared seeds generate
their own sets of j orthonormal k-frames (A O1, . . . ,A O j ), (BO1, . . . ,BO j ), and (C O1, . . . ,C O j )
respectively, using the seed such that

P Oi = [P v1
i

T
. . .P v

ki

i

T
],

for P ∈ {A ,B,C }. Further, for any p ≤ j and P ,Q ∈ {A ,B,C }, it holds that

(
P O†

p

)(
QOp

)
= I ,

where † denotes the conjugate transpose. Each P v l
i

is an element of a corresponding
vector space Vi defined over C such that ki ≤ di m(Vi ). Further, V1 ⊕ . . .⊕V j =V , di m(V ) =
f +k, and k1 + . . .+k j = f . Then we define P Γ to be the direct sum

P Γ= P O1 ⊕·· ·⊕P O j .

To enhance privacy, a random permutation matrix σ ∈ S f is generated using the shared
seed by all three participants. Here S f denotes the symmetric group of degree f . They
then permute the rows of their matrices AΓ,BΓ, and C Γ according to this permutation, and
subsequently, encode their data to derive A′ = A(AΓ ◦σ)† ∈ C

nA ×( f +k), B ′ = B(BΓ ◦σ)† ∈
C

nA ×( f +k), and C ′ =C (C Γ◦σ)† ∈C
nC ×( f +k).

Alice, Bob and Charlie then send A′, B ′ and C ′ to the central server. Denoting the i th row
of a matrix as Ai , which denotes an image in our setting, we propose the following.

Theorem 1. Given A′, B ′ and C ′, the central server can correctly compute the Linear, Gaus-
sian, the Polynomial and the Rational Quadratic Kernels for the distributed input data.

Proof. Without loss of generality, let us consider the kernels to be computed between Alice
and Bob. Let us denote an image from Alice as a = Ai , and Bob as b = B j . Then representing
the encoded images as a′ = A′

i
and b′ = B ′

j
, we propose that the functions to be computed

by the central server are as follows.

K †
l i n

(a′,b′) = [(A′
i )(B ′

j )†], K †
RBF

(a′,b′) = exp
(
−γdi j (A′,B ′)

)
,

K †
pol y

(a′,b′) =
(
1+ [(A′

i )(B ′
j )†]

)d
, K †

RQ
(a′,b′) = γ2

(
1+

di j (A′,B ′)

2αl 2

)−α
,

where
di j (A′,B ′) :=

(
[(A′

i )(A′
i )†]+ [(B ′

j )(B ′
j )†]− [(A′

i )(B ′
j )†]− [(B ′

j )(A′
i )†]

)
. (I.1)
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I.3.3 Privacy Analysis

As stated earlier, OKRA operates under the environment consisting of a proper subset of
semi-honest participants, and/or a non-colluding semi-honest central server. For this
purpose, we will show that it guarantees security in both settings.

It is essential to highlight that our privacy model excludes certain extreme adversarial
conditions. We exclude data distributions where the number of features or the training data
of one or more input parties can be guessed, and protocols with only one input party.

Theorem 2. The proposed methodology is secure against a semi-honest adversary who
corrupts the central server.

Proof. A semi-honest central server is only the receiver of the encoded data from the input
parties, and follows the protocol as intended. Without loss of generality, let there be two
input parties Alice and Bob with input data A ∈R

nA × f and B ∈R
nB× f , respectively, where

nP is the number of samples with the corresponding party P ∈ {A ,B} and f is the number
of features in each image. The semi-honest function party receives the projected data from
Alice and Bob. These consist of A′ = Aγ† ∈C

nA ×( f +k) and B ′ = Bγ† ∈C
nB×( f +k) where k > 0.

Then, it computes the kernel functions mentioned above in Theorem 1. The data to which
the function party has access then includes

(a) A′ and analogously, B ′,
(b) AB T = (B AT )T , A AT and analogously BB T .

Regarding (a), it is evident that A′ does not reveal the number of features of A. We now show
that A′ is not produced by a unique pair A and AΓ◦σ.

Given a unitary matrix U ∈ C
f × f with f > 1, for Ã = AU and A Γ̃ = Γ ◦σ ◦U , we have

A′ = A(AΓ ◦σ)† = ÃA Γ̃
†. In the context of reconstruction attacks using analogous data,

consider a sample dataset Â that is drawn from a distribution similar to A. In the context of
reconstructing A, the goal is to find a transformation matrix R such that A′R = Â approxi-
mates A. However, since Â and A do not exist within the same feature space, this leads to
loss of information, rendering the approximation ineffective. Further, since Γ consists of
orthogonal vectors, the inability to approximate A can also be attributed to the unbalanced
orthogonal procrustes problem which is unsolved [126].

Regarding (b), we adopt the proof from [55]. The matrices that produce these symmetric
matrices are not unique, since for any unitary matrix U ∈C

( f +k)×( f +k) where f > 1, labeling
Ã = A′U and B̃ = B ′U , we have

Ã ÃT = A AT , B̃ B̃ T = BB T , ÃB̃ T = AB T .

Similar to the prior argument, these results can also be derived from data in a different
feature space. As a result, the function party is limited to learning only the singular values
and vectors of the matrices. This means it can derive U and S from the singular value de-
composition A =U SV T by eigen-decomposing A AT . Yet, this information is not adequate
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to deduce A since V is unknown. Hence, the function party does not gain insights into
(i) the input data or (ii) the number of the features.

Theorem 3. The proposed methodology is secure against a proper subset of semi-honest
participants.

Proof. Since the proposed methodology follows one-shot federated learning with no com-
munication back from the central server, the uni-directional flow of data prohibits the
corrupt participants from learning anything about the data of the non-corrupt partici-
pants.

Therefore, we’ve shown that the data of non-corrupt participants can not be learned by
corrupt semi-honest participants, and that the central server doesn’t learn the image sizes,
satisfying our Privacy requirement.

I.4 Results

This section presents details about the implementation of OKRA. Additionally, the evalua-
tion of OKRA’s accuracy with regards to model quality, performance alongside a run-time
analysis is reported. Experiments were run on an AMD 7713 at 2.0GHZ. We allocated one
CPU core and 16 GB of RAM. This reflects our envisioned scenario: multiple hospitals collab-
oratively training a classifier with modest resources available. The communication settings
encompassed a bandwidth of 1.25MBps, with an average latency of 0.1s and a packet loss of
2%. Unless otherwise stated, we implemented OKRA for a scenario involving three partici-
pants and a central server. To mimic the network communication between the participants
and the central server, we implemented each party as an isolated process communicating
with others via TCP connections. Our experiments utilize multiple threads to encode the
data according to the respective protocol and forward it to the central server. Finally, the
central server computes the kernel functions on the whole data to train a machine learning
model.

We consider the experiments successful if OKRA’s accuracy is exact to non-private classi-
fication methods and the run-times at each stage surpass those of other state-of-the-art
randomized encoding algorithms, ESCAPED [55] and FLAKE [56].

I.4.1 Datasets

To demonstrate OKRA’s applicability to various datasets, we experimented with different
medical datasets, which have strong privacy concerns.

We used two clinical image datasets with different label types and data distributions.
Given the sensitivity of medical data, these datasets have inherent privacy concerns. The
first dataset consists of preprocessed MRI (Magnetic Resonance Imaging) images capturing
various stages of Alzheimer’s disease [78]. This dataset is instrumental in either predicting
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the disease’s stages or determining its presence. The second dataset features augmented
images of white blood cells, representing four distinct cell types [79]. The primary objective
of this dataset is the accurate classification of cell types. Both datasets are suitable for binary
or multi-class classification tasks. Details about the data statistics are available in Table I.1.
For run-time analysis, we used synthetic datasets created with a random number generator.
These synthetic datasets are crucial for benchmarking purposes without the influence of
real-world data irregularities. The generated data is balanced, encompassing multi-class
clusters of data points drawn from a multivariate normal distribution with a mean of 0
and a variance of 1 for each attribute. We generated 400 samples per participant with 1000
features.

I.4.2 Correctness of the Model

Dataset
(Samples × Features)

Label Type Kernel
Naive OKRA

F1 ROC AUC F1 ROC AUC

Alzheimer’s Disease
(6400×256 ·256)

Binary Gaussian 0.91±0.03 0.97±0.01 0.91±0.03 0.97±0.01
Multi-class Gaussian 0.97±0.04 1.00±0.00 0.97±0.04 1.00±0.00

Blood Cell
(12500×100 ·100 ·3) Multi-class Gaussian 0.88±0.01 0.94±0.01 0.88±0.01 0.94±0.01

Synthetic
(200−51200×12800) Multi-class Linear 0.89±0.03 0.95±0.02 0.89±0.03 0.95±0.02

Table I.1: Dataset statistics and performance metrics for both Naive SVM and OKRA classification
methods.

Before beginning the run-time experiments, we aimed to validate OKRA’s correctness on
kernel learning methods. In our experiments, we explored classification using SVM and
dimensionality reduction with Kernel-PCA. We tested various combinations of datasets,
methods, and kernels. The kernels employed were Gaussian, Polynomial, and Linear ker-
nels. Each experiment was conducted 10 times, with the averaged results and respective
error margins reported. Note that seeds were set to ensure deterministic behavior and
reproducible results.

For the classification task, OKRA-SVM was tested against a Naive SVM. Both implemen-
tations shared identical hyperparameters C ∈ {2−4, ...,210} (misclassification penalty) and
p ∈ {1, ...,5} (degree), optimized using Grid Search. Both were trained with a 5-fold cross-
validation. For this implementation, we used Sequential Minimal Optimization (libsvm)
provided by scikit-learn [127]. We applied Macro Averaging when the datasets had an unbal-
anced distribution of classes. Correspondingly, we have evaluated the balanced datasets
with Micro Averaging. Table I.1 shows that OKRA-SVM and the naive classifier produce the
same F1 and ROC AUC scores.

For the dimensionality reduction, we compared a naive Kernel-PCA and OKRA-PCA. A
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Dataset Kernel
OKRA

MSE R2

Alzheimer’s
Disease

Polynomial 0.0 1.0

Blood Cell Gaussian 0.0 1.0

Table I.2: Performance metrics for OKRA-PCA

kernel is computed, followed by eigenvalue decomposition to sort eigenvalues and eigen-
vectors by magnitude. The top n eigenvectors are then chosen to transform the data into
the new principal component space. To assess utility, the principal components of both
Kernel-PCA and OKRA-PCA, utilizing the same kernel, were compared by computing the
Mean Squared Error (MSE) and R-squared (R2). This provides a quantitative comparison of
the two PCA methods in terms of their ability to capture the data’s variance and structure.
Table I.2 indicates that both OKRA-PCA and naive PCA are highly consistent and produce
identical results, explaining the same patterns in the data. As expected, the encoding has no
influence on the results. Hence we experimentally satisfy the Correctness requirement.

I.4.3 Performance Analysis

To ensure that OKRA’s computational overhead does not limit its applicability, especially
with high-dimensional datasets like images, we compared OKRA’s run-time with that of
FLAKE and ESCAPED.

We are interested in two types of run-time: The Encoding time, which represents the
overhead incurred by encoding data using OKRA for an individual participant. Additionally,
we aimed to measure the Total time, including communication, from when the server
initiates connections to the completion of the kernel function computation.

Our run-time analysis explored the impact of varying the number of participants and
image sizes.

Scaling up the Number of Participants

Evaluating our method’s adaptability across multiple participants is imperative. In Figure
I.2, we present the cumulative time required for multiple participants to perform data
encoding, transmission, and linear kernel function computation. Each participant encodes
a dataset consisting of 400 samples with 1000 features. FLAKE, despite operating under a
one-shot federated learning scheme, lags in efficiency due to its encoding process. Because
ESCAPED requires peer-to-peer communication among all clients, its performance also
deteriorates due to the increasing overhead with each additional party. OKRA’s performance
is superior: Even with 10 participants, the execution takes only 16 seconds on average.
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Figure I.2: Runtime comparison with increasing participants.

Scaling up the Image Size

Medical image data is typically captured at high resolutions, essential for medical pro-
fessionals to accurately diagnose and make treatment decisions. In preprocessing, these
images are usually scaled down due to memory requirements or computational efficiency.
Rescaled images typically range from (32×32) or (64×64) up to (256×256) [128, 129].

To find out if OKRA can encode preprocessed medical images without burdening the
data holder, we experiment with increasing image sizes - (8×8),(16×16),(32×32),(64×
64), (128×128), (256×256), and (512×512). For ML tasks on grayscale images, this results
in 128, 512, 2048, 8192, 32768, 131072, 524288 features (h ×w × c). Figure I.3 reports the
encoding time of OKRA, FLAKE and ESCAPED for one participant with 400 images. OKRA
encodes images of size (128×128) in 2.57 seconds, while ESCAPED takes 12.76 seconds.
FLAKE is not capable to encode anything beyond (64×64) within 8 hours of the allocated
resources, while ESCAPED encodes images up to (256×256). This leads to the conclusion,
that OKRA is applicable to medical imaging, while state-of-the-art methods are not. We,
therefore, meet both requirements Data Adaptability and Efficiency.
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Figure I.3: Encoding times against image sizes.
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I.4.4 Discussion

Randomized encoding methods, used for privacy-preserving kernel learning, offer the
advantage of computational efficiency while maintaining model accuracy. In the field of
randomized encoding methods, our proposed solution, OKRA, demonstrates significant
advantages. It consistently outperforms both FLAKE and ESCAPED without compromising
utility. Notably, OKRA minimizes the need for extended communication rounds and sup-
ports data adaptability, issues primarily encountered with ESCAPED. Additionally, OKRA
achieves more efficient data encoding than FLAKE and can handle larger image sizes. With
these strengths, OKRA emerges as a robust and efficient option within the domain of ran-
domized encoding techniques for image data.

In subsequent work, we aim to explore the challenges associated with the colluding
central server scenario. Further, we intend to address malicious participant behavior, where
encoded data is altered to cause inaccuracies in the server’s results. Additionally, we plan to
explore the applicability of OKRA to other kernel methods, given its promising potential.

I.5 Conclusion

Privacy preservation for the analysis of distributed medical images remains a critical chal-
lenge. While randomized encoding offers a promising avenue, existing methodologies
often grapple with the trade-off between accuracy and efficiency. Addressing this gap with
regards to kernel functions applied to high-dimensional data, we introduced OKRA, a novel
algorithm operating within a one-shot federated learning paradigm. OKRA not only pri-
vately computes exact kernel functions but also ensures that kernel-based machine learning
algorithms are trained efficiently. Empirical evaluations further validate the superiority of
OKRA, demonstrating its potential to achieve accuracy levels comparable to centralized
machine learning models while minimizing computational burdens. As the landscape of
machine learning continues to evolve, OKRA’s robustness and efficiency position it as a
pivotal tool in privacy-preserving endeavors.

Code availability

Our code is available on GitHub at the following URL: https://github.com/mdppml/Okra
[130].
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II PP-GWAS: Privacy Preserving Multi-Site Genome-wide
Association Studies
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Abstract

Genome-wide association studies help uncover genetic influences on complex traits and diseases.
Importantly, multi-site data collaborations enhance the statistical power of these studies but pose
challenges due to the sensitivity of genomic data. Existing privacy-preserving approaches to perform-
ing multi-site genome-wide association studies rely on computationally expensive cryptographic
techniques, which limit applicability. To address this, we present PP-GWAS, a privacy-preserving
algorithm that improves efficiency and scalability while maintaining data privacy. Our method lever-
ages randomized encoding within a distributed framework to perform stacked ridge regression on a
linear mixed model, enabling robust analysis of quantitative phenotypes. We show experimentally
using real-world and synthetic data that our approach achieves twice the computational speed of
comparable methods while reducing resource consumption.

II.1 Introduction

Genome-wide association studies (GWAS) have emerged as a critical instrument for discern-
ing the genetic components that underlie complex biological traits and diseases. By investi-
gating differences in allele frequencies of genetic variants, particularly single-nucleotide
polymorphisms (SNPs), between ancestrally similar individuals exhibiting distinct pheno-
typic traits, GWAS have highlighted numerous genomic risk loci associated with a variety of
diseases and characteristics [131, 132, 133]. The power of these studies is realized especially
when multiple datasets are collaboratively analyzed, as such joint efforts have consistently
revealed a broader spectrum of associations than when individual datasets are studied in
isolation [134, 135].

Nevertheless, despite the potential advantages, multi-site dataset collaborations in the
realm of GWAS are rarely pursued. This can be attributed predominantly to stringent insti-
tutional policies and regulations, such as the General Data Protection Regulation (GDPR) in
the European Union, which act as obstacles to the sharing of sensitive genetic data [93]. The
emphasis on privacy is not exclusive to the European Union. Other jurisdictions, including
in Africa, have started to bolster privacy protections as a response to the growing aware-
ness of the potential misuse of sensitive data [136]. This global move towards stringent
data protection presents an important discussion: on one hand, there is the undeniable
potential of collaborative GWAS in advancing medical science, and on the other, there is the
indispensable need to safeguard individual privacy [137].

A well-established technique for multi-site data collaborations in the context of genomic
studies is meta-analysis [138], which combines summary statistics from independent GWAS
to identify associations in the total combined sample. Although it can mitigate some
privacy concerns by avoiding the direct exchange of individual-level data, meta-analysis
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is susceptible to biases arising from heterogeneous cohorts, varying sample sizes, and
differing imputation or phenotyping strategies [139, 140]. These discrepancies can impair
the consistency of estimated genetic effects, highlighting the need for approaches that
analyze data jointly while still preserving privacy.

Thus, a growing interest [141, 142, 143, 144] in secure computation for collaborative
multi-site GWAS has led to solutions such as [141], S-GWAS [80], FAMHE [81], and SF-
GWAS [82]. S-GWAS [80] was one of the first practically feasible frameworks designed
for large-scale data. It relies on a secure multiparty computation (MPC) [94] backbone:
multiple computational nodes hold secret shares of the original data and cooperate in
such a way that no individual’s genetic or phenotypic information is exposed. A key factor
in S-GWAS’s efficiency is its adaptation of Beaver triples, a widely used multiplication
technique in MPC, generalized to handle exponentiation and other higher-order operations
essential to genomic analyses. Further, S-GWAS uses pseudo-random generators to help
mitigate the typical communication overhead associated with MPC. To address population
stratification, S-GWAS employs random projection methods that reduce the dimension of
genotype matrices before running principal component analysis (PCA). Operating under a
non-colluding semi-honest model, S-GWAS is best suited for quantitative traits; for binary
traits, the authors propose a two-stage procedure: first, Cochran-Armitage trend tests
narrow down candidate variants, then logistic regression is applied only to that reduced
subset.

FAMHE [81] subsequently explored the use of homomorphic encryption (HE) [145] to
achieve privacy-preserving GWAS. In FAMHE, each computational node can run operations
locally on its unencrypted data before encrypting intermediate results with HE and sharing
them. These intermediate encrypted values are then aggregated and redistributed for further
computation. While FAMHE eliminates many of MPC’s communication hurdles and excels
at additive and multiplicative operations, it contends with considerable computational
overhead and must approximate non-linear operations (such as those required for logistic
regression), diminishing precision.

Building on both S-GWAS and FAMHE, SF-GWAS [82] strengthens the architecture further
by integrating federated learning principles alongside MPC and MHE. It addresses one of
the main drawbacks of purely homomorphic strategies—namely, the difficulty of non-linear
operations like division and comparisons—by partitioning the analysis pipeline. Homomor-
phic encryption handles additions and multiplications on encrypted data, while dedicated
MPC routines perform divisions, comparisons, and other operations more cumbersome for
MHE alone. SF-GWAS also provides two key workflows: a PCA-based approach that uses
linear regression for quantitative traits and logistic regression for binary traits, and a linear
mixed model (LMM)-based workflow inspired by REGENIE [59], which relies exclusively on
linear regression for quantitative traits. As a result, SF-GWAS offers improvements in terms
of practical performance and versatility compared to earlier methods, while still preserving
data privacy under an all-but-one semi-honest adversarial model.

However, despite these advances in privacy-preserving multi-site GWAS, methods relying
on MPC and MHE still pose practical challenges, which become especially pronounced
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when handling large-scale datasets. MPC often requires frequent communication among
participants and may need reconfiguration when new data providers join, whereas MHE de-
mands specialized on-premise computational resources that many healthcare institutions
may lack [100, 101].

With the challenges presented, our work seeks to integrate GWAS into a distributed
architecture where a single third-party helper node is tasked with helping data providers
carry out multi-site GWAS in a privacy-preserving manner. Hence, we introduce PP-GWAS
as an alternative to state-of-the-art solutions, that aims to perform association tasks for
quantitative traits with high accuracy and reduced computational strain. We evaluate our
method against S-GWAS [80] and its more powerful successor, SF-GWAS [82]. Unlike S-
GWAS and SF-GWAS that utilize MPC and MHE to perform secure multi-site GWAS, our
method relies on randomized encoding in a distributed architecture, resulting in improved
efficiency and lower computational demands.

Randomized encoding [146, 147] achieves privacy-preservation by obfuscating data in a
lower/higher dimensional space. The encoding is dependent upon the analysis performed
on the data, and hence establishing security depends on the encoding used [52]. This
translates into a dynamic challenge of identifying potential vulnerabilities and attacks
rather than proving robustness from the outset. In our work, we use randomized encoding
to obfuscate the data, as in other applications such as [148, 149, 56, 1]. By employing
this approach, we shift the computational burden away from the intensive multi-round
communication or specialized hardware requirements typical of MPC and MHE, making
our approach more accessible to resource-limited healthcare institutions.

We adapt a well-established centralized GWAS algorithm based on Linear Mixed Models,
REGENIE [59] into a distributed and privacy-preserving setting. We do this since REGENIE
is particularly adept at managing large-scale datasets. It employs a two-step methodology,
where one first performs ridge regression on the whole genome data to arrive at a smaller
space of predictions. Subsequently, another round of ridge regression is performed on these
predictions in a stacked fashion, and the SNPs are individually tested.

In this work, we evaluate PP-GWAS against its alternatives on both synthetic data, gen-
erated using pysnptools [150], and two real world datasets: a Bladder Cancer Risk dataset,
and an Age-Related Macular Degeneration (AMD) dataset. Our empirical findings highlight
a notable advancement in both scalability and execution speed, with PP-GWAS performing
nearly twice as fast as SF-GWAS. Most importantly, these speeds are achieved utilizing
computational resources that are considerably lesser than what SF-GWAS necessitates,
making our approach more pertinent to real-world scenarios. Moreover, the accuracy of our
GWAS results are validated against REGENIE and meta-analysis, ensuring comprehensive
evaluation. Further, in terms of the adversarial conditions, SF-GWAS operates within an
all-but-one semi-honest adversarial model, and incorporates an external node designated
as helper. However, the potential for malicious intent from this external node remains
ambiguous. In contrast, our approach distinctly outlines the role of the external node, cate-
gorizing it as both non-colluding and semi-honest. This clear description not only ensures
the method’s preciseness, but also aligns with standard privacy enhancing techniques in

52



distributed frameworks [151, 137].

II.2 Results

II.2.1 Experimental Setup

Most of our experiments, unless mentioned otherwise, were conducted on a state-of-the-art
high-performance computing (HPC) cluster. Each node within this HPC environment was
equipped with an Intel XEON CPU E5-2650 v4, complemented by 256 GB of memory and
a 2 TB SSD storage capacity. We employed Python as the primary programming language,
taking advantage of Intel’s Math Kernel Library (MKL) for high-demand computational
tasks. A dynamic core allocation strategy was utilized for MKL-based operations, enhancing
computational efficiency and throughput. To ensure the robustness and reproducibility
of our experimental findings, each experiment was conducted five times, and the results
were averaged. Error bars in the runtime figures represent deviations from these multiple
iterations, reflecting the consistency of our measurements. Our runtime comparisons
prominently include SF-GWAS (PCA-based), with the reported execution times for SF-GWAS
sourced directly from their original publication [82].

The architecture of our experimental system was distributed across multiple nodes of the
HPC cluster. The server was allowed to access 128GB of memory for all experiments while
the other individual nodes utilized memory variably, utilizing up to a maximum of 32GB
unless specified otherwise. Such a configuration is reminiscent of real-world scenarios
where computational tasks are commonly outsourced by medical and research institutions
(Figure II.1). This design also mirrors the setup described in SF-GWAS, though with more
constrained memory allocations for the nodes.

Communication between the server and the nodes was facilitated through socket pro-
gramming, implemented using TCP connections. Each node established a connection to the
server through a unique port. The server, leveraging multiprocessing capabilities, managed
simultaneous data exchanges with multiple nodes. This approach ensured real-time interac-
tions and minimized node idleness. The communication was characterized by a round-trip
latency of 0.249ms, with the TCP window size set at the default 128 KByte. For matrix
operations, especially involving large sparse datasets, we integrated the sparse-dot-mkl
library [152].

In summary, our experimental design was crafted to leverage the capabilities of the HPC
cluster, drawing parallels with the setup detailed in SF-GWAS. By optimizing computational
resources and ensuring efficient communication protocols, our aim was to create a versatile
system, adept at addressing the stringent demands of privacy-preserving genome-wide
association studies.
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II.2.6 Scalability Analysis of PP-GWAS with Simulated Data

The ability to maintain both computational efficiency and accuracy with large-scale data is
a critical challenge in genome-wide association studies. This section provides a compar-
ative analysis between PP-GWAS and SF-GWAS, focusing on performance under various
conditions.

To facilitate a direct comparison, we utilized a simulated dataset designed similar to
those in SF-GWAS’s scalability analysis. We consider four primary factors in our scalability
analysis: the number of computational nodes, the SNP count within the genomic data,
the number of covariates within the genomic data and the sample sizes managed by each
node. Incremental increases in each of these factors allow us to observe and quantify the
performance implications on PP-GWAS.

Our initial evaluation focuses on the algorithm’s performance in response to an increasing
number of nodes. With a test dataset comprising 9,178 samples and 612,794 SNPs, we assess
the algorithm’s distributed computation capabilities. Performance outcomes, as shown in
Figure II.3 (A), indicate that PP-GWAS maintains a linear performance with an increasing
number of nodes.

We then explore the scalability in relation to SNP counts, with a fixed configuration of
two nodes and 9,178 samples. Addressing the large-scale nature of many genomic datasets,
PP-GWAS’s performance remains superior to that of SF-GWAS, as depicted in Figure II.3 (B).

Next, we explore the scalability in relation to the number of covariates, with a fixed
genomic dataset size of 9,178 samples and 612,794 SNPs. We note in Figure II.3 (C) that
the runtime is unaffected by an increase in the number of covariates since projecting out
covariates is done early in our methodology, and is a cheaper operation as opposed to
working with the whole genomic dataset.

Lastly, we examine how sample size affects PP-GWAS’s scalability. Keeping the number of
nodes at two and SNPs constant at 612,794, we increment the sample size and analyze the
impact. The performance of PP-GWAS against increasing sample sizes is demonstrated in
Figure II.3 (D).

In conclusion, the scalability analysis underscores PP-GWAS’s capability to efficiently
manage increased computational demands across various dimensions. This is instrumental
for its application in extensive genetic association studies.

II.2.7 Adaptability to Large-Scale Data

To address the challenge of scaling PP-GWAS for large-scale genomic analyses, we con-
ducted experiments using synthetic datasets, given the inaccessibility of datasets such
as the UK Biobank and eMERGE. For simulations other than the UK Biobank scale, the
system was configured with the central server being allocated 256 GB of RAM and six par-
ticipant nodes each provided with 56 GB of RAM. In contrast, for the UK Biobank-sized
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experiments—which comprised 275,000 samples and 580,000 SNPs—we leveraged deNBI
Cloud resources, which consisted of vastly different hardware as compared with what is
offered by Google Cloud. Due to the technical constraints, our configuration employed a
modified setup with four client nodes, each assigned 256 GB of RAM, alongside a central
server equipped with 700 GB of RAM.

Under the deNBI Cloud setup simulating the UK Biobank configuration, PP-GWAS com-
pleted the analysis in 2 days 18 hours and 49 minutes, while the simulation configured to
represent the eMERGE dataset finished in 8 hours and 7 minutes, as illustrated in Figure
II.3(E). These results provide a clear assessment of PP-GWAS’s scalability across large scale
dataset sizes and different computational environments. Moreover, under linear interpo-
lation, we expect PP-GWAS to complete the UK Biobank dataset sized experiments in 3
days 5 hours and 30 minutes if we had the same computational resources and six-node
configuration as SF-GWAS.

II.2.8 Memory Efficiency and Communication Cost Analysis

In the realm of privacy-preserving GWAS, PP-GWAS algorithm presents a notable shift from
SF-GWAS, especially in terms of memory efficiency and communication costs. This section
goes into how these two critical factors play out in the implementation and scalability of
PP-GWAS.

Memory Efficiency: A key strength of PP-GWAS lies in its significantly reduced RAM re-
quirements compared to SF-GWAS, as discussed in Figure II.4 (B). This aspect is particularly
advantageous for settings with limited computational resources, such as smaller research
institutions or medical facilities. By lowering the memory demands, PP-GWAS enables these
organizations to partake in large-scale genetic studies without the need for extensive hard-
ware upgrades. This improvement in memory efficiency is instrumental in democratizing
GWAS, allowing for wider and more inclusive research participation.

Communication Costs: As seen in Figure II.4 (A), while PP-GWAS requires higher com-
munication overhead than SF-GWAS when the number of computational nodes is low, this
increase is a strategic trade-off. Specifically, the communication demands in PP-GWAS rise
linearly and predictably, in contrast to the exponential growth experienced by SF-GWAS as
the number of nodes increases. This makes PP-GWAS a more accessible option for many
institutions, especially in an era where digital connectivity often surpasses the availability
of advanced computational resources. Furthermore, the distributed nature of the PP-GWAS
algorithm reduces the number of communication rounds, alleviating some of the burdens
seen in SF-GWAS.

II.2.9 Performance in LAN and WAN Settings

Evaluating the performance of PP-GWAS across different network configurations is es-
sential to its applicability in real-world scenarios. Using simulated data, we compared the
performance of PP-GWAS to SF-GWAS in both local-area network (LAN) and wide-area
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network (WAN) settings using Google Cloud.

For these experiments, we replicated the network setup from SF-GWAS. In the WAN
configuration, three computational nodes were distributed across geographically distant
regions: two clients located in Iowa (us-central1) and London (europe-west2), and the server
in North Virginia (us-east4). For the LAN configuration, all nodes were placed in North
Virginia (us-east4). We progressively scaled the dataset size, using sample sizes ranging
from 9,178 to 36,712, with 612,794 SNPs. The round-trip latency matched the SF-GWAS
setup, measuring 0.3ms in the LAN and up to 100ms in the WAN.

In addition to runtime, we measured the total volume of data transferred between a client
and the server in each experiment to understand the communication efficiency of PP-GWAS.
The total data transferred increased with sample size: 9,178 samples (188.9.GB), 18,356
samples (377.6.GB), 27,534 samples (566.5.GB), and 36,712 samples (755.6.GB). These values
provide an estimate of the communication overhead in general.

Figure II.4 (C) illustrates the runtime performance of PP-GWAS in both LAN and WAN
settings relative to SF-GWAS, highlighting its adaptability to varying network conditions.

II.2.10 Performance Evaluation against Meta-Analysis

Here, we evaluate the performance of meta-analysis, which relies on combining individual
node association results, and compare it to both centralized GWAS (REGENIE) and PP-GWAS.
The comparison is conducted using two real-world datasets, both treated like quantitative
data: the Bladder Cancer dataset (Figure II.5) and the AMD dataset (Figure II.6).

For meta-analysis, we utilized PLINK with configurations involving 2, 3, 4, 5, and 6 parties,
while PP-GWAS was evaluated with 6 parties. Unlike meta-analysis, PP-GWAS’s performance
is independent of the number of parties and consistently achieves an r 2 accuracy of 1,
demonstrating its robustness.

Our findings highlight that as data becomes more fragmented across an increasing num-
ber of parties, the performance of meta-analysis deteriorates. This decline occurs because
each node works with progressively smaller sample sizes, leading to worse individual-level
summary statistics. In contrast, PP-GWAS maintains high accuracy regardless of the degree
of data partitioning.

To further illustrate these performance differences, we conducted additional experiments
using a simulated dataset comprising 20,000 samples and 500,000 SNPs, distributed across
6 computational nodes. We applied REGENIE, PP-GWAS, and meta-analysis to this dataset
and generated the resulting Manhattan plots. We note in Figure II.7 that REGENIE serves
as the reference. PP-GWAS exhibits a near-identical distribution. Minor variations in peak
cut-offs can be attributed to numerical differences introduced by floating-point arithmetic,
which do not impact overall accuracy. In contrast, meta-analysis exhibits weaker association
signals and increased variance across detected loci.

These results further validate the advantages of PP-GWAS, demonstrating its ability to
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II.3 Discussion

In this study, we introduced PP-GWAS, a privacy-preserving distributed framework designed
to perform multi-site genome-wide association studies on quantitative data. Our extensive
comparative analysis demonstrates that PP-GWAS maintains genetic association analysis
accuracy equivalent to traditional centralised methods, in the analysis of real-world datasets
such as the Bladder Cancer Risk dataset, and the Age-Related Macular Degeneration (AMD)
dataset.

PP-GWAS excels in scalability and adaptability when tested against the state-of-the-art
privacy-preserving GWAS algorithm SF-GWAS [82]. Through evaluations with varying num-
ber of computational nodes, SNP counts, and sample sizes, our framework demonstrated a
consistent linear performance increase, proving its effectiveness in multi-site GWAS. This
scalability is essential for accommodating the expanding size and diversity of genomic
datasets in real-world scenarios, making PP-GWAS a stable solution even under the con-
straints of limited computational resources. Furthermore, the adaptability of PP-GWAS was
tested using synthetic datasets as proxies for large-scale real datasets, predicting feasible
processing times for extensive databases such as the eMERGE and the UK Biobank datasets.

Another significant advancement is in memory efficiency and communication costs. PP-
GWAS considerably reduces the RAM requirements, enabling institutions with constrained
computational resources to participate in genomic research. While it necessitates higher
communication overhead than SF-GWAS with less nodes, this overhead progresses in a
predictable and manageable linear fashion, which is a strategic compromise for achieving
greater computational and memory efficiency. Further, since the communication overhead
for SF-GWAS increases rather exponentially, we expect to perform better with more nodes.
This trade-off ensures applicability across a broader spectrum of research environments,
from hospitals to smaller research institutions.

In addition, our experiments investigating network performance further highlight the
strengths of PP-GWAS. Using both local-area network (LAN) and wide-area network (WAN)
settings on Google Cloud, we observed that PP-GWAS maintains competitive performance
across varying network conditions. These findings confirm the potential for deployment
in diverse real-world settings, from localized institutional networks to globally distributed
research collaborations.

Our performance evaluation against traditional meta-analysis approaches highlights the
superiority of PP-GWAS in terms of accuracy and reliability. While meta-analysis suffers
from deteriorating performance as the number of collaborating parties increases, owing
to progressively smaller sample sizes per node, PP-GWAS consistently retains accuracy.
This performance, even under substantial data fragmentation, underscores the efficacy of
PP-GWAS as a powerful solution for collaborative genomic research.

II.3.1 Limitations

PP-GWAS operates on datasets that may be generated by different sites without joint-
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genotyping. In such settings, platform- and pipeline–specific biases can induce variant-
level discrepancies. We mitigate global batch effects via harmonization (shared positions,
alleles, strand, and rsIDs), perform global quality control that retains rare variants present
at any participating site, and remove covariate effects using covariate projection which
includes site, platform/pipeline, and batch indicators. These steps, which are standard
even in centralized analyses where data is pooled from different sources [59, 158, 159, 160,
161, 162, 163], are effective for single-variant association but do not eliminate all effects of
technical heterogeneity.

PP-GWAS, as well as other state-of-the-art privacy-preserving distributed GWAS would be
most effective when upstream variant calls are produced within a unified framework. The
privacy-preserving way to achieve this is a distributed joint-genotyping layer that accounts
for platform differences during variant calling without centralising raw data. Designing such
a layer e.g., using secure aggregation, multi-party computation, homomorphic encryption,
or trusted hardware remains an important direction for future research.

Finally, we do not advocate centralising or sharing raw genotypes for joint genotyping and
then returning to a privacy-preserving distributed GWAS workflow. Were genotypes to be
shared, the core rationale for privacy-preserving analyses would be undermined. PP-GWAS
is therefore intended either (i) for non-jointly genotyped settings with the above mitigations
and explicit technical covariates, acknowledging residual confounding may persist, or (ii) to
be composed with a privacy-preserving distributed joint-genotyping layer.

II.4 Methods

This research complies with all relevant ethical regulations. Access to dbGaP datasets used
in this study, phs000346.v2.p2 and phs001039.v1.p1, was authorized by the NIH dbGaP Data
Access Committees (NCI DAC for phs000346; NEI DAC for phs001039).

II.4.1 Linear Mixed Models in Genome-Wide Association Studies

With regards to GWAS, the application of linear mixed models (LMMs) has emerged as
a fundamental approach for deciphering the intricate genetic underpinnings of various
phenotypes. A standard linear mixed model used for GWAS is described below.

y =βtestxtest +Zα+g+e. (II.1)

Here y represents the phenotype vector of N individuals while xtest encapsulates the minor
allele dosages of the variant being tested, represented as 0, 1, or 2, signifying reference-
homozygous, heterozygous, and alternate homozygous alleles, respectively. This is repre-
sented as a column vector, similar to y, which are both standardized initially to have mean
zero and unit standard deviation. An N ×C matrix Z accounts for other confounding factors.
The polygenic effect g includes multiple small-effect size variants. Specifically, g = Xβ, with
X representing the standardized genotypes of m variants. Environmental effects denoted by
e, is modeled as Gaussian noise.
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Both xtest and y are standardized to have zero mean and unit variance. The model incorpo-
rates fixed effects (βtest and α) and random effects (g and e). The genetic effect uses what is
called the kinship matrix K = 1

m
XX⊤, with β∼N (0, (σ2

g /m)Im×m), leading to g ∼N (0,σ2
g K).

The environmental effect is modeled as e ∼ N (0,σ2
e In×n). The variance components σ2

g

and σ2
e represent the polygenic and environmental variances, respectively.

The model’s validity is assessed by testing the null hypothesis H0 : βtest = 0 for each variant,
thus identifying significant associations with the phenotype under study. A pivotal aspect
of LMM implementation is the projection of covariates from phenotypes and genotypes, a
technique used to remove any confounding effects. This is done by projecting the genomic
matrix and the phenotype data to the null space of Z . The projection matrix is formalized
as:

P = In −Z
(
Z⊤Z

)−1
Z⊤ (II.2)

Post-projection, the model assumes the form:

ỹ =βtestx̃test + X̃β+e (II.3)

where ỹ = Py, x̃test = Pxtest and X̃ = PX. This approach effectively removes the influence of
covariates, yielding residuals that more accurately reflect the relevant genetic associations.
The LMM-based χ2 test statistic, central to hypothesis testing, is given by:

χ2 =
(
x̃⊤

testV
−1ỹ

)2

x̃⊤
testV

−1x̃test
(II.4)

where V = σ̂2
g K+σ̂2

e In×n given the Maximum Likelihood Estimates σ̂g and σ̂e of the variance
parameters σg and σe .

II.4.2 Stacked Ridge Regression for LMM-based GWAS

The computation of association statistics within the framework of LMMs presents a sig-
nificant computational challenge. This arises primarily due to the necessity of maximum
likelihood estimation of the variance parameter σg , which involves large matrix operations.
This complexity escalates dramatically for large-scale datasets, often making the computa-
tions prohibitively resource-intensive. Traditional efforts in algorithmic development have
primarily focused on optimizing the utilization of the kinship matrix, for instance, through
matrix factorization methods.

REGENIE [59] employs a stacked ridge regression strategy and achieves an accuracy
comparable to established tools such as BOLT-LMM [158], fastGWA [164], SAIGE [165] and
FaST-LMM [166]. Since REGENIE is more friendly to distributed datasets, SF-GWAS [82]
employed methods from MHE and MPC to build upon the algorithm. We similarly work
with REGENIE in a distributed setting.

REGENIE executes its analysis in two phases. The initial phase involves a regression of
the contributions from X̃ out of ỹ, followed by fitting βtest on these adjusted residuals to
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ascertain associations. To mitigate the computational demands posed by the extensive
genome-wide matrix X̃, REGENIE implements a stacked ridge regression, executed in two
distinct phases: Level 0 and Level 1. This approach significantly enhances computational
efficiency and adaptability for large-scale genomic datasets, marking a notable progression
in the field of genetic association studies.

At Level 0, the genotype matrix X is partitioned into B vertical blocks, denoted as X̃ =(
X̃1, . . . , X̃B

)
. A set of R distinct ridge parameters {λ1, . . . ,λR } are then chosen, where

λr :=
M (1−h2

r )

h2
r

, hr :=
0.01(R −1)+0.98(r −1)

R −1
. (II.5)

Here, M is the number of SNPs in the study. Consequently, R ridge estimators are computed
for each block:

β̂b
λr

=
(
X̃b⊤X̃b +λr In×n

)−1
X̃b⊤ỹ, (II.6)

ŷ(b,r ) := X̃b β̂b
λr

. (II.7)

These intermediate predictors ŷ(b,r ) for each block are then aggregated into a global
feature matrix: Wb :=

(
ŷ(b,1), . . . , ŷ(b,R)

)
, W :=

(
W1, . . . ,WB

)
. This is implemented in a k-fold

cross validation framework, and hence we denote the kth folds of data as X̃b
(LOCO,k) and ỹ(k),

and the data without the kth fold as X̃b
(LOCO,k−1) and ỹ(k−1). Hence, we have

β̂b
(λr ,k−1) =

(
X̃b

(LOCO,k−1)
⊤X̃b

(LOCO,k−1) +λr In×n

)−1
X̃b

(LOCO,k−1)
⊤ỹ(k−1), (II.8)

ŷ(b,r )
(LOCO,k)

:= X̃b
(LOCO,k) β̂

b
(λr ,k−1). (II.9)

At Level 1, a subsequent round of ridge regression is conducted on the intermediate
feature matrix of size N ×BR, using R parameters

{ω1, . . . ,ωR } =
{
(BR/M)λ1, . . . , (BR/M)λR

}
. (II.10)

The ridge estimators are thus η̂r =
(
W⊤W+ωr IBR×BR

)−1
W⊤ỹ. The optimal ridge parameter

r ∗ is selected by minimizing the residual sum of squares:

r ∗ = argmin
r

∥∥ỹ−Wη̂r

∥∥2
. (II.11)

Phenotype predictions by the stacked regression model are defined as ŷ = W η̂r∗ . Notably,
these two levels of ridge regression are implemented within a k-fold cross-validation frame-
work. The predictions for the kth fold ŷk are aggregated, where

ŷk := Wk η̂(k−1,r∗), (II.12)

η̂(k−1,r ) :=
(
W⊤

k−1Wk−1 +ωr IBR×BR

)−1
W⊤

k−1ỹk−1, (II.13)

r ∗ = argmin
r

K∑

k=1

∥∥ỹk −Wk η̂(k−1,r )

∥∥2
. (II.14)
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The global predictor ŷ :=
∑K

k=1 ŷk facilitates the calculation of the associated χ2 statistic
with one degree of freedom for the variant being tested:

χ2 =
(
x̃⊤

test(ỹ− ŷ)
)2

σ̂2
e

(
x̃⊤

testx̃test
) , σ̂2

e :=
∥∥ỹ− ŷ

∥∥2
2

(N −C )
. (II.15)

The SNPs that have a χ2 value of above a significant threshold are taken to be associated
with the phenotype. The exact threshold depends on the study [167], with a conventional
threshold being a p-value of 5×10−8.

II.4.3 Randomized Encoding

Randomized Encoding is central to our approach for computing a function’s outcome while
masking its underlying inputs. Formally, given a function

f : X →Y , (II.16)

a randomized encoding of f is defined by two components:

• A randomized function f̂ : X ×R → Ŷ where R represents the randomness space.

• A deterministic decoder Dec: Ŷ →Y .

A randomized encoding of f then satisfies:

Dec
(

f̂ (x;r )
)
= f (x) (II.17)

with high probability, yet f̂ (x;r ) reveals no more information about x than f (x) does. In
other words, f̂ injects structured noise r that conceals the input x, while still allowing a valid
output f (x) to be recovered by the decoder. Specific instances of this concept can preserve
additional relationships (such as dot products) if required by tasks. Having introduced RE,
we now describe the overall PP-GWAS protocol, beginning with a distributed quality control
step that leverages an addition based randomized encoding scheme.

II.4.4 Quality Control

In our protocol, the initial stage involves rigorous quality control (QC) checks on the genetic
data. This is crucial to ensure the data’s integrity and reliability, which are foundational for
the accuracy of any subsequent analyses. We adhere to stringent criteria for these checks: a
missing rate below 0.1, a minor allele frequency (MAF) above 0.05, and a Hardy-Weinberg
equilibrium (HWE) chi-squared test statistic threshold of 23.928. These thresholds are
aligned with established GWAS standards, allowing us to filter Single Nucleotide Polymor-
phisms (SNPs) effectively. Consistent with existing policies, for instance by the National
Institutes for Health (NIH) [168], our process includes sharing the total counts of refer-
ence homozygous, heterozygous, and alternate homozygous alleles for each SNP with each
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participating node, a practice also mirrored in SF-GWAS. To preserve data confidentiality
during the QC phase (Figure II.8 A-B) in our distributed environment, since we only need to
sum the total counts amongst all nodes, we implement simple addition based randomized
encoding in a server-assisted manner. To compute the sum f (x) =

∑P
i=1 xi , party i in posses-

sion of ri and
∑P

i ri generated using the shared seed, sends to the server f̂ (xi ;ri ) = xi + ri

which the server sums as f̂ (x;r ) =
∑P

i=1 f̂ (xi ;ri ) and returns to all the nodes. They then

remove
∑P

i ri to obtain

Dec
(

f̂ (x,r )
)
=

P∑

i=1

f̂ (xi ,ri )−
P∑

i=1

ri =
P∑

i=1

xi . (II.18)

PP-GWAS does not necessitate traditional joint genotyping with centralized data [58].
For common-variant single-SNP association on well-imputed or high-coverage datasets,
modern variant-calling and imputation pipelines achieve high accuracy limiting the benefits
of joint genotyping [169, 170, 171]. Second, our globally performed QC retains variants
present in any participating site, so rare variants that might otherwise be discarded by site-
specific QC are preserved. This realizes a principal benefit of joint genotyping where rare
SNPs absent at a cohort will be "rescued" [169]. When using our method in collaborative
settings, in the absence of joint genotyping, data harmonization is required to identify
a common set of SNPs across sites. This can be achieved by sharing only non-private
information such as genomic positions, reference, alternate alleles, strand information and
when available, the rsID, so an aggregator can build a common SNP list without exposing
individual level data. These steps, together with covariate projection mitigate technical
artefacts, but do not eliminate all effects of technical heterogeneity. We note that a privacy-
preserving distributed joint-genotyping layer could further reduce such heterogeneity
without centralizing raw data and is complementary to PP-GWAS, but outside the scope of
this work.

II.4.5 Distributed Projection of Covariates and Standardizing

In our framework, the genomic information X, covariate information Z, and phenotype
information y are horizontally partitioned across P computational nodes, with each node
p holding Xp , Zp , and yp . Each node maintains a count of the total number of samples
added to the study prior to their inclusion and the overall sample count. This information is
conveyed through a sequential onboarding process. At the outset of the study, all the nodes
establish a shared secret key using established cryptographic techniques, kseed , unknown
to the server. This secret key serves as the seed for generating subsequent shared keys. We
denote that we have N samples in total, M SNPs, C covariates, and B blocks, which can be
inferred by the server.

Subsequently, we standardize the genomic matrix X and phenotype matrix y, and project
out covariate information Z in the same computation (Figure II.8 C). We do this by append-
ing Z with a column of ones to mean-center X and y. We shall denote the updated covariate
matrix as Z1. We also pre-compute the standard deviation matrix SX of X and the standard
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deviation sy of phenotype information y using the same addition-based randomized encod-
ing approach as before, since we only need to sum up relevant allele counts from each node.
We can then project out covariates in a single computation since we know that

X̃ :=
(
IN −Z(Z⊤Z)−1Z⊤)

XS =
(
IN −Z1(Z⊤

1 Z1)−1Z⊤
1

)
X SX. (II.19)

Here XS denotes X after standardization. We do this since covariate projection inherently
corrects for site-level batch effects by adjusting for technical covariates in the model. In
settings where cohorts differ by sequencing platform, or variant-calling pipeline, each
node can encode platform, pipeline, batch indicators as covariates to correct for potential
artefacts as is the standard across various studies [59, 158, 159, 160, 161, 162, 163].

To perform Equation (II.19) in a distributed and privacy-preserving manner, we treat the
computation as a randomized encoding task, i.e, f (Z,X) = X̃. We adopt methods based on
randomized projection from [146, 172, 146, 56, 1], where we achieve data obfuscation as
described below. We first construct rectangular matrices OX,Oy, OZ and OZ′ that satisfy

E
[
O†

XOX
]
= E

[
O†

yOy
]
= E

[
O†

ZOZ
]
= E

[
O†

Z′OZ′
]
= I.. Each node p prepares encoded data in the

form of OZZpO†
Z′ ,OZXpO†

X, and OZ [yp , My]ρO†
y and sends them to the server. Here My is

a random matrix with N rows, and ρ a permutation matrix. We note that all the random
matrices here are prepared with the help of the shared seed kseed . The server then computes
for each node,

OZX̃p S−1
X̃

O†
X̃
=OZXpO†

X −OZZpO†
Z′

(
T†T

)−1
T†

P∑

p=1

(
OZXpO†

X

)
, (II.20)

T :=OZZOZ′ =
P∑

p=1

(
OZZpO†

Z′
)
, (II.21)

and sends these to the appropriate nodes. The nodes can then compute E
[
X̃p

]
=O†

Z

(
OZX̃p S−1

X̃
O†

X̃

)
OX̃ SX.

Analogously, the nodes compute E
[
[ỹp , My]ρ

]
and retrieve E

[
ỹp

]
by undoing the permuta-

tion. Hence, we have estimated our computation f (Z,X) with f (Z,X) with f̂ (Z,X; OZ,OX) us-
ing OZ and OX that act as structured noise. Similarly, we have computed f (Z,y) with f̂ (Z,y; OZ,Oy,My,ρ).

II.4.6 Level 0 Ridge Regression using distributed ADMM

Next, we would like to perform the first level of ridge regression on the genotypes against
the phenotypes, using R parameters (λ1, . . . ,λR ) given by Equation (II.5) (Figure II.8 D).
We now estimate β̂b

λr
for all blocks b from Equation (II.6). For this purpose, we adopt the

distributed Alternate Direction Method of Multipliers [173] to jointly estimate the level
0 predictions. Note that on a centralized dataset, the ridge regression problem can be
formulated as the following optimization problem for a given ridge parameter λr : β̂b

λr
=

argminβ

(∥∥X̃bβ− ỹ
∥∥2

2 +λr

∥∥β
∥∥2

2

)
. We introduce a variable b to rewrite the equation as a

constraint problem below.

β̂b
λr

= argmin
β,b

(∥∥X̃bβ− ỹ
∥∥2

2 +λr

∥∥b
∥∥2

2

)
, s.t. β−b = 0. (II.22)
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Since the data in our setting is horizontally partitioned, we can rewrite Equation (II.22) as
follows, where we also horizontally partition β.

β̂b
λr

= arg min
{βp },b

(
P∑

p=1

∥∥X̃b
pβp − ỹ

∥∥2
2 +λr

∥∥b
∥∥2

2

)
, βp −b = 0 ∀p. (II.23)

We detail our distributed approach to use randomized encoding to compute Equation (II.23)
in Box II.1 below. The computational nodes use their shared seed to consistently segregate
their data into B blocks. They also then use the seed to determine how they split their data
vertically into K folds, such that every node has some data in every fold. They then denote
the kth fold as X̃b

(p,k) and the data without the kth fold as X̃b
(p,k−1). Similarly, they have ỹ(p,k)

and ỹ(p,k−1).

In this distributed ADMM framework, each computational node independently updates
its local estimate βp by minimizing its respective objective, while a central variable b is
iteratively updated to enforce consensus among the nodes. The method involves alternating
updates of the local variables and dual variables, ensuring that the global constraint βp −b=
0 is satisfied as the algorithm converges. In the algorithm, the local ADMM updates X

(i )
p

correspond to the variables βp from Equation (II.23), and the consensus variable b is

represented by Z (i ).

II.4.7 Level 1 Ridge Regression using CGD

Now, like before in the centralized formulation as in Equation (II.4.2), we have reduced our
problem to lower dimensionality. We then perform Conjugate Gradient descent (Figure
II.8 E), however on the server’s side on the obfuscated data, as described in Box II.2 below.
For this, the server prepares R ridge regression parameters (ω1, . . . ,ωR ) given by Equation
(II.10). In this CGD framework, the variable X (i ) represents the current estimate of the
lower-dimensional solution (analogous to the parameter vector in Equation (II.4.2)), while
Z (i ) and Y (i ) correspond to the residual and conjugate direction vectors, respectively.
These mappings ensure that the iterative updates converge to the optimal ridge regression
solution on the obfuscated data.

II.4.8 Distributed Single SNP Association Testing

For the next stage of the analyses, the nodes engage in a one-off communication with the
server, helping them retrieve the χ2 values associated with each SNP (Figure II.8 F). This is
outlined in Box II.3 below. Note that the server sees the final χ2 values, but has no direct
access to underlying genotype or phenotype data. Furthermore, in case this also needs to
be hidden, one can shuffle the ordering of SNPs in the study preventing the server from
linking specific χ2 statistics to identifiable SNP positions. The computational nodes can
apply thresholds using standard criteria on these p-values locally.
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Box II.1 Distributed ADMM Algorithm for Level 0 Ridge Regression

Input: Each node p in {1, . . . ,P } knows matrices X̃b
(p,k), X̃b

(p,k−1), column vector ỹ(p,k−1),

learning rate ℓ, and the number of ridge regression parameters R . The server requires
learning rate ℓ, ridge regression parameters {λ1, . . . ,λR }, and number of iterations n.
Output: Obfuscated Level 0 predictions for block b, regression parameter λr , and

fold k given by O(k,r )
ỹ ŷ(b,r )

k
.

1. Each node, using a shared seed, prepares a non-zero constant kỹ, rectangu-

lar matrices O(k,r )
ỹ , O(k,b,r )

X̃
for all k,b,r , ensuring E

[
(O(k,r )

ỹ )†O(k,r )
ỹ

]
= IN , and

E
[
(O(k,b,r )

X̃
)†O(k,b,r )

X̃

]
= INb

..

2. For each combination of k,b,r :

(a) Server initializes X (0),Y (0),Z (0) to 0.

(b) Nodes compute and share with the server:

• R
(p,k,b,r ) :=O(k,b,r )

X̃

[
(X̃b

(p,k−1))
⊤X̃b

(p,k−1) +ℓINb

]
(O(k,b,r )

X̃
)†,

• X
(p,k,b,r ) := 1

kỹ
(O(k,r )

ỹ )† X̃b
(p,k) O(k,b,r )

X̃
,

• Y
(p,k,r ) :=O(k,r )

ỹ ỹ(k),

(c) Server computes:

• X
(1)

p =R
(p,k,b,r )

(∑
k̂ ̸=k X

(p,k̂,b,r )
)†

Y
(p,k,r ),

• X (1) =
∑

p X
(1)

p /P ,

• Z (1) = ℓX (1)/λr ,

• Y
(1)

p = ℓ
(
X

(1)
p −Z (1)

)
,

• Y (1) =
∑

p Y
(1)

p .

(d) For i in {1, . . . ,n −1}:

• Server updates as follows:

–
X

(i+1)
p =R

(p,k,b,r )
(( ∑

k̂ ̸=k

X
(p,k̂,b,r ))†( ∑

k̂ ̸=k

Y
(p,k̂,r ))

+ℓZ
(i ) −Y

(i )
p

)
,

– X (i+1) =
∑

p X
(i+1)

p /P ,

– Z (i+1) = ℓX (i+1) +Y (i )/λr ,

– Y
(i+1)

p =Y (i ) +ℓ(X (i+1)
p −Z (i+1)),

– Y (i+1) =
∑

p Y
(i+1)

p .

(e) Server computes X
(p,k,b,r ) Z (n) =O(k,r )

ỹ ŷ(b,r )
k

.

Return: O(k,r )
ỹ ŷ(b,r )

k
.
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Box II.2 CGD Algorithm for Level 1 Ridge Regression

Input: The server requires a number of iterations n, ridge regression parameters
ω1, . . . ,ωR , pre-received Y

(p,k,r ) from the level 0 computation, and the precomputed

O(k,r )
ỹ ŷ(b,r )

k
for all k,b,r .

Output: Obfuscated Level 1 predictions for regression parameter ωr and fold k given

by O(k,r )
ỹ [ŷ(1,r )

k
, . . . , ŷ(B ,r )

k
] η̂(k−1,r ).

1. For each combination of k,r :

(a) Server initializes X (0) = 0.

(b) Server initializes Y (0), Z (0) =
∑

k̂ ̸=k

((
O(k̂,r )

ỹ ŷ(b,r )

k̂

)†(∑P
p=1 Y

(p,k̂,r )
))

..

(c) Server precomputes W =
∑

k̂ ̸=k

(
O(k̂,r )

ỹ ŷ(b,r )

k̂

)†(
O(k̂,r )

ỹ ŷ(b,r )

k̂

)
.

(d) For i in 0, . . . ,n −1:

• α=W Y (i ),,

• α+ωr Y (i ),

• γ= (Z (i ))†Z (i )/(Y (i ))†α,

• X (i+1) =X (i ) +γY (i ),

• Z (i+1) =Z (i ) −γα,

• δ= (Z (i+1))†Z (i+1)/(Z (i ))†Z (i ),

• Y (i+1) =Z (i+1) +δY (i ).

(e) Server computes

r ∗ :=
∑

k argminr ∥
∑

p Ȳ
(p,k,r ) −O(k,r )

ỹ [ŷ(1,r )
k

, . . . , ŷ(B ,r )
k

]η̂(k−1,r )∥2
2.

Return:
O(k,r∗)

ỹ [ŷ(1,r∗)
k

, . . . , ŷ(B ,r∗)
k

]X (n) =O(k,r∗)
ỹ [ŷ(1,r∗)

k
, . . . , ŷ(B ,r∗)

k
]η̂(k−1,r∗).

72



Box II.3 Distributed Association Testing

Input: The server requires pre-received Ȳ
(p,k,r ) from the level 0 computation and the

precomputed Kk := O(k,r∗)
ỹ [ŷ(1,r∗)

k
, . . . , ŷ(B ,r∗)

k
] η̂(k−1,r∗) from the level 1 computation

for all k.
Output: χ2 value associated to SNP x̃test.

1. Nodes compute and share
(
O(k,r∗)

ỹ

)†
x̃(test,k,p) for all k.

2. Server computes

χ2
x̃test

=

[∑K
k=1

(∑P
p=1

(
O(k,r∗)

ỹ

)†
x̃(test,k,p)

)†(∑P
p=1 Y

(p,k,r∗) −Kk

)]2

σ̂2
∑K

k=1

∑P
p=1

((
O(k,r∗)

ỹ

)†
x̃(test,k,p)

)†((
O(k,r∗)

ỹ

)†
x̃(test,k,p)

) , (II.24)

where

σ̂2 :=
1

N −C

K∑

k=1

∥∥
P∑

p=1
Y

(p,k,r∗) −Kk

∥∥2
2. (II.25)

Return: χ2
x̃test

.

II.4.9 Privacy Analysis

We now describe the privacy guarantees of our algorithm within an adversarial frame-
work, comprising a subset of semi-honest computational nodes and/or a semi-honest
non-colluding central server. We show that a corrupted participant is unable to extract any
information about the data of other non-corrupt nodes, and similarly, a corrupted server
is incapable of deducing any node-specific information. It is important to clarify that our
analysis does not cover extreme data scenarios, that automatically enable the prediction of
block sizes. Our proof methodology aligns with the approaches documented in prior works
[146, 56, 172, 55, 1].

Theorem 4. PP-GWAS is secure against a semi-honest adversary who corrupts the central
server.

Proof. We define a semi-honest central server to be a third-party server that adheres to the
prescribed protocol, but attempts to learn the private data. In PP-GWAS, the server receives
encoded data

OZZpO⊤
Z′ ∈C

(N+kZ)×(C+kZ′ ), OZXpO†
X ∈C

(N+kZ)×(N+kX), (II.26)

OZ [yp , My]ρOy ∈C
(N+kZ)×(1+kMy+ky),

(
O(k,r∗)

ỹ

)†
x̃(test,k,p) ∈C

(N+kỹ)×1, (II.27)
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from each input node where N is the number of samples and C is the number of covariates.
The data the central server then has access to includes

OZZpO⊤
Z′ , OZXpO†

X, (II.28)

OZ [yp , My]Oy,
(
O(k,r∗)

ỹ

)†
x̃(test,k,p). (II.29)

It is evident that the block sizes are hidden from the central server. The first three quantities
are obfuscated on both sides and provide sufficient privacy [172, 146, 56, 1]. Now we

show that
(
O(k,r∗)

ỹ

)†
x̃(test,k,p) is not produced by a unique pair

(
O(k,r∗)

ỹ

)†
and x̃(test,k,p). For

simplicity, we denote the quantities as Ox̃ and x̃. Given an orthogonal matrix U ∈R
N×N with

U 1 = 1, x̌p =U x̃p and Ǒx̌ = Ox̃U⊤, we have Ox̃x̃p = Ǒx̌x̌p . Further, since x̃ is standardized,
so is x̌, and hence the structure of x̃ provides no additional information for the server.

Theorem 5. PP-GWAS is secure against a proper subset of semi-honest nodes.

Proof. We define a proper subset of corrupt nodes as any subset excluding at least one
honest node. We assume corrupt nodes are semi-honest, meaning they follow the protocol
but may attempt to learn additional information from the accessible data. Each node p,
only receives the relevant p’th partitions, such as E[X̃p ] and E[ỹp ]. Therefore if a proper
subset of the corrupt nodes collude, they cannot access or infer information beyond their
encoded partitions. Since our adversarial setting considers a non-colluding semi-honest
central server, the server will not deviate from the protocol and share information pertaining
to non-corrupt nodes with the corrupt nodes.

Therefore, we have shown that the data of non-corrupt nodes remains private, and secure
from a proper subset of semi-honest nodes, and/or a non-colluding semi-honest central
server. Further, the central server does not at any point of the protocol learn the block sizes
utilized.

Data availability

The real-world datasets analysed here are available via controlled access from the NCBI
database of Genotypes and Phenotypes (dbGaP). The bladder cancer risk dataset (n=13,060;
phs000346.v2.p2 [https://www.ncbi.nlm.nih.gov/projects/gap/cgi-bin/study.cgi?stu
dy_id=phs000346.v2.p2]) and the age-related macular degeneration dataset (n=22,683;
phs001039.v1.p1 [https://www.ncbi.nlm.nih.gov/projects/gap/cgi-bin/study.cgi?study_id=
phs001039.v1.p1]) contain individual-level genomic and phenotypic information collected
under informed consent and are therefore available only to qualified researchers under the
Data Use Limitations specified in each dbGaP record. Access requests should be submitted
through the dbGaP Authorized Access system, citing the accession numbers above and
including an institutional Data Use Certification and, where applicable, IRB/ethics approval.
Requests are reviewed by the appropriate NIH dbGaP Data Access Committee; the authors
are not involved in approval decisions. Further details on the original study protocols,
including participant recruitment and sample collection, are provided in the respective
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dbGaP records. Access requests are typically reviewed by the NIH Data Access Committee
in about two weeks on average; if approved, dataset access is granted for one year and may
be renewed. Synthetic data were generated using pysnptools. Instructions and scripts for
generating these synthetic datasets are publicly available in our GitHub repository. No other
custom datasets were generated for this study. Source data are provided with this paper for
all figures and tables derived from testing on the synthetic data.

Code availability

Our code is available on GitHub at the following URL: https://github.com/mdppml/PP-G
WAS [174].
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II.5 Supplementary Material

To further assess the accuracy of PP-GWAS on simulated data, we report the squared Pearson
correlation coefficient (r 2) between the negative logarithm of p-values obtained from PP-
GWAS and those computed by REGENIE pertaining to the experiments whose runtimes are
illustrated in Figure 3 in the main manuscript. We demonstrate that PP-GWAS can reliably
reproduce the results from plaintext computation under diverse settings (Supplementary
Table II.1). The minimal discrepancies observed are restricted to a small number of SNPs
with very high − log10(p) values. These deviations are attributed to floating-point arithmetic
errors, and do not affect the significance ranking of top associations, as further seen in
Figure II.7.
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N M C P r 2

9 178 612 794 10 2 0.999999
9 178 612 794 10 4 0.999999
9 178 612 794 10 6 0.999999
9 178 612 794 10 8 0.999999
9 178 1 225 588 10 2 0.999999
9 178 1 838 382 10 2 1.000000
9 178 2 451 176 10 2 1.000000
9 178 612 794 20 2 0.999999
9 178 612 794 30 2 0.999999
9 178 612 794 40 2 0.999999

18 356 612 794 10 2 0.999999
27 534 612 794 10 2 0.999999
36 712 612 794 10 2 0.999999

†r 2 values are rounded to six decimal places (pre-
cision 10−6).

Table II.1: Agreement between PP-GWAS and REGENIE on synthetic datasets varying sample size
(N ), number of SNPs (M), covariates (C ), and computational parties (P ). Across all SNPs, the

correlation of − log10(p-values) was r 2 = 0.999999 ∼ 1.00 (df = M −2), p < 10−6, 95% CI
[0.999999, 1.000000]; all scenarios showed near-perfect agreement (r 2 ≈ 1)†.
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III Distributed and Secure Kernel-Based Quantum Machine
Learning

Arjhun Swaminathan Mete Akgün

Abstract

Quantum computing promises to revolutionize machine learning, offering significant efficiency gains
for tasks such as clustering and distance estimation. Additionally, it provides enhanced security
through fundamental principles like the measurement postulate and the no-cloning theorem, enabling
secure protocols such as quantum teleportation and quantum key distribution. While advancements
in secure quantum machine learning are notable, the development of secure and distributed quantum
analogs of kernel-based machine learning techniques remains underexplored.

In this work, we present a novel approach for securely computing three commonly used kernels:
the polynomial, radial basis function (RBF), and Laplacian kernels, when data is distributed, using
quantum feature maps. Our methodology formalizes a robust framework that leverages quantum
teleportation to enable secure and distributed kernel learning. The proposed architecture is validated
using IBM’s Qiskit Aer Simulator on various public datasets.

III.1 Introduction

Quantum computing is set to revolutionize machine learning (ML) by leveraging its capa-
bility to encode high-dimensional data into quantum bits, or qubits. These qubits exist
in a superposition of states, enabling quantum data to represent data exponentially more
efficiently than classical computing—data represented using N classical bits can equiv-
alently be represented by log2N qubits. Further, in addition to superposition, quantum
entanglement enables qubits to exhibit strong correlations that persist regardless of spatial
separation. These correlations are essential for achieving exponential speedups in specific
quantum algorithms [175]. Although practical quantum computers are still in their infancy,
various quantum machine learning (QML) techniques have been proposed [176, 177, 178].

Notably, quantum computing has exhibited substantial efficiency gains in some compu-
tational tasks compared to classical computing [179, 180]: the estimation of distances and
inner products between post-processed N -dimensional vectors is achieved in O (l og (N )) as
compared to O (N ). Similarly, clustering N -dimensional vectors into M clusters is expedited
to O (log (M N )) using quantum data, compared to O (pol y(M N )).

Quantum computers are not only efficient at handling high-dimensional data, but are
inherently secure. This stems from two fundamental principles of quantum mechanics:
the measurement postulate and the no-cloning theorem [181]. Quantum data collapse
upon measurement and cannot be copied without destroying the original data, offering
absolutely secure communication. Secure quantum computing is well studied and includes
protocols such as quantum teleportation [62, 182], quantum key distribution [183, 184],
and quantum secure direct communication [185, 186, 187, 83].

78



Additionally, quantum computers utilizing various technologies, such as trapped ions,
photons, superconducting circuits, and so forth, are actively being developed, enhancing
the practical implementation of these secure communication protocols.

In parallel, kernel-based ML methods have emerged as effective tools for classification
and regression tasks. These methods compute similarities between data points in high-
dimensional spaces, making them particularly suited for problems where data is not trivially
separable. In contrast to more advanced counterparts, such as deep learning, many kernel-
based ML techniques often offer greater interpretability [188, 189] and better accuracy when
high-dimensional data is limited, which is often the case in many real-world applications
[190, 104]. Although much of the focus in QML has been on developing quantum or hy-
brid (quantum-classical) deep learning and neural networks [191, 192, 193, 194], quantum
analogs of kernel-based ML techniques are important alternatives, with landmark studies
focusing on centralized data [195, 61].

However, real-world scenarios often involve distributed data [196, 56], in which multiple
parties wish to collaboratively train a model while ensuring the privacy of their datasets.
Designing QML techniques that work securely in such distributed settings remains a critical
challenge, and current research on distributed kernel-based QML methods is still sparse.
In particular, Sheng and Zhou [197] introduced a distributed framework that computes
the distance between two data points for classification tasks. Later, Schuld and Killoran
[61] demonstrated that this approach is a specific instance of a more general principle:
encoding data into an infinite-dimensional Hilbert space as quantum data is equivalent
to mapping data into a higher-dimensional feature space for kernel computation. This
insight establishes a fundamental link between quantum encoding and kernel feature maps,
revealing that Sheng and Zhou [197]’s distance computation is the quantum analog of the
linear kernel within a broader theoretical context.

Building on the works of Sheng and Zhou [197] and Schuld and Killoran [61], our re-
search investigates this intriguing relationship between quantum feature maps and kernel
functions in the context of distributed kernel computations. Specifically, we identify ap-
propriate quantum encodings for commonly used kernels and explore their applications
in distributed learning settings. Our approach encodes classical data into quantum states
using Random Fourier Features (RFF) [84] and uses a robust architecture for secure and
distributed kernel-based learning. This architecture leverages quantum teleportation to
ensure data security and employs a semi-honest server to compute kernels and train ML
models.

We used publicly available datasets and Qiskit’s Aer Simulator [198] to validate our archi-
tecture. Our evaluation demonstrates that the proposed approach ensures data security and
achieves performance comparable to centralized classical and quantum methods. However,
it is important to acknowledge that achieving identical or superior accuracy to classical
methods is not anticipated in our study. This is not only due to widely recognized challenges
in quantum computing, such as quantum noise [199], approximations in quantum state
preparation, and hardware constraints, but also due to the inherent probabilistic nature of
quantum states. We make the following three contributions:
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1. Introduction of Quantum Feature Maps: We introduce quantum feature maps for
the polynomial, Radial Basis Function (RBF), and Laplacian kernels and theoretically
prove the correctness of these feature maps.

2. Architecture for Secure Kernel Computation: We formalize a secure architecture to
compute linear, polynomial, RBF, and Laplacian kernels using quantum encoding in a
federated manner on distributed datasets.

3. Implementation and Validation: We theoretically validate our architecture, and for
empirical validation, we implement it for linear kernels on publicly available datasets
using Qiskit’s Aer Simulator. Due to the limitations of the simulator and our lack of
access to a real quantum computer, we were unable to test other kernels at this stage.

III.2 Background

III.2.1 Kernel-based Machine Learning

In machine learning, one typically works with a dataset X consisting of data points {x1, x2, . . . , xN }
∈X , where the goal is to identify patterns to evaluate previously unseen data. Kernel-based
techniques employ a similarity measure, called the kernel function, between two inputs
to construct models that effectively capture the underlying properties of the data distribu-
tion. This kernel function is often an inner product in a feature space, typically of higher
dimensionality, where nonlinear relationships between data points become more apparent.
Various kernel functions are used in practice, such as linear, RBF, polynomial, and Laplacian
kernels. These functions are designed to accommodate diverse data characteristics, making
them suitable for various applications. Beyond their many applications, these methods
have a rich theoretical foundation, which we briefly explore below.

Definition 9. Kernel function [45]

A kernel function K is a map K : X ×X → C that satisfies K (x, y) = 〈φ(x),φ(y)〉, where
φ : X →H is a map from the input space X to a Hilbert space (H ,〈·, ·〉).

One refers to φ as a feature map. Since for any unitary operator U : H →H , 〈φ(x),φ(y)〉 =
〈Uφ(x),Uφ(y)〉, a kernel can be related to many different feature maps. However, kernel
theory defines a unique Hilbert space associated with a kernel, called the Reproducing
Kernel Hilbert Space (RKHS) as follows.

Definition 10. Reproducing Kernel Hilbert Space (RKHS) [46]

Let X be an input space and (R,〈·, ·〉) the Hilbert space of functions f : X → C. Then R

is an RKHS if there exists a function K : X ×X →C such that for all x ∈X and f ∈R, the
following holds:

f (x) = 〈 f ,K (x, ·)〉. (III.1)

Alternatively, considering an associated feature map, φ : X →H , then R is the space of
functions f : X →C such that for all x ∈X and ν ∈H ,

f (x) = 〈ν,φ(x)〉H . (III.2)
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Typically, a large family of machine learning problems aims to compute a prediction
function f : X → C that takes training or test data and predicts the corresponding label.
This is often formulated as the solution to the following optimization problem:

min
f ∈R

(
n∑

j=1

L(y j , f (x j ))+λΩ( f )

)
, (III.3)

where L is a loss function, x j are training data points, y j the corresponding labels, λ a
regularization parameter controlling the trade-off between the loss and the complexity of
the function f , and Ω( f ) a general regularization term that penalizes the complexity of
f . This prediction function generally lives in an RKHS. The representer theorem [47] then
states that the solution to this optimization problem can be formulated as follows.

f ∗(x) =
n∑

j=1

αi K (x, x j ), (III.4)

where K is the corresponding kernel in the RKHS. Hence, optimization in an infinite-
dimensional space is reduced to a finite-dimensional problem of solving for αi by comput-
ing the kernel values at the training data points.

In summary, kernel functions are fundamental in machine learning, as they enable the
transformation of data into higher-dimensional spaces where nontrivial relationships be-
tween data can be studied. By leveraging the theoretical framework of RKHS and the
representer theorem, kernels facilitate efficient computations for a large class of machine
learning models, such as Support Vector Machines (SVM), Gaussian Processes, and Principal
Component Analysis (PCA) [103].

Random Fourier Features

Kernel methods often face significant computational challenges, particularly with large
datasets. To address this issue, Rahimi and Recht [84] introduced Random Fourier Features
(RFF) as an effective approach to estimate kernel functions using finite-dimensional feature
maps. RFF enables efficient computation of kernel approximations by leveraging the Fourier
transform properties of shift-invariant kernels. One defines RFF as below:

Definition 11. Random Fourier Features (RFF) [84]

Given a shift-invariant kernel k(x − y) that is the fourier transform of a probability distribu-
tion χ, the corresponding lower dimensional feature map z : RD →R

d defined by

z(x) :=
(p

2cos(w1x +b1), . . . ,
p

2cos(wd x +bd )
)

, (III.5)

with wi ∼ χ((w1, . . . , wd )) and bi are independent samples from the uniform distribution
U [0,2π], satisfies the following inequality for all ϵ:

P
(
|zT (x)z(y)−k(x, y)| ≥ ϵ

)
≤ 2exp

(−Dϵ2

4

)
. (III.6)

The feature map z is called an RFF.
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Quantum Encoding

Quantum encoding techniques are crucial for translating classical data into quantum
states. There are various methods to do so, such as basis encoding, angle encoding, am-
plitude encoding, and Hamiltonian evolution ansatz encoding, each with its own distinct
advantages and disadvantages. For example, one such encoding is defined below.

Definition 12. Amplitude Encoding [200]

Given classical data x = (x1, x2, . . . , xN )T , where N = 2n , the amplitude encoding of the data
is defined as the quantum state:

|ψ(x)〉 :=
N∑

j=1

x j

∥x∥
| j 〉 , (III.7)

where | j 〉 represents the computational basis states of an n-qubit system.

The computational basis here refers to the set of basis states that span the state space of
an n-qubit quantum system. These states are represented with | j 〉 where j ∈ {0,1, . . . ,2n −1},
and are expressed as tensor products of individual qubit states |0〉 and |1〉. For example, the
computational basis in a 2-qubit system consists of states:

{|00〉 , |01〉 , |10〉 , |11〉}. (III.8)

In the context of our work, we will adopt RFF to determine the quantum encodings
necessary for the computation of different kernels.

III.3 Related Work

III.3.1 Quantum Feature Maps

Building on the concept of encoding classical data into quantum states, Schuld and Killoran
[61] formalized the idea of a quantum feature map by noting that any quantum encoding
x 7→ |ψ(x)〉 behaves like a feature map and maps to a complex Hilbert space H , hence
naturally inducing a kernel. This opens up the possibility of utilizing the rich theory of
kernel methods alongside quantum computing. Of particular interest is when two input
vectors x and y are embedded in an N -dimensional Hilbert space via amplitude encoding.
The resulting inner product of the encodings corresponds to the linear kernel.

〈ψ(x)〉ψ(y) = xT y = k(x, y). (III.9)

Beyond discussing the linear kernel, the work introduced additional quantum feature
maps that correspond to other well-known kernels. For instance, the Copies of Quantum

States map given by

x = (x1, . . . , xN ) 7→ |ψ(x)〉 =
(

N∑

j

x j

∥x j∥
| j 〉

)⊗d

. (III.10)
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is associated with the homogeneous polynomial kernel, expressed as

k(x, y) = (xT y)d , (III.11)

under the inner product 〈ψ(x)〉ψ(y). Similarly, the work proposed the following feature
map -

x = (x1, . . . , xN ) 7→ψ(x) =
1

p
N

N∑

j=1

(
cos(x2 j−2) |2 j −2〉+ sin(x2 j−1) |2 j −1〉

)
, (III.12)

which is associated with the cosine kernel, expressed as

k(x, y) =
N∏

i=1

cos(xi − yi ), (III.13)

under the inner product 〈ψ(x)〉ψ(y).

As discussed earlier, a large family of ML algorithms optimize the functional in (III.3) to
obtain a prediction function. There are two primary approaches to this optimization in the
context of QML: the implicit approach and the explicit approach. The implicit approach
uses the representer theorem and computes kernels while offloading the remaining tasks
to classical computing, as demonstrated by Rebentrost et al. [201], Schuld and Killoran
[61], Schuld [202]. The explicit approach uses variational circuits to solve the optimization
problem in the infinite-dimensional RKHS, as discussed by Havlíček et al. [195], Schuld and
Killoran [61], Cerezo et al. [203]. Our work follows the implicit approach in a distributed set-
ting where quantum states are used for kernel computation, and the modeling is offloaded
to classical computing.

III.3.2 Distributed Secure Quantum Machine Learning (DSQML)

To the best of our knowledge, only one study, Sheng and Zhou [197], has implemented
kernel-based techniques using quantum computing within a distributed framework. Their
work introduced the Distributed Secure Quantum Machine Learning (DSQML) algorithm,
which facilitates distance computation using a polarization-based quantum system. The
setup is designed to ensure security against potential eavesdropping or interference during
the computation, as any disturbance by an adversary can be detected.

The DSQML framework offers two operational modes: Client-Server and Client-Server-
Database. In the Client-Server model, a client with basic quantum technology aims to
classify a single data point into one of two clusters, A and B by computing its distance
from the reference vectors v A and vB . The client uses amplitude encoding to quantum
encode the data point and employs quantum teleportation to delegate the inner product
computation to the server. This can be interpreted as a computation of the linear kernel
between the data point and the reference vectors as though in a distributed setting.

In the more complex Client-Server-Database model, the client lacks significant quantum
resources and can only perform single-qubit preparation and measurement. In this setup,
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multiple databases encode their respective data points using amplitude encoding and
transfer them to the server via quantum teleportation. The server utilizes a Fredkin gate
with the client-prepared ancilla qubit as a control, performs a Hadamard gate, and returns
the ancilla qubit to the client. The client then measures the qubit to extract the inner
product, which is computed over multiple repetitions.

Although DSQML essentially computes the linear kernel in a distributed setting using
amplitude encoding, it does not explicitly acknowledge or leverage the intrinsic relationship
between quantum encoding and kernel methods as proposed later by Schuld and Killoran
[61]. Consequently, it overlooked the broader kernel framework that can be leveraged for
various supervised and unsupervised machine learning tasks across different types of data,
including images, text, and numeric data.

In contrast, our research substantially broadens these initial concepts by facilitating the
computation of encoding-induced kernels and other standard kernels such as polynomial,
RBF, and Laplacian kernels for data of any dimensionality. This generalization to other
widely used kernels is much stronger and is important for future study. Further, our method
follows a simple Client-Server model and can easily be adapted by relabeling to a Client-
Server-Database model.

III.4 Methods

III.4.1 Quantum Feature Maps

Although Schuld and Killoran [61] pointed out the implicit connection between quantum
encoding techniques and feature maps, they devised feature maps only for the linear kernel,
the homogeneous polynomial kernel, and the cosine kernel. We extend this by defining the
quantum feature maps associated with three widely used kernels in ML: the polynomial,
RBF, and Laplacian kernels.

Polynomial Kernel

Given classical data x = (x1, x2, . . . , xN )T , we define the following quantum feature map:

x 7→ψ(x) =
(N+d

d )⊗

j=1

p
a
p

d !
√

k1!k2! . . .kN+1!
x

k1
1 . . . x

kN

N

p
c

kN+1 | j −1〉 , (III.14)

where the multi-index k = (k1, . . . ,kN+1) runs over all combinations such that
∑N+1

l=1 kl = d ,
and c = 1−a∥x∥ if d ∈N, or c =−1−a∥x∥ if d ∈ 2N.

Theorem 6. The quantum feature map above is a well-defined quantum state.

Proof. To be well defined, we require the map to be normalizable. Consider the map

84



x 7→ψ(x). Then, using the multinomial theorem [45, 85], we have that

∥ψ(x)∥ =
∑

∑
l kl=d

( p
a
p

d !
√

k1!k2! . . .kN+1!

)2

(x
k1
1 )2 . . . (x

kN

N
)2ckN+1 ,

= (a∥x∥+ c)d = 1.

This completes the proof.

Theorem 7. The quantum feature map defined above yields the polynomial kernel [47],

Kpol y = (axT y +c)d , (III.15)

under an inner product.

Proof. This follows directly from the multinomial theorem. Let φ(x) and φ(y) be two quan-
tum feature maps of classical data x and y , defined as above. Then,

〈φ(x)〉φ(y) =
∑

∑
l kl=d

( p
a
p

d !
√

k1!k2! . . .kN+1!

)2

x
k1
1 . . . x

kN

N
y

k1
1 . . . y

kN

N
ckN+1 ,

= (axT y +c)d ,

= Kpol y (x, y).

This completes the proof.

RBF Kernel

Using RFF, given classical data x = (x1, x2, . . . , xN )T , we define the following quantum
feature map:

x 7→ψ(x) =
1

p
D

D∑

j=1

(
cos(w T

j x) |2 j −2〉+ sin(w T
j x) |2 j −1〉

)
, (III.16)

where ⌈log2(2D)⌉ determines the number of qubits used and the approximation quality, and
wi are independent samples from the normal distribution N (0,σ−2I ).

Theorem 8. The quantum feature map above is a well-defined quantum state.

Proof. To be well defined, we require the map to be normalizable. Consider the map
x 7→ψ(x). Then, we have that

∥ψ(x)∥ =
1

D

D∑

j=1

cos2(w T
j x)+ si n2(w T

j x) = 1. (III.17)

This completes the proof.
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Theorem 9. The quantum feature map defined above yields the RBF kernel [204],

KRBF (x, y) = exp

(
−
∥x − y∥2

2σ2

)
, (III.18)

under an inner product.

Proof. Let φ(x) and φ(y) be two quantum feature maps of classical data x and y , defined as
above. It follows that

E[〈φ(x)〉φ(y)] =
1

D

D∑

j=1

E

[
cos(w T

j x)cos(w T
j y)+ si n(w T

j x)si n(w T
j y)

]
,

=
1

D

D∑

j=1

E[cos(w T
j (x − y))]. (III.19)

Using Euler’s formula, this can be rewritten as

E[〈φ(x)〉φ(y)] =
1

2D

D∑

j=1

(
E[exp(i w T

j (x − y))]+E[exp(−i w T
j (x − y))]

)
. (III.20)

Since normal distributions remain closed under linear transformations [205],

w T
j (x − y) =

N∑

k=1

w j k (xk − yk ) ∼ N

(
0,

1

σ2

N∑

k=1

(xk − yk )2

)
∼N

(
0,

1

σ2
∥x − y∥2

)
.

Hence w T
j

(x − y) is a normal distribution. Then (III.20) can be rewritten as

E[〈φ(x)〉φ(y)] =
1

2D

D∑

j=1

(
MwT

j
(x−y)(i )+MwT

j
(x−y)(−i )

)
,

where MZ (t) = E[exp(t Z )] is the moment generating function of a random variable Z .
Hence, since the moment generating function of a normal distribution Z ∼ N (µ,γ2) is
given by MZ (t ) = exp

(
tµ+ 1

2γ
2t 2

)
, we have

E[〈φ(x)〉φ(y)] =
1

2D

D∑

j=1

[
exp

(
−

1

2σ2
∥x − y∥2

)
+exp

(
−

1

2σ2
∥x − y∥2

)]
,

= exp

(
−

1

2σ2
∥x − y∥2

)
= KRBF (x, y). (III.21)

This completes the proof.
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Laplacian Kernel

Using RFF, given classical data x = (x1, x2, . . . , xN )T , we define the following quantum
feature map:

x 7→ψ(x) =
1

p
D

D∑

j=1

(
cos(w T

j x +α j ) |2 j −2〉+ sin(w T
j x +α j ) |2 j −1〉

)
, (III.22)

where ⌈log2(2D)⌉ determines the number of qubits used and the approximation quality, w j

are independent samples from the Cauchy distribution C (0,α−1I ), and α j are independent
samples from the uniform distribution U (0,2π).

Theorem 10. The quantum feature map above is a well-defined quantum state.

Proof. To be well defined, we require the map to be normalizable. Consider the map
x 7→ψ(x). Then, we have that

∥ψ(x)∥ =
1

D

D∑

j=1

cos2(w T
j x +α j )+ si n2(wT

j x +α j ) = 1. (III.23)

This completes the proof.

Theorem 11. The quantum feature map defined above yields the Laplacian kernel [206],

KL(x, y) = exp

(
−
∥x − y∥1

α

)
, (III.24)

under an inner product.

Proof. Let φ(x) and φ(y) be two quantum feature maps of classical data x and y , defined as
above. It follows like in Theorem 9 that

E[〈φ(x)〉φ(y)] =
1

2D

D∑

j=1

(
E[exp(i w T

j (x − y))]+E[exp(−i w T
j (x − y))]

)
. (III.25)

Since Cauchy distributions remain closed under linear transformations [207],

w T
j (x − y) =

N∑

k=1

w j k (xk − yk ) ∼C

(
0,

1

α

N∑

k=1

|xk − yk |
)
∼C

(
0,

∥x − y∥1

α

)
. (III.26)

Hence, w T
j

(x − y) is a Cauchy distribution. We rewrite (III.25) as

E[〈φ(x)〉φ(y)] =
1

2D

D∑

j=1

(
φwT

j
(x−y)(1)+φwT

j
(x−y)(−1)

)
,
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where φZ (t) = E[exp(i t Z )] is the characteristic function of a random variable Z . Hence,
since the characteristic function of a Cauchy distribution Z ∼C (µ,γ) is given by φZ (t) =
exp

(
i tµ−γ|t |

)
, we have

E[〈φ(x)〉φ(y)] =
1

2D

D∑

j=1

[
exp

(
−
∥x − y∥1

α

)
+exp

(
−
∥x − y∥1

α

)]
,

= exp

(
−
∥x − y∥1

α

)
= KL(x, y). (III.27)

This completes the proof.

III.4.2 Computational Complexity

Classical Setting

In classical computation, kernel evaluation involves performing pairwise operations on
N -dimensional vectors. For example:

• The polynomial kernel requires computing the inner product - O (N ) - and raising the
result to the power d - (O (d)) - leading to a total complexity of O (N +d).

• The RBF kernel requires computing the squared norm of the difference between two
vectors - O (N ) - and applying the exponential function - O (1) - leading to a total
complexity of O (N ).

• The Laplacian kernel involves the L1-norm computation (O (N )) - and applying the
exponential function - O (1) - leading to a total complexity of O (N ).

This indicates that classical methods face challenges when N and d are large.

Quantum Setting

The quantum approach involves two main steps: (1) state preparation and (2) computing
inner products in the corresponding Hilbert space.

State Preparation: Preparing the quantum feature map for an N -dimensional vector
scales with O (N ). This step is a bottleneck in the quantum pipeline. However, using quan-
tum feature maps offers implicit security guarantees through the no-cloning theorem.
Secure classical systems require additional overhead, such as homomorphic encryption or
secure multi-party computation, to achieve comparable privacy, which can be computa-
tionally more expensive [208].

Inner Product Computation: Once states are prepared, computing the inner product
scales logarithmically with the dimension of the computational basis, D̄ , which determines
the number of qubits required. Specifically, the number of qubits used is ⌈log2 D̄⌉, and the
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computational complexity is therefore O (⌈log2 D̄⌉) for one shot. The dimension D̄ depends
on the kernel being computed:

• For polynomial kernels: D̄ =
(N+d

d

)
, as seen in (III.14). Using Stirling’s approxima-

tion [209], the complexity can be approximated as O (d log N ) for large N and d . In
Appendix III.7.2, we show that to achieve an additive approximation error of ϵ, one
must use M =O (1/ϵ2) number of shots, and hence the overall complexity becomes
O ((d log N ) ·M) =O ((d log N )/ϵ2).

• For RBF and Laplacian kernels: D̄ = 2D, where D is the number of random Fourier
features used to approximate the kernel. The number of qubits required in this case
scales as ⌈log2(2D)⌉, leading to a complexity of O (⌈log2(2D)⌉). In Appendices III.7.2
and III.7.2, we show that to achieve an additive approximation error of ϵ with high
probability, one must choose D =O (1/ϵ2) and use M =O (1/ϵ2) shots. Consequently,
the overall computational complexity for the estimation of the inner product in these
cases becomes O (⌈log2(2D)⌉ ·M) =O (⌈log2(2/ϵ2)⌉/ϵ2).

III.4.3 Distributed Secure Computation of Kernels

Architecture

Our architecture builds on foundational concepts in quantum computing, including
quantum teleportation [62] and Fredkin gates (controlled-SWAP) [210], to enable secure and
distributed kernel computation. While prior work in the field [197] explored similar ideas
within a single-qubit/single-client framework, we extend and generalize these principles
to an n-qubit system, k-client system, and thus are capable of handling high-dimensional
data in diverse settings.

Our architecture comprises multiple clients, a central server, and a helper entity. The
clients hold sensitive data from which they want to learn privately and collaboratively.
The central server is tasked with computing the kernel securely and privately. The helper
prepares entangled quantum states to facilitate quantum communication. All entities in
this setup are capable of performing the necessary quantum operations. The architecture is
depicted in Figure III.1.

Figure III.1: Visualization of our architecture consisting of a helper, a server, and multiple clients.
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We employ an infrastructure in which clients are initially provided with their shared seeds
securely, using established cryptographic primitives. The helper party ensures the fair
distribution of seeds, adhering to standard privacy-preserving protocols.

Protocol Description

Without loss of generality, we describe our protocol with two participants. Our method
naturally extends to any number of participants. To begin the protocol, Alice and Bob declare
the size of their classical data in bits, denoted by N . The helper entity then computes the
number of qubits, n, needed to encode the data for a single participant based on the chosen
encoding technique. The protocol is established within a total system of (6n +1) qubits.

The protocol’s circuit diagram is detailed in Figure III.2 below. The correctness of the
protocol is theoretically shown in Appendix III.7.1.

Figure III.2: Quantum circuit diagram associated with our secure and distributed quantum-based
kernel computation architecture.

Helper: Quantum State Preparation for Teleportation

The helper generates 2n Bell states, which are maximally entangled two-qubit states, to
facilitate quantum teleportation. The helper begins by distributing the qubits between Alice,
Bob, and the server as follows:

1. In the first set of n Bell states, one qubit from each entangled pair represented by |0〉H A

is sent to Alice, and the other represented by |0〉S A to the server.

2. In the remaining n Bell states, one qubit from each entangled pair represented by
|0〉HB is sent to Bob, and the other represented by |0〉SB to the server.

This enables the quantum teleportation of Alice’s and Bob’s encoded data to the server for
secure computation.
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Clients: Data Encoding and Measurement

Alice and Bob determine the encoding of their data represented by |ψ〉A and |φ〉B respec-
tively, with multiple encodings for every data point based on the required model accuracy.
The encoding sequence is derived from the initial shared seed. Subsequently, Alice and Bob
execute the following steps:

1. Apply a Controlled-X gate to the qubits they received from the helper using their
original quantum data as control.

2. Apply a Hadamard gate to their original data.

3. Measure their data and the received qubits in the computational basis.

4. Communicate the results to the server through an encrypted classical communication
channel.

The server applies the appropriate X and Z gates to adjust the qubits it holds.

Server: Inner Product Measurement

The server then executes a standard swap test [211]. It prepares an ancilla qubit in the
zero state, applies a Hadamard gate, and uses it to conditionally swap the two sets of qubits
received from Alice and Bob. After reverting the ancilla qubit with another Hadamard and
measuring it, the output helps determine the required inner product [212]. This measure-
ment process is repeated p times to enhance accuracy.

III.4.4 Security of Protocol

In our proposed adversarial model, clients, including Alice and Bob, as well as the server,
are semi-honest. They adhere to the defined protocol, yet may attempt to infer additional
information from the data they handle. A helper entity, deemed a semi-honest third-
party, guarantees the integrity of the quantum states used in communication, similar
to protocols implementing secure multi-party computation (SMPC) [94]. The server is
explicitly characterized as non-colluding with the clients, consistent with established norms
in distributed and federated architectures [? 1].

In our setup, each client processes exclusively their own data and cannot access informa-
tion from other clients, effectively mitigating the risk of adversarial clients learning the data
from honest input parties. The non-colluding server does not know the series of encodings
applied to the original data and hence cannot reconstruct the original classical data from
the quantum data it receives since it does not know how to measure it. It only learns the
kernel matrix reflecting similarities between participants’ data. However, since the labels are
obfuscated and are irrelevant to model training, the server gains no knowledge beyond the
similarity distribution pertaining to obscured labels. Further, following the same argument,
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we note that in the case of the presence of colluding malicious clients and a non-colluding
malicious server, the non-adversarial clients’ data remain private. However, malicious
participants can affect the accuracy of the model.

An adversarial third-party attempting to eavesdrop on the quantum data would face
significant challenges due to the no-cloning theorem [181], which prohibits the duplication
of quantum information without destroying the original information. In the event of inter-
ception, the adversarial entity would need to generate and transmit its own quantum data
to the server. This can be effectively detected if clients and the server periodically exchange
predetermined random quantum states, allowing the server to check for any discrepancies
indicative of interference [197]. Additionally, the utility of intercepted data is limited for the
third-party as the encoding of data for transmission is randomized and only known to the
clients through the pre-shared seed.

III.5 Results

All the proof-of-concept experiments in our evaluation were carried out using classical
computing resources in a High-Performance Computing (HPC) cluster. Each node within
this HPC environment was equipped with an Intel XEON CPU E5-2650 v4, complemented
by 256 GB of memory and 2 TB of SSD storage capacity. We used the Qiskit Aer Simulator to
run the program offline due to limited access to IBM’s quantum resources. As a result, we
were restricted to simulating only 31 qubits in our environment. Note that we do not report
any timings since the experiments are run on a simulator.

Our experiments focused on computing the linear kernel. Given the limitation of simulat-
ing only 31 qubits, which confines us to 27 features, we adopted this approach and assigned
n = 7 qubits to each party in our distributed setup. While implementing other kernels,
such as encoding-induced kernels, RBF kernels, polynomial kernels, and Laplacian kernels,
would require more qubits than available, our primary goal is to validate the architecture
rather than exhaustively test every encoding. Since the validity of these encodings has
already been theoretically established, our focus is on demonstrating that our architecture
functions as expected within this framework.

In addition, we tested our methodology in a two-party configuration. This can be easily
expanded, as the data can be redistributed to additional participants while maintaining
consistent results. Due to the constraints on qubit simulation, a two-party configuration is
employed, allocating 14 qubits for the two data providers, 14 for the helper, and 1 for the
server.

III.5.1 Accuracy Analysis

We present a comparative analysis of our distributed quantum kernel learning setup against
centralized quantum kernel computation and centralized classical kernel computation.
Centralized quantum kernel computation only performs the swap test and does not consti-
tute quantum teleportation. The datasets used for this analysis are widely used and publicly
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available. These include the Wine dataset (178 samples, 13 features) [213], the Parkinson’s
disease dataset (197 samples, 23 features) [214], and the Framingham Heart Study dataset
(4238 samples, 15 features) [215]. Kernel-based training was performed using SVM for all
datasets, and PCA was applied to the binary datasets (Parkinson’s and Framingham Heart
Study) to reduce dimensionality. After applying PCA, SVM was used on the transformed
data to obtain accuracy metrics. All SVM training and evaluation were performed using
stratified 5-fold cross-validation to ensure unbiased accuracy metrics. The accuracies of the
different models on the datasets are summarized in Table III.1 below.

Dataset
(Samples × Features)

Method
Accuracy

Centralised
Classical

Centralised
Quantum

Distributed
Quantum

Wine (178×13) kernel-SVM 0.9860 ± 0.0172 0.8805 0.8874 ± 0.0259

Parkinsons
(197×23)

kernel-SVM 0.8196 ± 0.0644 0.7875 0.7983 ± 0.0798
kernel-PCA 0.7872 ± 0.0716 0.7451 0.7660 ± 0.0744

Framingham Heart
Study (4238×15)

kernel-SVM 0.6788 ± 0.0108 0.6308 0.6340 ± 0.0143
kernel-PCA 0.6788 ± 0.0095 0.6249 0.6422 ± 0.0092

Table III.1: Comparison of accuracies across different methods and datasets.

As expected, centralized classical methods generally achieve the highest accuracy, serving
as a baseline. Centralized quantum methods show competitive performance, although
slightly lower than their classical counterparts, due to the inherent characteristics of quan-
tum data and quantum simulators. Our distributed quantum architecture exhibits compa-
rable but not the same accuracy as the centralized quantum architecture because of the
complexity introduced by additional gates in the quantum circuit. All experiments were
conducted with 1024 shots of the quantum circuit to ensure reliable accuracy. Here, shots
refers to the number of times, p, a circuit is repeated.

III.5.2 Effect of Noise

Quantum computing is susceptible to various types of errors due to environmental interac-
tions and imperfections in quantum gate implementations. Our objective is to evaluate the
performance of distributed kernel-based QML under different noise conditions on Qiskit
and compare it with a classical SVM. We employed three noise models:

No Noise: This model assumes an ideal environment without noise. It serves as a baseline
for evaluating the performance of our protocol in the absence of errors.

Noise Level 1: This model introduces a depolarizing error with an error rate of 0.1% for
single-qubit gates and two-qubit gates. The depolarizing error is a type of quantum error in
which a qubit with a certain probability is replaced by a completely mixed state, losing all of
its original information.

Noise Level 2: This model simulates a more challenging environment with a depolarizing
error rate of 1%.
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Our results reported in Figure III.3 show that increasing noise had a negative impact on
model performance.

Heart Study
kSVM
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Figure III.3: Comparison of accuracy scores across different noise levels. The baseline includes
centralized classical kernel computation and our distributed quantum kernel computation with no
noise. We incrementally introduce noise, using depolarizing error at Level 1 and Level 2, to evaluate

and report the corresponding accuracy loss.

III.5.3 Effect of Shots

Here, we detail the impact of varying the number of shots used in Qiskit to repeat a quantum
circuit on the performance of our proposed algorithm. We used a subset of the Digits dataset
containing 100 samples [216]. The objective was to classify these samples into 10 labels
(0-9) and to evaluate the classification accuracy using linear kernel-based SVM.

We varied the number of shots, specifically using 128, 256, 512, and 1024 shots, to observe
the effect on the classification accuracy. The results, depicted in Figure III.4, indicate
improved performance with an increased number of shots.

III.6 Conclusion

In this study, we introduced a novel kernel-based QML algorithm that operates within a
distributed and secure framework. Using the implicit connection between quantum en-
coding and kernel computation, our method supports the calculation of encoding-induced
and traditional kernels. To that end, we extended the existing body of knowledge by in-
troducing three novel quantum feature maps designed to compute the polynomial, RBF,
and Laplacian kernels, building upon previous studies that primarily focused on linear and
homogeneous polynomial kernels. Furthermore, we have theoretically validated that the
proposed quantum feature maps help to compute the concerned kernels.

Using a hybrid quantum-classical architecture, our approach functions in a distributed
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Figure III.4: Accuracy of linear kernel-based SVM on a subset of the Digits dataset featuring 100
samples and 10 labels, compared against the number of shots run by the simulator.

environment where a central server assists data providers in processing their data collabora-
tively, akin to a centralized model. This setup primarily addresses the case of a semi-honest
scenario—a common consideration in studies involving distributed architectures. We have
demonstrated that our proposed framework upholds security against semi-honest parties
as well as external eavesdroppers.

The application of our architecture to compute the linear kernel for publicly available
datasets using Qiskit’s Aer Simulator validates our distributed framework, yielding accura-
cies comparable to those achieved in centralized classical and quantum frameworks.

In the future, our aim is to adapt our methodology to scenarios that involve actively
malicious entities. Additionally, given the rich potential of kernel theory, further theoretical
and practical exploration of quantum feature maps represents a promising direction for
future research in the field.

Code Availability

Our code is available on GitHub at the following URL:
https://github.com/mdppml/distributed-secure-kernel-based-QML [? ].
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Broader Impact Statement and Ethical Concerns

Our work focuses on computing commonly used kernels in machine learning using quan-
tum computing. As a piece of fundamental research, our contribution is theoretical in
nature and does not, in itself, pose any direct negative societal impacts or ethical concerns.
The methods and datasets involved do not contain sensitive personal data, nor do they
target or adversely affect any vulnerable populations.

While it is acknowledged that kernel-based machine learning methods can, in certain
applications, be associated with issues such as bias amplification or limited interpretability,
especially when applied to non-curated datasets or in safety-critical systems, our work
builds upon established techniques without introducing fundamentally new methods that
would exacerbate these concerns. We recognize that downstream applications of kernel
methods may encounter ethical challenges. However, such considerations are intrinsic to
the broader field rather than a consequence of our specific contribution.

Given the theoretical scope of this work, no further mitigation strategies are necessary.
Nevertheless, we urge practitioners to consider the ethical implications in any concrete
application of these methods.

III.7 Supplementary Material

III.7.1 Correctness of Architecture

In this section, we provide a theoretical proof of correctness for our architecture, demon-
strating that it accurately computes the kernel matrix for given input data. Without loss of
generality, consider an n-qubit system, where Alice’s encoded data is represented by |ψ〉A

and Bob’s data by |ψ〉B . As illustrated in Figure III.1, the Helper initializes the system by
preparing 2n Bell states. The initial state consists of |0〉⊗n

H A, |0〉⊗n
S A , |0〉⊗n

SB , and |0〉⊗n
HB , where

the superscript denotes the qubits in each subsystem, e.g., the i -th qubit of Alice’s data is
represented as |ψ〉i

A.

Let |ψ〉 be written as α |0〉+β |1〉 and |φ〉 as δ |0〉+γ |1〉 in the computational basis. Initially,
the entire system is in the state:

|ψ〉⊗n
A ⊗|0〉⊗n

H A ⊗|0〉⊗n
S A ⊗|0〉⊗n

SB ⊗|0〉⊗n
HB ⊗|φ〉⊗n

B . (III.28)

For simplicity, we track only the i -th qubit of each n-qubit state:

|ψ〉i
A ⊗|0〉i

H A ⊗|0〉i
S A ⊗|0〉i

SB ⊗|0〉i
HB ⊗|φ〉i

B . (III.29)

After applying Hadamard gates to the Helper qubits, the system evolves to the following
state:

|ψ〉i
A ⊗

1
p

2

(
|0〉i

H A +|1〉i
H A

)
⊗|0〉i

S A ⊗|0〉i
SB ⊗

1
p

2

(
|0〉i

HB +|1〉i
HB

)
⊗|φ〉i

B . (III.30)
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Upon applying the Controlled-X gates, the system is entangled, preparing it for quantum
teleportation:

1

2

(
|ψ〉i

A ⊗
(
|00〉i

H A,S A +|11〉i
H A,S A

)
⊗

(
|00〉i

SB ,HB +|11〉i
SB ,HB

)
⊗|φ〉i

B

)
. (III.31)

Next, Alice and Bob perform Controlled-X gates, resulting in the state:

1

2

(
α |000〉i

A,H A,S A +β |110〉i
A,H A,S A +α |011〉i

A,H A,S A +β |101〉i
A,H A,S A

)

⊗
1

2

(
γ |000〉i

SB ,HB ,B +δ |011〉i
SB ,HB ,B +γ |110〉i

SB ,HB ,B +δ |101〉i
SB ,HB ,B

)
.

After applying Hadamard gates, the system evolves to:

1

4

(
α |000〉i

A,H A,S A +α |100〉i
A,H A,S A +β |010〉i

A,H A,S A −β |110〉i
A,H A,S A

+α |011〉i
A,H A,S A +α |111〉i

A,H A,S A +β |001〉i
A,H A,S A −β |101〉i

A,H A,S A

)

⊗
1

4

(
γ |000〉i

SB ,HB ,B +γ |001〉i
SB ,HB ,B −δ |011〉i

SB ,HB ,B +δ |010〉i
SB ,HB ,B

+γ |110〉i
SB ,HB ,B +γ |111〉i

SB ,HB ,B −δ |101〉i
SB ,HB ,B +δ |100〉i

SB ,HB ,B

)
.

Once the classical bits are communicated to the server, the server applies the appropriate
X and Z gates, resulting in the system state:

|0〉a (α |0〉S A +β |1〉S A)⊗ (γ |0〉SB +δ |1〉SB ). (III.32)

After applying a Hadamard gate, the server obtains:

1
p

2
(|0〉a +|1〉a)(|ψ〉S A)⊗ (|φ〉SB ). (III.33)

The final step involves applying Fredkin gates, with the ancilla qubit as the control:

1
p

2

(
|0ψφ〉a,S A,SB +|1φψ〉a,S A,SB

)
. (III.34)

Upon applying a Hadamard gate to the ancilla qubit, we obtain:

1

2

(
|0〉a ⊗ (|ψφ〉S A,SB +|φψ〉S A,SB )+|1〉a ⊗ (|ψφ〉S A,SB −|φψ〉S A,SB )

)
. (III.35)

Measuring the ancilla qubit along the computational basis yields:

Pr (0)a =
1

4

(
〈ψ| 〈φ|+〈φ| 〈ψ|

)(
|ψ〉 |φ〉+ |φ〉 |ψ〉

)
=

1

2
+

1

2
∥〈ψ〉φ∥2, (III.36)

where, P (0)a is the probability that the anscilla qubit is in the |0〉 state. Rearranging, this
then determines the inner product of |ψ〉 and |φ〉.

∥〈ψ〉φ∥ =
√

2Pr (0)a −1, (III.37)
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III.7.2 Error Analysis and Measurement Complexity

Shot Complexity for Inner Product Estimation

In this section, we derive the relationship between the number of measurement shots, M ,
and the additive error ϵ in estimating the inner product of quantum states.

As discussed earlier in (III.37), the probability of obtaining the outcome |0〉 in the inner
product measurement is

p =
1+∥〈ψ|φ〉∥2

2
.

For each shot, we define the Bernoulli random variable Xi by

Xi =
{

1, if the outcome is |0〉,
0, if the outcome is |1〉.

(III.38)

We know E[Xi ] = p and Var(Xi ) = p(1−p). After M independent shots, the sample mean
is X̄ =

∑M
i=1 Xi /M , with E[X̄ ] = p and Var(X̄ ) = (p(1−p)/M). Labeling (1+∥〈ψ|φ〉∥)2/2 = l ,

an estimator for l is l̂ = 2X̄ −1. Its variance is Var(l̂ ) = 4 Var(X̄ ) = (4p(1−p))/M), and the
standard deviation is

σĉ = 2

√
p(1−p)

M
.

The standard deviation attains its maximum at p = 1/2. In that case, p(1−p) = 1/4, and
hence σĉ ≤ 1/

p
M . To achieve an additive error ϵ in estimating l , we thus require 1/

p
M ≤ ϵ,

which implies

M =O

(
1

ϵ2

)
.

Determining Number of Qubits for the RBF Kernel

In this section, we derive the relationship between the number of qubits required, given
by ⌈log2(2D)⌉, and the additive error ϵ in approximating the RBF kernel. We consider the
quantum feature map corresponding to the RBF kernel defined in (III.16).

x ∈R
d 7→ψ(x) =

1
p

D

D∑

j=1

(
cos(w T

j x) |2 j −2〉+ sin(w T
j x) |2 j −1〉

)
.

Here, w j are drawn independently from the multivariate normal distribution N (0,σ−2I ).
The associated kernel approximation is then given by

K̂ (x, y) = 〈ψ(x),ψ(y)〉 =
1

D

D∑

j=1

cos
(
w T

j (x − y)
)

.

As shown in (III.21), the expectation of this approximation is

E
[
K̂ (x, y)

]
= exp

(
−

1

2σ2
∥x − y∥2

)
= KRBF(x, y).
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Define for each j = 1, . . . ,D, the random variables X j = cos
(
w T

j
(x − y)

)
. Then, the kernel

approximation can be written as K̂ (x, y) =
∑D

j=1 X j /D. Next, we compute the variance of

each X j . Let Z j = w T
j

(x−y). Because w j ∼N (0,σ−2I ), it follows that Z j ∼N
(
0,∥x − y∥2/σ2

)
.

Standard results for the cosine of a Gaussian random variable yield

E[cos(Z j )] = exp

(
−
∥x − y∥2

2σ2

)
, E[cos2(Z j )] =

1

2

(
1+exp

(
−
∥x − y∥2

σ2

))
.

Thus, the variance of X j is

v := Var(X j ) = E[cos2(Z j )]−
(
E[cos(Z j )]

)2 =
1

2

[
1−exp

(
−
∥x − y∥2

σ2

)]
.

Since the X j are i.i.d., the variance of the average K̂ (x, y) is Var
(
K̂ (x, y)

)
= v/D.

We then define the centered random variables Y j := X j −E[X j ]. Each Y j then has zero
mean and variance v . Since cos(·) is bounded in [−1,1], it follows that |X j | ≤ 1 and |X j −
E[X j ]| = |Y j | ≤ 2,. We then apply Bernstein’s inequality [217] to the sum

∑D
j=1 Y j , whose

summands are bounded by M (here M = 2), and whose total variance is σ2 = vD . We have
for any t > 0,

Pr

(∣∣∣∣∣
D∑

j=1

Y j

∣∣∣∣∣≥ t

)
≤ 2exp

(
−

t 2

2vD + 2
3 M t

)
.

Setting t = Dϵ, we see

Pr
(∣∣K̂ (x, y)−E[K̂ (x, y)]

∣∣≥ ϵ
)
≤ 2exp

(
−

Dϵ2

2v + 4
3ϵ

)
.

For sufficiently small ϵ (i.e. when the term 4
3ϵ is negligible relative to 2v), this simplifies to

Pr
(∣∣K̂ (x, y)−KRBF(x, y)

∣∣≥ ϵ
)
≤ 2exp

(
−

Dϵ2

2v

)
.

To ensure that the additive error is bounded by ϵ with probability at least 1−δ, we require

2exp

(
−

Dϵ2

2v

)
≤ δ.

Taking natural logarithms and rearranging, we obtain

D ≥
2v

ϵ2
ln

(
2

δ

)
.

Thus, to guarantee an additive error of at most ϵ with confidence 1−δ, the number of
random features must satisfy

D =O

( v

ϵ2

)
.
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For large ∥x − y∥2/σ2, we have v = 1/2, and for small ∥x − y∥2/σ2, we can approximate the
exponential term in v with the first order of the Taylor expansion. Hence

D =





O

(
1
ϵ2

)
, for large ∥x − y∥2/σ2,

O

(
∥x−y∥2

σ2ϵ2

)
, for small ∥x − y∥2/σ2.

(III.39)

It is important to note that the constant v depends on the ratio ∥x−y∥2/σ2. For a fixed pair
(x, y), increasing σ results in a smaller v . Consequently, for larger σ (i.e., for a wider kernel),
a smaller number of random features D is required to achieve a given error tolerance ϵ.
Conversely, for smaller σ (i.e., for a narrower kernel), the ratio ∥x− y∥2/σ2 increases, leading
to a larger v and thus a larger D is necessary. This can be seen in Figure III.5(a).

Moreover, when σ becomes very small (for example, when σ< 0.5) or when ∥x−y∥2 is very
large (i.e., x, y ∈R

d , and d is very large), the exponential term in v rapidly approaches zero,
and v asymptotically approaches its maximum value of 1/2. In this regime, the relationship
between D and ϵ becomes independent of σ. Consequently, the error curves will converge
as we observe in Figure III.5(c).

Determining Number of Qubits for the Laplacian Kernel

In this section, we derive the relationship between the number of qubits required, given
by ⌈log2(2D)⌉, and the additive error ϵ in approximating the Laplacian kernel. We consider
the quantum feature map corresponding to the Laplacian kernel defined in (III.22) as

x ∈R
d 7→ψ(x) =

1
p

D

D∑

j=1

(
cos

(
w T

j x +α j

)
|2 j −2〉+ sin

(
w T

j x +α j

)
|2 j −1〉

)
,

where w j are drawn independently from the Cauchy distribution C (0,α−1I ) and the phase
shifts α j are independent samples from the uniform distribution U (0,2π). The associated
kernel approximation is then given by

K̂ (x, y) = 〈ψ(x),ψ(y)〉 =
1

D

D∑

j=1

cos
(
w T

j (x − y)
)

.

As shown in (III.27), the expectation of this approximation is

E
[
K̂ (x, y)

]
= exp

(
−
∥x − y∥1

α

)
= KL(x, y).

As before, define for each j = 1, . . . ,D, X j = cos
(
w T

j
(x − y)

)
. Then, the kernel approxima-

tion can be written as K̂ (x, y) =
∑D

j=1 X j /D. Next, we compute the variance of each X j . Let

Z j = w T
j

(x − y). Since w j is drawn from C (0,α−1I ) and Cauchy distributions remain closed
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under linear transformations, we have

Z j ∼C
(
0,γ

)
, γ=

∥x − y∥1

α
.

The characteristic function of a Cauchy random variable Z j ∼C (0,γ) is given by φZ j
(t) =

exp
(
−γ|t |

)
. Thus, setting t = 1 we obtain

E[cos(Z j )] = exp(−γ) = exp

(
−
∥x − y∥1

α

)
.

Moreover, using the trigonometric identity cos2(Z j ) = (1+cos(2Z j ))/2, we have

E[cos2(Z j )] =
1+exp(−2γ)

2
=

1+exp
(
−2∥x−y∥1

α

)

2
.

Thus, the variance of X j is

v := Var(X j ) = E[cos2(Z j )]−
(
E[cos(Z j )]

)2 =
1−exp

(
−2∥x−y∥1

α

)

2
.

Now, following the same procedure as in III.7.2 by defining Y j = X j −E[X j ] and applying

Bernstein’s inequality on
∑D

j=1 Y j , we find that

D =





O

(
1
ϵ2

)
, for large ∥x − y∥1/α,

O

(
∥x−y∥1

αϵ2

)
, for small ∥x − y∥1/α.

(III.40)

It is important to note that the constant v depends on the ratio ∥x− y∥1/α. For a fixed pair
(x, y), increasing α results in a small v . Consequently, for larger α (i.e., for a wider Laplacian
kernel), the required D to achieve a given error tolerance ϵ is smaller. Conversely, for a
smaller α (i.e., for a narrower kernel), v increases. Thus a larger D is necessary. This can be
seen in Figure III.5(b). Similar to before, when α becomes very small (for example, when
α< 1) or when ∥x− y∥1 is very large (i.e., x, y ∈R

d , and d is very large), the exponential term
steadily approaches zero, and v asymptotically approaches its maximum value of 1/2. In
this regime, the relationship between D and ϵ becomes independent of α as we observe in
Figure III.5(d).

Classical Simulation of Kernel Approximation Error

In this section, we describe experiments run on a classical computer to validate the
theoretical claims made in Sections III.7.2 and III.7.2. Our goal is to assess the quality of
the kernel approximations obtained via our feature maps for both the RBF and Laplacian
kernels. To quantify the approximation quality, we compute the relative Frobenius norm
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kernel experiments, the observed decay rate aligns with the theoretical O (1/
p

D) behavior
predicted earlier. These findings, albeit using classical resources provide strong evidence
that the proposed feature maps produce reliable approximations to exact kernel matrices.
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IV Accelerating Targeted Hard-Label Adversarial Attacks in
Low-Query Black-Box Settings

Arjhun Swaminathan Mete Akgün

Abstract

Deep neural networks for image classification remain vulnerable to adversarial examples — small,
imperceptible perturbations that induce misclassifications. In black-box settings, where only the final
prediction is accessible, crafting targeted attacks that aim to misclassify into a specific target class
is particularly challenging due to narrow decision regions. Current state-of-the-art methods often
exploit the geometric properties of the decision boundary separating a source image and a target image
rather than incorporating information from the images themselves. In contrast, we propose Targeted
Edge-informed Attack (TEA), a novel attack that utilizes edge information from the target image to
carefully perturb it, thereby producing an adversarial image that is closer to the source image while
still achieving the desired target classification. Our approach consistently outperforms current state-
of-the-art methods across different models in low query settings (nearly 70% fewer queries are used),
a scenario especially relevant in real-world applications with limited queries and black-box access.
Furthermore, by efficiently generating a suitable adversarial example, TEA provides an improved target
initialization for established geometry-based attacks.

IV.1 Introduction

Deep neural networks have achieved remarkable performance in image classification tasks,
powering applications from autonomous systems [218, 219] to medical diagnostics [220,
221]. However, they have repeatedly been shown to be vulnerable to adversarial examples
[22, 222]. These are small, often imperceptible perturbations to a correctly classified image
that cause a misclassification. Although many of these attacks assume white-box access to a
model’s internals, hard-label (decision-based) attacks offer a more challenging yet practical
setting where only the top-1 predicted label is observed. This limited-feedback scenario
commonly arises in commercial APIs [223]. In this realm, targeted attacks, which push the
model’s prediction to a specific target class, are inherently more difficult since the decision
regions corresponding to the specific target classes are usually narrower and more isolated.

In black-box settings, targeted hard-label attacks have become an active area of research,
with several techniques proposed in the literature [224, 225, 226, 227, 228], with state-of-the-
art methods relying on the geometry of the decision boundary separating the source image
from the target class. Geometry-informed attacks traverse in a lower-dimensional space
and fall into two categories: Boundary Tracing Attacks and Gradient Estimation Attacks.
Boundary Tracing Attacks ([63, 229, 26, 230]) perform walks along the decision boundary
while Gradient Estimation Attacks ([67, 231, 232, 233, 24, 234, 235]) perform the same walks
but using information about the approximate tangent/normal to the decision boundary in
a local neighborhood to their adversarial image. Although powerful for local refinement,
both approaches tend to burn through queries when the source image lies far from a given
adversarial image in a target class, wasting many queries before reaching a narrow region
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where local geometry can more effectively be leveraged.

Further, in practice, many real-world scenarios such as commercial pay-per-query APIs,
impose severe constraints on the number of queries that can be made to a target model
in a specified time. Often practical query limits may be on the order of a few hundred to
fewer than a few thousand queries. Under these conditions, the limited feedback available
makes it difficult to effectively use information about the local decision boundary geometry
in the early stages of an attack. When the decision space is still wide, movement along
restricted lower dimensional spaces leads to limited incremental progress, and gradient
estimation methods often use queries in estimating local gradients by sampling predictions
in a local neighborhood instead of moving. This raises a pressing need to develop methods
that are efficient in the low-query regime. In a high query setting, this would also lead us to
a good starting point to employ the geometry-informed methods since we arrive at a good
adversarial point quickly and can use the geometry-informed information more effectively.
To this end, we propose Targeted Edge-Informed Attack (TEA), a novel targeted adversarial
attack designed for hard-label black-box scenarios within a restricted query budget. Rather
than depending on the local properties of the decision boundary, TEA leverages the intrinsic
features of the target image itself - specifically, the edge information obtained using Sobel
filters [236] help identify prominent structural features in the target image. Edges encode
high-magnitude spatial gradients that delineate object boundaries [236]. Research has
shown that early layers fire on oriented edge filters [237, 238], and that shape/edge cues
remain predictive even when textures are suppressed [239]. The core idea is to preserve
these low-level features, while applying perturbations to the non-edge regions of an image,
allowing us to stay in the target class while pushing the adversarial image towards the source
image. When our progress plateaus, evidenced by a series of consecutive queries that fail
to achieve further reduction in distance while maintaining target class prediction, one
can switch to current state-of-the-art geometry-informed methods for a local refinement
procedure. Hence we make the following contributions:

TEA: We introduce an edge-informed perturbation strategy, enabling rapid progress
toward the source image in the early stages of an adversarial attack when limited queries
are available. TEA involves a two-step process: First, a global edge-informed search is
performed, and then, edge-informed updates are applied to small patches using Gaussian
weights.

Empirical validation under strict query budgets: We perform extensive evaluations on
the ImageNet validation dataset [240] across four architectures (ResNet-50 [221], ResNet-101
[221], VGG16 [241], and ViT [242]) and an adversarially trained architecture (ResNet-50
[243]). Our attack consistently outperforms existing state-of-the-art hard-label methods,
including HSJA, Adaptive History-driven Attack (AHA) [25], CGBA, and CGBA-H, under
realistic query budgets (fewer than 1000 queries). To achieve a 60% reduction in distance
from a target image to a source image, TEA required on average 251 queries across the four
models - 70% fewer than AHA (the second fastest), which required 845 queries.

The rest of this paper is structured as follows. Section IV.2 reviews related work on targeted
hard-label adversarial attacks. Section IV.3 describes our methodology, while Section IV.4
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presents experimental results. Finally, Section IV.5 outlines directions for future research.

IV.2 Related Work

Early work in the realm of targeted hard-label adversarial attacks consisted of seminal work:
Boundary Attack (BA) [63], which proposed a method of traversing the decision boundary
that separates an adversarial image from a source image. Building on this framework,
BiasedBA [229] incorporated directional priors, such as perceptual and low-frequency
biases, to restrict the search to more promising regions. BA with Output Diversification
Strategy (BAODS) [234] integrates diverse gradient-like signals into the exploration process
of BA, thereby strengthening the original method.

Following these foundational methods, Hybrid Attack (HA) [230] employed a combination
of heuristic search strategies to balance global exploration and local refinement. Advancing
toward more gradient-centric techniques, qFool [232] leverages the local flatness of decision
boundaries to streamline the attack process. Meanwhile, HopSkipJumpAttack (HSJA) [67]
locally approximates the normal to the decision boundary to “jump off” from it before
progressing toward the source image. Complementarily, Tangent Attack exploits locally
estimated tangents of the decision surface to steer the adversarial perturbation toward
the source image. Addressing the challenges posed by high-dimensional input spaces,
Query Efficient Boundary Attack (QEBA) [231] projects gradient estimation into lower-
dimensional subspaces, such as the frequency domain, thus significantly reducing the
number of required queries.

Incorporating historical query information, Adaptive History-driven Attack (AHA) [25]
adapts its search trajectory based on previous successes and failures, while Decision-based
query Efficient Adversarial Attack based on boundary Learning (DEAL) [67] employs an
evolutionary strategy that concentrates queries on promising regions of the input space.
SurFree [26] demonstrated that using 2D planes and semicircular trajectories toward the
source image was an effective strategy. This was based on the fact that under the assumption
of a flat decision boundary, the point on the boundary that is closest to the source image is
precisely where the semicircular trajectory intersects it. Building on this idea, Curvature-
Aware Geometric black-box Attack (CGBA) and its variant that is more suited for targeted
attacks - CGBA-H [24], use normal estimation at the decision boundary to select the traversal
plane. To the best of our knowledge, CGBA-H serves as the current state of the art in decision-
based targeted adversarial attacks.

IV.3 Methods

In this section, we formalize the hard-label attack setting and detail our attack, which
drastically reduces early query cost, especially when the target image is far from the source
image, and exists in a wider decision space. Once the adversarial image achieves a good
distance and reaches a narrow decision space, one can use the image as an initialization
and continue refining with existing geometric-based methods.
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Problem Statement. We consider a hard-label image classifier modeled by

f : [0,1]C×H×W →R
K , (IV.1)

where C denotes the number of color channels, H and W are the image height and width,
and the classifier distinguishes among K classes. For any query image x, we do not observe
its continuous output (e.g., logits or probabilities) but only the predicted label index

ŷ(x) = arg max
1≤k≤K

[ f (x)]k . (IV.2)

Let xs be a source image correctly classified as ys . In a targeted attack, we start with a
target image xt (correctly classified as yt ). Our goal is to find an adversarial image xadv that
is as close as possible to xs (in the ℓ2 norm) while maintaining the target classification, i.e.,

xadv = argmin
x

∥x − xs∥2, subject to ŷ(x) = yt . (IV.3)

We propose a two-part procedure for perturbing the target image xt to get closer to xs

while maintaining adversarial requirements. First, a global edge-informed search coarsely
aligns major image regions. Second, a patch-based edge-informed search further perturbs
local regions in our adversarial image. Note that neither step leverages local decision
boundary geometry or gradient estimation, which are typically beneficial only when the
adversarial image lies near a narrow decision space and when movements towards the
source image are unlikely to maintain classification. This approach avoids burning queries
in a wider decision space.

IV.3.1 Global Edge-Informed Search

The global perturbation step aims to coarsely align xt towards xs by modifying predomi-
nantly smooth, non-edge areas, thereby preserving crucial edge structures that help main-
tain target classification.

Soft Edge Mask. To this end, we detect edges in xt using the Sobel operator [236], as
depicted in Figure IV.1. A subsequent blurring operation yields a soft edge mask Medge,
where Medge(i , j ) ∈ [0,1] has values close to 1 at edge locations and gradually transitions to
0 in smoother regions. We describe this in Box IV.1.

Global Interpolation. Starting from x0 = xt , we perform iterative updates

xk+1 ← xk +α(xs −xk )⊙
(
I −Medge

)
, (IV.4)

where ⊙ denotes the element-wise (Hadamard) product. The scaling factor α is optimized
via a momentum based search. Masking out the edge regions in this update ensures that the
interpolation primarily affects smooth areas, thus preserving the overall structure necessary
for target classification. The complete procedure is summarized in Box IV.2. Once the
improvements begin to stagnate, we transition to a local, patch-based refinement.
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Box IV.1 Soft Edge Mask

Input: Image x, edge thresholds {Tℓ,Th}, Gaussian blur kernel size b, intensity factor
γ, small constant ϵ.
Output: Soft edge mask Medge.

1. xgray ← GrayScale(x).

2. (sx , sy ) ← (Sobel(xgray,0), Sobel(xgray,1)).

3. G ← (s2
x + s2

y )1/2.

4. G ← 255 ·
(
G/(maxi , j (G)+ϵ)

)
.

5. edge_mask(i , j ) ←
{

255, if Tℓ ≤G(i , j ) ≤ Th ,

0, otherwise.

6. blurred ← GaussianBlur(edge_mask,(b,b)).

7. norm ← Normalize(blurred).

8. Medge ← γ ·norm.

Return: Medge.

IV.3.2 Patch-Based Edge-Informed Search

After the global interpolation, some subregions of the image may still display significant
discrepancies from xs . In the patch-based refinement, we then partition the image into
randomly selected patches of random sizes

P ⊆ {1, . . . , H }× {1, . . . ,W }, (IV.5)

and for each patch, construct a local soft edge mask MP by restricting Medge to P . Next,
starting from our adversarial image xk , we apply a local interpolation

x̃(β) = xk +β(xs −xk )⊙G ⊙ (I −MP ), (IV.6)

and search for the largest β such that the classifier still predicts the target label, ŷ(x̃(β)) = yt .
Here, G is a Gaussian weighting function over the patch that smoothly downweights updates
near patch borders, helping to avoid artificial edges introduced by patch boundaries. We
repeat this for different patches until a termination criterion is met (e.g., 25 consecutive
iterations with no further improvement). The corresponding illustration is depicted in
Figure IV.1 and the relevant pseudocode is provided in Box IV.3.

Figure IV.2 offers a visual overview of TEA. The figure depicts the adversarial image
throughout our method, and displays a hotspot of individual pixel differences from the
source image.
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Box IV.2 Global Edge-Informed Search

Input: Source image xs , target image xt , soft edge mask Medge, tolerance τ, maximum
queries qcmax, initial step factor η, momentum µ.
Output: Adversarial image xadv such that ŷ(xadv) = yt .

1. Initialize xcurrent ← xt , v ← 0, and d ← xs −xt .

2. Set step size s ←∥d∥2 ·η, and initialize query count qc ← 0.

3. while qc < qcmax and ∥s∥ ≥ τ:

(a) v ←µ · v + (1−µ) ·d .

(b) xnext ← xcurrent + s · (v ⊙ (I −Medge)).

(c) qc ← qc +1.

(d) if ŷ(xnext) = yt :

i. xcurrent ← xnext.

ii. s ← 1.1 · s.

(e) else:

i. break.

Return: xcurrent.

Figure IV.1: Overview of Patch-Based Edge-Informed Search. Edge information from the target
image, obtained via the Sobel operator, is first blurred to generate a soft edge mask. A square patch

is then selected and a Gaussian weighting function is applied. In the bottom right panel, the
intensity of the modification is illustrated: dark red regions remain largely unchanged, while light

green regions receive a more pronounced update. The lack of changes near the patch borders helps
prevent the introduction of artificial edges.
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Box IV.3 Patch-Based Edge-Informed Search

Input: Source image xs , current adversarial image xadv, soft edge mask Medge (from
create_soft_edge_mask), minimum patch size pmin, maximum patch size pmax,
step factor η, momentum µ, maximum calls Nmax.
Output: Refined adversarial image xadv.

1. nbreak ← 0.

2. while nbreak < 25:

(a) D ← AvgPool(|xs −xadv|).

(b) Select high-difference indices from D and choose a random center (ic , jc ).

(c) p ← randInt(pmin, pmax); P ← {(i , j ) | |i − ic | ≤ ⌊p/2⌋, | j − jc | ≤ ⌊p/2⌋}.

(d) MP (i , j ) ←
{

1, (i , j ) ∈P ,

0, otherwise.

(e) xpatch ← Patch(xadv,P ).

(f) mpatch ← 0, dbase ←∥xs −xadv∥2.

(g) for iteration = 1 to Nmax:

i. dlocal ← Patch(xs ,P )−xpatch.

ii. mpatch ←µ ·mpatch + (1−µ) ·dlocal.

iii. spatch ← η · ∥xs −xadv∥2.

iv. G ← GaussianWeight((ic , jc ),σ= p/3).

v. ∆x ← spatch ·mpatch ⊙
(
G ⊙

(
1− (Medge ⊙MP )

))
.

vi. x+
patch ← xpatch +∆x.

vii. xtemp ← xadv −xadv ⊙MP +x+
patch ⊙MP .

viii. dnew ←∥xs −xtemp∥2.

ix. if dnew ≥ 0.999 ·dbase:

A. break.

x. if ŷ(xtemp) = yt :

A. xpatch ← x+
patch.

B. xadv ← Replace(xadv,P , xpatch).

C. dbase ← dnew.

D. nbreak ← 0.

xi. else:

A. nbreak ← nbreak +1.

B. break.

Return: xadv.
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Figure IV.2: Visualization of TEA on a source–target image pair. The target image (initially classified
as Bee-eater) is perturbed to resemble the source image (classified as Spoonbill), while preserving its
original Bee-eater label. Global Edge-Informed Search efficiently applies edge-aware perturbations

using only 15 queries to achieve a ≈20% reduction in distance to the source. Patch-Based
Edge-Informed Search introduces localized, edge-aware modifications to small image regions, as
seen in the hotspot of changes. Further refinement utilizing CGBA-H is illustrated in the narrow

decision space.

IV.4 Results

In this section, we present our empirical evaluation benchmarking TEA against existing
targeted hard-label attacks. In what follows, we describe our experimental setup and metrics,
then detail the performance of each method under a range of query budgets. Our findings
indicate that TEA achieves efficient distance reduction to the source image, particularly
in the early query regime, before switching to the current state-of-the-art geometry-based
attack CGBA-H for further refinement in a narrow decision space.

IV.4.1 Setup and Metrics

Computational Resources. The experiments were executed on a High-performance com-
puting (HPC) Cluster. Each node on the cluster consisted of four NVIDIA GeForce GTX 1080
Ti GPUs (one GPU was allocated per source-target pair for a given attack).

Dataset and Image Pairs. We randomly sample 1000 source-target image pairs from the
ImageNet ILSVRC2012 validation set, ensuring each pair contains images from distinct
classes. All images are resized to 3×224×224. Each pair (xs , xt ) contains a source image xs ,
correctly classified under its label, and a target image xt , also correctly classified under a
different label. The goal is to modify xt to approach xs under the ℓ2 norm while keeping the
prediction unchanged.

Target Models. We evaluate our approach on four well-known classifiers: ResNet50 and
ResNet101 (CNNs of varying depth), VGG16 (a CNN composed of repeated convolutional
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blocks), and ViT (a vision transformer that processes images as sequences of patches). These
models represent a diverse set of architectures.

Compared Methods. We compare our method to four targeted hard-label attacks: HSJA,
AHA, CGBA, and CGBA-H.For each method, the ℓ2 distance to the source image is recorded
after each set of queries, and along with the classification label of the perturbed target
image.

Evaluation Metrics. Performance is quantified using three metrics. First, we compute
the ℓ2 distance from xs to the adversarial example generated for each of the 1000 image
pairs as queries progress. Second, the attack success rate (ASR) is defined as the fraction
of image pairs for which an α% reduction in ℓ2 distance between adversarial image and
source image is achieved as compared to the target image and source image. Third, we
also measure the performance of each method when there is a set fixed low-query budget
by measuring the ASRs for all α when each method has used up 500 queries. Finally, we
integrate the ℓ2 distance versus queries curve to obtain the area under the curve (AUC),
which provides an aggregated measure of how rapidly the distance is reduced.

Implementation Details. Our implementation employs a two-stage process. In the
first stage, we perform our proposed methodology TEA, where edge-aware distortions
are applied to the target image while preserving its target classification, allowing a rapid
reduction in distance to the source image. In the second stage, once the perturbations
have brought the image into a narrow decision space, the method switches to CGBA-H for
further refinement (denoted as TEA∗ throughout the study). The last query performed with
TEA is referred to as the turning point throughout the study. We switch to CGBA-H since it
consistently performs better than other methods in a high query setting across different
architectures.

Query
ResNet50

Query
ResNet101

HSJA CGBA CGBA-H AHA TEA HSJA CGBA CGBA-H AHA TEA

100 92.797 88.857 83.104 80.438 75.2155 100 90.962 85.623 81.376 82.574 74.5036
200 88.715 87.165 79.348 75.344 62.0338 200 88.194 84.246 74.738 77.869 61.3794
300 88.604 86.236 74.168 71.054 55.5589 300 87.954 83.750 71.874 70.676 54.9321
400 88.199 85.579 71.479 67.091 51.9530 400 87.356 82.483 68.803 67.051 51.3780
500 87.724 84.897 68.671 64.172 49.8352 500 87.222 81.543 66.169 63.717 49.3863
602 87.203 83.937 66.774 61.168 45.6000 592 87.133 80.339 64.528 61.134 45.1390

Query
VGG16

Query
ViT

HSJA CGBA CGBA-H AHA TEA HSJA CGBA CGBA-H AHA TEA

100 93.966 92.154 85.805 84.770 77.2608 100 80.454 76.885 73.074 68.863 67.5654
200 89.884 90.899 81.599 78.445 63.6530 200 79.981 74.702 69.511 65.501 56.1255
300 89.665 90.516 74.359 73.174 56.9954 300 79.606 74.139 63.655 63.951 50.8059
400 88.943 89.880 70.559 68.538 53.4018 400 79.599 72.839 61.300 59.857 47.8666
500 88.919 89.563 67.745 65.569 51.3763 500 78.761 71.291 58.598 56.572 46.2528
588 88.389 88.362 66.578 62.126 47.4840 554 78.626 69.954 57.710 54.494 43.4220

Table IV.1: Median ℓ2 distances computed until the turning point across different architectures.
Lower ℓ2 values denote faster adversarial example generation.
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Query ℓ2 ASR@50% ASR@75%

TEA Half Inv TEA Half Inv TEA Half Inv

ResNet-50

100 75.1377 87.3465 87.5367 44.0 23.6 22.8 2.0 0.2 1.3

200 61.8307 73.1697 73.3559 70.5 49.7 45.2 6.5 0.7 2.6

300 55.3574 65.0474 66.5448 81.8 67.8 61.8 10.7 3.3 4.4

400 51.8838 60.0257 63.2027 86.0 77.6 69.0 15.6 5.9 6.1

500 49.8877 56.8181 61.6506 87.5 81.8 71.3 19.2 9.5 6.9

ResNet-101

100 74.4637 86.1526 86.8610 44.4 24.1 23.2 2.8 0.3 1.0

200 61.3517 71.7322 72.6071 72.4 53.3 47.3 6.9 0.9 3.1

300 54.9709 63.5007 65.8087 83.9 69.7 62.0 11.8 3.2 4.7

400 51.3084 58.5084 62.4517 87.5 77.6 69.0 17.1 6.7 6.0

500 49.3153 55.3806 60.8018 89.6 82.6 72.2 19.7 9.5 6.5

VGG16

100 77.4206 90.7514 89.8802 38.1 17.6 20.8 2.0 0.3 0.8

200 63.7679 75.3909 75.5661 66.3 45.0 40.8 5.8 0.7 2.3

300 57.0986 66.5727 68.5222 78.7 64.8 56.9 10.8 2.9 3.9

400 53.4352 61.0717 65.1434 83.3 74.9 62.9 16.8 7.4 5.0

500 51.4759 57.5518 63.4061 84.7 79.2 66.6 19.5 11.4 6.8

ViT

100 67.4874 76.4322 77.6473 57.8 43.4 40.4 5.2 0.9 2.8

200 56.2801 63.8529 66.0835 80.0 69.8 60.8 11.8 3.6 6.7

300 50.8057 57.2091 60.8559 88.1 82.8 71.0 17.5 7.7 9.7

400 47.9956 53.3073 58.3993 90.6 88.1 74.5 22.9 12.7 12.1

500 46.3913 51.0218 57.2895 92.1 90.6 76.0 26.1 16.2 13.0

Table IV.3: Edge ablation in the low-query regime. Per architecture and budget we report median ℓ2

(lower is better), ASR at 50%, and ASR at 75% (higher is better).

117



Budget ResNet50 ResNet101 VGG16 ViT

50 88.1415 ± 0.0254 87.0992 ± 0.0637 90.6675 ± 0.0553 78.7152 ± 0.0277
100 75.2155 ± 0.2338 74.5036 ± 0.0676 77.2608 ± 0.1085 67.5654 ± 0.0652
150 67.3196 ± 0.2301 66.6368 ± 0.1022 69.1007 ± 0.1479 60.6342 ± 0.1187
200 62.0338 ± 0.2607 61.3794 ± 0.1318 63.6530 ± 0.1896 56.1255 ± 0.0829
250 58.2941 ± 0.2458 57.6515 ± 0.1356 59.7896 ± 0.2565 53.0414 ± 0.0537
300 55.5589 ± 0.1995 54.9321 ± 0.1397 56.9954 ± 0.2654 50.8059 ± 0.0627
400 51.9530 ± 0.1907 51.3780 ± 0.1564 53.4018 ± 0.2513 47.8666 ± 0.0654
500 49.8352 ± 0.1522 49.3863 ± 0.1306 51.3763 ± 0.2361 46.2528 ± 0.0899

Table IV.4: Randomness analysis across five runs: ℓ2 (mean ± std).

Query
ResNet50

Query
ResNet101

AHA CGBA CGBA-H TEA AHA CGBA CGBA-H TEA

50 52.812610 56.892204 56.892204 53.891792 50 52.325765 55.829930 55.830184 52.836270
100 49.792591 52.638543 52.610928 44.656296 100 49.256166 51.690833 52.297024 43.908848
150 47.580821 48.751302 48.900604 40.200085 150 47.165379 47.665892 48.747030 39.356266
200 45.816245 47.670539 47.708520 37.588080 200 45.418667 46.499661 48.731472 36.744068
250 44.242092 47.291906 47.416906 35.637354 250 43.904684 45.875023 48.286582 34.803333
300 42.705044 45.310037 45.394565 34.083014 300 43.015997 43.947135 46.251110 33.364790
350 41.704023 45.917060 46.053402 32.915845 350 42.285534 45.637712 48.112825 32.363468
400 40.606535 43.876574 44.083020 31.711626 400 41.279571 43.208419 47.001603 31.200894

Query
VGG16

Query
ViT

AHA CGBA CGBA-H TEA AHA CGBA CGBA-H TEA

50 53.742676 57.595045 57.595044 54.653168 50 49.717520 61.999604 61.999605 51.518260
100 50.687319 53.132007 53.124912 45.101308 100 46.560914 56.845693 56.760291 42.468795
150 48.452131 48.769476 48.688020 40.641963 150 44.133746 51.938031 51.849316 37.765469
200 46.376375 47.648656 47.548296 37.729822 200 42.135314 52.195369 52.190025 34.882641
250 44.719990 46.665404 46.692002 35.775914 250 40.692779 50.410471 50.458582 32.847132
300 43.824315 44.433300 44.557708 34.574623 300 39.469095 47.456320 47.224463 31.225525
350 42.589694 45.370771 45.405220 33.251792 350 38.537397 49.233241 49.101166 30.127403
400 41.597263 43.446274 43.461510 32.151386 400 37.460420 47.532119 47.482755 29.117229

Table IV.5: Median ℓ2 distances at 128×128.
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Query
ResNet50

Query
ResNet101

AHA CGBA CGBA-H TEA AHA CGBA CGBA-H TEA

50 28.562640 31.263057 31.263184 29.709433 50 28.527201 31.240249 31.240327 29.828940
100 26.583674 28.666067 28.734703 25.884418 100 26.545651 28.491136 28.543173 26.137666
150 25.094041 26.041276 26.107465 23.768843 150 25.101155 25.824065 25.971276 23.934921
200 23.449901 24.898503 25.231694 21.971898 200 23.850520 24.798062 25.058821 22.132178
250 22.191710 24.117243 24.478960 20.671545 250 22.805084 23.948980 24.090509 20.863024

Query
VGG16

Query
ViT

AHA CGBA CGBA-H TEA AHA CGBA CGBA-H TEA

50 28.318550 30.844857 30.837613 29.530338 50 30.081730 32.758422 32.758422 31.046581
100 26.390916 28.302722 28.346767 25.606639 100 27.818672 29.806229 29.807765 27.077744
150 24.731502 25.578313 25.651390 23.405260 150 26.072833 26.316862 26.340219 24.609781
200 23.409042 24.719593 24.810609 21.847981 200 24.510567 24.761248 24.786895 22.262164
250 22.453166 23.539063 23.687779 20.527478 250 23.248782 23.717796 23.829428 20.461638

Table IV.6: Median ℓ2 distances at 64×64.

distorts a larger fraction of the target image and thus contributes more to the overall ℓ2-
norm reduction. Consequently, maintaining the adversariality of the image becomes much
harder, and TEA therefore terminates earlier than for higher resolutions.

Perceptual Metrics While adversarial examples are generated to trick ML models, it is
worth considering their impact on human perception [65, 244]. We report SSIM [245] and
FSIM [246] alongside distortion at a fixed budget of 400 queries. As shown in Table IV.7, TEA
achieves high distortion while slightly improving FSIM. A small drop in SSIM is expected,
since TEA’s perturbations are more structured. Prior image quality assessment (IQA) studies
[246, 247] indicate FSIM correlates more strongly with human perception than SSIM, which
helps contextualise these differences.

ResNet50 ResNet101

Metric CGBA CGBA-H AHA TEA CGBA CGBA-H AHA TEA

ℓ2 85.579 71.479 64.172 51.9530 82.483 68.803 67.051 51.3780
SSIM 0.531765 0.530459 0.231784 0.478806 0.525847 0.528782 0.223511 0.491950
FSIM 0.251337 0.252585 0.232117 0.294672 0.252746 0.251235 0.223831 0.288153

VGG16 ViT

Metric CGBA CGBA-H AHA TEA CGBA CGBA-H AHA TEA

ℓ2 89.880 70.559 68.538 53.4018 72.839 61.300 59.857 47.8666
SSIM 0.534783 0.532189 0.231784 0.457879 0.580527 0.582544 0.201767 0.548110
FSIM 0.251129 0.251239 0.232117 0.305919 0.220927 0.220213 0.202171 0.257571

Table IV.7: SSIM and FSIM at 400 queries on 1000 source—target pairs.
Lower ℓ2 indicates smaller perturbations; higher SSIM/FSIM indicates greater perceptual similarity

to the source image.

High-Query Performance with CGBA-H refinement. Our hybrid TEA+CGBA-H strategy
consistently matches or surpasses the state-of-the-art. Table IV.8 lists the median ℓ2 dis-
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tances upto 20000 queries. Note that since CGBA-H is randomness-dependent, it doesn’t
re-explore when trapped in a narrow decision space and its stability is subject to local
decision boundary geometry. Figure IV.8 illustrates the median percentage reduction in the
distance between the images.

Query
ResNet50

Query
ResNet101

HSJA CGBA CGBA-H AHA TEA∗ HSJA CGBA CGBA-H AHA TEA∗

1000 86.800 80.709 58.815 52.069 41.108 1000 86.162 76.005 55.824 51.642 40.090
2500 85.262 69.031 39.701 33.165 29.747 2500 85.314 63.477 38.043 33.259 29.965
5000 83.345 48.703 22.835 18.394 18.338 5000 84.202 41.437 22.470 18.780 18.932

10000 81.623 22.094 10.214 8.597 8.798 10000 82.443 17.623 10.341 9.021 9.864
15000 80.642 10.999 5.908 6.757 5.429 15000 81.873 8.936 6.341 6.937 6.281
20000 79.605 6.594 4.185 6.449 4.011 20000 80.886 5.689 4.507 6.644 4.560

Query
VGG16

Query
ViT

HSJA CGBA CGBA-H AHA TEA∗ HSJA CGBA CGBA-H AHA TEA∗

1000 87.451 85.772 56.388 52.361 41.578 1000 79.212 64.516 49.394 49.541 38.482
2500 86.346 74.963 35.686 30.429 27.984 2500 78.739 44.789 32.573 34.762 28.134
5000 85.219 53.869 19.753 16.076 16.050 5000 78.170 25.118 18.566 22.197 18.507

10000 85.219 20.792 8.558 7.456 7.626 10000 77.786 10.319 9.299 11.267 9.416
15000 85.219 9.455 5.306 6.238 4.979 15000 77.087 5.920 5.987 8.180 6.301
20000 85.219 5.687 3.985 6.042 3.823 20000 76.727 4.258 4.635 7.404 4.955

Table IV.8: Median ℓ2 distances across different architectures.
Here, TEA∗ indicates using TEA until the turning point, and refining further with CGBA-H.

Source-Target Similarity Analysis. To examine how the performance of TEA depends
on the similarity between source and target images, we group the 1000 source-image pairs
by structural similarity. For each pair (xs , xt ) we compute the SSIM score and sort all pairs
by SSIM, partitioning them into ten equally sized bins. Within each bin, and model, we
measure the percentage ℓ2 reduction at a fixed budget of 400 queries. We then average this
quantity over all pairs in the same bin and plot the resulting curves (Figure IV.9). We see that
all methods have relatively identical performance variability, with improved performance
across structurally similar source-target image pairs. This indicates that structural similarity
does not favor TEA over the other methods.

Edge–Density Analysis. To assess how TEA behaves under different levels of structural
detail in the source and target images, we perform an edge–density based stratification of
the source–target pairs. For each image, we convert it to grayscale, compute Sobel gradients,
and form the normalized gradient magnitude g̃ (p) ∈ [0,1] for each pixel p. Pixels with
g̃ (p) > 0.2 are treated as edge pixels, and the edge density d(x) is defined as the fraction of
pixels classified as edges. We collect d(xs) and d(xt ) for all source-target image pairs and
set a global dense/sparse threshold τdense to be the median density over all 2000 images,
yielding τdense ≈ 0.110242 in our case. Images with d(x) > τdense are labeled dense, and
the rest sparse. Each pair (xs , xt ) is thus assigned to one of four edge–pattern regimes:
dense–sparse, dense–dense, sparse–sparse, or sparse–dense. For each regime, and model,
we report the average percentage ℓ2 reduction (in %) at a fixed budget of 400 queries. The
resulting curves in Figure IV.10 show that performance variability is similar across methods,
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V Dynamic k-anonymity for Electronic Health Records: A
Topological Framework

Arjhun Swaminathan Mete Akgün

Abstract

With the rapid digitization of Electronic Health Records (EHRs), fast and adaptive data anonymization
methods have become increasingly important. While tools from topological data analysis (TDA)
have been proposed to anonymize static datasets—allowing the creation of multiple generalizations
for different anonymization needs from a single computation—the application to dynamic datasets
remains unexplored. To address this, our work adapts existing methodologies to the dynamic setting.
We develop an improved version of weighted persistence barcodes that track higher-dimensional holes
in data, allowing us to edit persistence information on the fly. Additionally, we introduce filtration
trimming, a novel technique designed to update persistence data quickly with minimal computing
effort when data is added. Our work represents a significant advancement in healthcare data privacy,
offering a refined approach to protecting highly sensitive and evolving patient data through dynamic
k-anonymity.

V.1 Introduction

In the era of digital transformation, the healthcare sector has accumulated vast amounts of
patient data through EHRs, encompassing demographics, medications, diagnoses, progress
notes, and medical history. By 2019, 96% of general practitioners in the EU had adopted
EHRs*. This shift coincides with strict privacy regulations like the GDPR*, which mandate
de-identification or anonymization of sensitive data before processing.

Healthcare providers face the challenge of utilizing this rich data for improved healthcare
while ensuring patient privacy. Anonymizing EHRs before public or third-party access
enables researchers to conduct large-scale studies, aid in public health monitoring and
develop crucial medical treatments without compromising privacy. The primary technique
for anonymizing EHRs has been k-anonymity [252, 253], but it is vulnerable to attacks like
background knowledge attacks [69, 254], attribute disclosure attacks [70], membership
inference attacks, and linkage attacks [255], as highlighted by Sweeney’s analysis of the 1990
U.S. Census data [29]. To address these limitations, l-diversity [69, 256] and t-closeness
[70] were developed to enhance k-anonymity. Despite its computational challenges and
NP-hardness [257], k-anonymity remains widely used [258, 259, 260, 261, 262, 263, 264].

Differential privacy, another key privacy technique, adds noise to data to ensure that the
omission of a single entry does not significantly alter analysis results [38]. It protects against
linkage and dataset reconstruction attacks [51] and is used in various fields, such as privacy-
preserving data sharing in GWAS studies [265, 137] and health recommender systems [266].
However, differential privacy is analysis-sensitive — the amount of noise added to the data

*eHealth adoption in primary healthcare in the EU is on the rise, European Commission
*General Data Protection Regulation ((EU) 2016/679)
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depends on the type of queries or computations executed on it. k-anonymity often emerges
as a more general alternative for various applications.

Amongst numerous techniques that achieve k-anonymity, [74] stands out, being the only
topologically informed method. It is particularly notable for its unique ability to compute
multiple generalizations for different k values without the need to rerun the algorithm for
each generalization or each k. This in turn allows for stronger privacy measures such as
l-diversity and t-closeness to be applied. This remarkable efficiency is achieved through a
single computation of a weighted persistence barcode, using scalable algorithms [267, 268,
269]. However, the method has a critical limitation - it is limited to static datasets. This is
a significant drawback in time sensitive fields such as healthcare where data is frequently
republished, often with alterations. When handling the dynamic nature of data in such
cases, [74] would require a complete re-computation of the weighted persistence barcode
for the dataset, leading to significant computational strain.

V.1.1 Our Contribution and Paper Structure

In our work, we address the major limitation identified in [74] by developing a method
that removes the need for complete re-computation of persistent homology when the data
changes. We introduce the concept of hole-weighted persistence barcodes, a new approach
to track the evolution of higher-dimensional holes in the data. This innovation allows us to
manage data removal, addition, and updating in dynamic datasets efficiently.

For data removal and updating, our algorithm changes the existing hole-weighted per-
sistence barcodes directly, thus avoiding the need to recalculate persistent homology with
every change in the dataset. When new data is added, we use filtration trimming, a novel
technique which significantly reduces the number of persistent homology re-computations
needed. Our proof of concept experimental evaluation using [268] on simulated data ex-
hibits a significant reduction in the number of re-computations needed for data additions
compared to [74].

We chose to evaluate our method against Speranzon et al. [74] because of its pioneering
role in topology-informed k-anonymity and its unique advantages. To the best of our
knowledge, our work is the first topologically-informed anonymization method for dynamic
data.

The remainder of the paper is structured as follows. In Section V.2, we review k-anonymity
and other preliminaries. In Section V.3, we discuss related work, with a focus on [74]. In
Section V.4, we propose our methodology, proposing hole-weighted persistence barcodes,
and inductively describing handling of addition, deletion and updating of data. We conclude
in Section V.5.
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V.2 Preliminaries

V.2.1 k-anonymity

When employing k-anonymity, one aims to work with datasets whose attributes are catego-
rized into identifiers, quasi-identifiers, and sensitive data, as described in Table V.1.

• Identifiers: These are attributes like name or Social Security number that can directly
identify an individual. These are typically de-identified before data publishing to
protect the privacy of individuals.

• Quasi-identifiers: These are attributes A1, A2, . . . , AM such as age, gender, or zip code
that cannot individually identify an individual but can do so when combined together.

• Sensitive data: These are attributes like medical conditions or salary, which are sensi-
tive information one intends to keep private.

Name Admission Date Age Blood Pressure Diagnosis

Maria 02.10.2022 23 121mm Hg Anxiety
Priya 05.10.2022 44 97mm Hg UTI

Ahmed 03.01.2023 21 95mm Hg −
Aiden 05.02.2023 41 100mm Hg Asthma

︸ ︷︷ ︸
Identifiers

︸ ︷︷ ︸
Quasi-identifiers

︸ ︷︷ ︸
Sensitive Data

Table V.1: Table illustrating the classification of data attributes into identifiers (to be de-identified
prior to publication), quasi-identifiers, and sensitive data.

T

02.10.2022 23 121
05.10.2022 44 97
03.01.2023 21 95
05.02.2023 41 100

T̄

2022 20−50 95−125
2022 20−50 95−125
2023 ∗1 70−100
2023 ∗1 70−100

T̄ ∗

∗∗∗∗ ∗∗ ∗∗∗
∗∗∗∗ ∗∗ ∗∗
∗∗∗∗ ∗∗ ∗∗
∗∗∗∗ ∗∗ ∗∗∗

Table V.2: Here, T represents the original data table, T̄ is the 2-anonymous generalization of T , while
T̄ ∗ is an over-generalization of T and T̄ .

The table of quasi-identifiers is denoted by T (A1, A2, . . . , AM ) consisting of N rows, where
Ai are attributes that can take numeric or categorical value. Then the i th sample’s j th

quasi-identifier data is denoted as Ti j . Another table T̄ = (Ā1, Ā2, . . . , ĀM ) consisting of N

rows is said to be a generalization T̄ of T if for all i , j , Ti j ⊂ T̄i j .

Definition 13 (k-anonymity [252]). Consider a generalization T̄ of T . T̄ is said to have the
k-anonymity property if every row in T̄ appears at least k times in T̄ .
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An illustration of k-anonymity is described in Table V.2. The objective of k-anonymity is
to transform a given table T with quasi-identifiers into a generalized table that satisfies the
k-anonymity property. There exist multiple generalizations that achieve k-anonymity, but
we aim to minimize data loss, so the anonymized data is private, but also usable for further
analysis. A common first step used to achieve k-anonymity, is mapping data to a metric
space, and forming a point cloud with the data. This allows for geometric structures to be
defined to create generalizations.

Definition 14 (Embedded Point Cloud [74]). Consider a table of quasi-identifiers T contain-
ing M attributes and N samples. An embedded point cloud PT ∈R

M is formed by treating
each row of T as a point in R

M , such that PT = {p1, p2, . . . , pN }, where pi corresponds to the
i th row of T . This data is generally standardized along every attribute.

V.3 Related Work

V.3.1 k-anonymity in practice

The implementation of k-anonymity involves techniques like data generalization, frag-
mentation, and microaggregation, each with its own distinct advantages. Generalization
can use predefined intervals (hierarchy-based) such as [252, 270] or runtime-determined
intervals (recoding-based) like Mondrian [271, 74], and our approach. Data fragmentation
separates quasi-identifier data from sensitive information [256], while microaggregation
forms clusters with a minimum of k-similar records [272, 273, 274, 264].

k-anonymity is applied in various fields. During COVID-19, contact-tracing apps used
Bluetooth Low Energy (BLE) to maintain user privacy [258, 259, 260, 261]. These contract
tracing applications anonymize data via encrypted beacon IDs or hash-based representa-
tions of user contacts, ensuring users were indistinguishable from at least k-1 others. In
location-based services (LBS), spatial cloaking [275, 276, 277] reduces location accuracy to
ensure each request is indistinguishable from k-1 others, using trusted anonymizers. Other
applications include road networks [278], autonomous vehicles [262], crowd-sensing [279],
and data publishing for research [263].

The utility of k-anonymity to safeguard dynamic datasets has been explored in various
studies, each offering vastly different methodologies to ours limiting direct comparability.
The seminal work by [280] established a method for efficiently updating k-anonymized
frameworks with the addition of new data entries, although it does not address deletions or
modifications. In contrast, m-invariance [281] utilizes counterfeit data to preserve privacy
when data is either added or removed. Alternatively, [282] employs micro-aggregation
to manage changes including additions, deletions, and updates, which is fundamentally
different from generalization-based approaches.

Unique in its application, [74] employs topological information to achieve k-anonymity.
This method not only supports the generation of multiple generalizations but also caters to
varied k-anonymity requirements in a single computation.
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V.3.2 Topology-based k-anonymity

We now briefly discuss the theoretical framework developed by [74], which enables the
application of persistent homology to the k-anonymity problem to derive an optimal gener-
alization for a database with minimal loss. We will discuss application to numerical data, as
in the foundational work, and this can be extended to categorical data using generalization

trees.

Definition 15 (Anonymity Complex [74]). Given an embedded point cloud PT derived from
a table T of quasi-identifiers, an anonymity complex C

ϵ(PT ) is the Cêch complex [283]
defined over PT comprising of simplices [283], each having vertices that correspond to
points in PT . A k-simplex is included in C

ϵ(PT ) iff the ϵ-ball neighborhoods around its k +1
vertices share at least one common point.

Definition 16 (k-anonymity Complex [74]). An anonymity complex C
ϵ(PT ) is termed a

k-anonymity complex if the following conditions are met:

1.
⋃

Sl = PT , where Sl is an l -simplex with l ≥ k −1.

2. Sl1 ∩Sl2 =; for all l1 ̸= l2.

3. For every pi in PT , pi belongs to some Sl .

The smallest ϵ for which C
ϵ(PT ) satisfies these conditions is termed the global generalization

strategy for parameter k, and is denoted by ϵk . Other ϵ that satisfies these conditions are
other generalizations. We call the sequence of subcomplexes φ⊆C

ϵ1 (PT ) ⊆ . . . ⊆C
ϵn (PT ),

where ϵi < ϵ j if i < j , a filtration.

Notably, it was demonstrated in [74] that an anonymity complex C
ϵk (PT ) is a k-anonymity

complex iff it has trivial homology groups Hn(C ϵk (PT )) = 0 for all n > 0.

Figure V.1: A comparative visualization of two filtration levels, ϵ1 and ϵ2, showcasing the formation
of a 3-simplex, S3, at ϵ2 > ϵ1. While the points do not form a 3-anonymity complex at ϵ1, they

successfully form a 4-anonymity complex at ϵ2.

By mapping T into an embedded point cloud PT and constructing a Čech filtration as
illustrated in Figure V.1, we aim to find the smallest ϵ-value, ϵk , that forms a k-anonymity
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complex C
ϵk (PT ). Simplices Sl in the complex form when their l +1 vertices have overlap-

ping ϵk -ball neighborhoods. However, these simplices do not represent the anonymized
equivalence classes. Instead, equivalence classes are defined by computing the circum-
center and circumcircle radius r of each simplex. The equivalence class for a simplex is
the higher-dimensional hypercube centered at the circumcenter with side length 2r . This
method generalizes the data, distinguishing equivalence classes from the simplices.

Weighted Persistence Barcodes

To identify the optimal generalization strategy ϵk for a specific k-anonymity problem, [74]
introduced weighted persistence barcodes, as shown in Figure V.2. We replicated this using
PHAT [268]. Unlike traditional persistence barcodes, the weighted versions feature bars
with varying thickness, determined by the number of vertices in each H0 component.

Figure V.2: The weighted persistence barcode describing the merging of components and formation
of holes on a simulated dataset consisting of 15 samples and 2 quasi-identifiers.

The goal is to find filtration values where all H0 bars have a thickness of k, and higher-
order homology groups are trivial, indicating a viable k-anonymity complex. These regions
are potential generalization values ϵk . The number of equivalence classes in a generalization
relates to the maximal simplices [283] covering the complex at specific filtration values. Thus,
a single persistence barcode calculation for a dataset can identify multiple generalizations
for any k, which other algorithms cannot achieve [252, 270, 271, 256, 272, 273, 274, 264, 282].

The smallest viable generalization is optimal, and for stronger properties like l-diversity
and t-closeness, other generalizations can be used.
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Computational Constraints

Although [74] stands out amongst other methods of anonymization with its unique advan-
tages, it comes at a cost since computing persistent homology is a costly operation. When
limited to static datasets, the method needs to recompute the persistent homology for the
entire data when any change occurs in the dataset. In the worst case scenario, this comes at
a computational cost of O (

∑M
i (NCi )3) where N denotes the number of points, and M the

number of quasi-identifiers [284, 285, 286].

V.4 Methods

In this section, we introduce our methodology to utilize persistence information to anonymize
dynamic datasets. Recalculating persistent homology with every dataset change is compu-
tationally impractical. Our goal is to efficiently use existing persistence barcode information
and extract insights as the data evolves. We address data removal, addition, and updating
scenarios inductively.

First, we introduce hole-weighted persistence barcodes that help avoid recomputing
persistent homology when data is removed. Next, we introduce filtration trimming, a
technique that significantly reduces the number of persistent homology recomputations
made when additional data is added. Finally we discuss data updates, where the stability of
persistence diagrams help avoid recomputations.

V.4.1 Hole-weighted Persistence Barcodes

To capture information about holes across the filtration, we enhance weighted persistence
barcodes from [74] to include both component and cycle information. This non-trivial
task is detailed in Box V.1, which tracks the birth and progression of topological holes.
Specifically, we track a k-dimensional hole from its birth ϵbi r th to its death ϵdeath . We do
this by constructing a graph of simplices and using breadth-first search (BFS) [287] to find
loops. Persistence data P will represent simplex formations and corresponding filtration
values.

Figure V.3 simulated using persistence information with the help of [268] demonstrates
that in contrast to the growing thickness of bars in H0, bars for holes decrease in weight over
time due to the ongoing filling of these holes.

We now establish our notation to describe hole-weighted persistence barcodes as visu-
alized in Figure V.4. Let’s represent each component in Hn as nB i . Each component nB i

comprises a series of bars represented as (nB i
1, nB i

2, . . . , nB i
ni

). Here, nB i
j

denotes the j th

bar in the component nB i . ni represents the number of bars in the i th n-dimensional
component.

Further deconstructing, each bar, nB i
j
, is represented as a tuple: nB i

j
= (nbi

j
, nd i

j
, n w i

j
, nV i

j
),

where:
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Box V.1 Tracking k-dimensional holes in a filtration

Input: Persistence data P , ϵbi r th , ϵdeath .
Output: Updated hole-weighted persistence barcode B.

1. Let VI ← [v1, v2, . . . , vk+1] be the simplex forming at ϵbi r th .

2. Initialize Sk ← all k-simplices from P formed at or before ϵbi r th .

3. Initialize an undirected graph G(V ,E) where V = Sk .

4. For each pair of simplices s1, s2 ∈ Sk :

(a) if s1 ∩ s2 has k vertices:

i. Add edge (s1, s2) to E .

5. G ′ ← component of G containing VI .

6. L ← BFS(G ′) to identify all loops.

7. For each loop l ∈ L:

(a) ∆l ←
⋃

s∈l s.

(b) if NOT ∃s ∈P such that s formed before ϵbi r th and s =∆l :

i. Mark ∆l as a hole.

8. For each k-simplex s formed after ϵbi r th and before ϵdeath :

(a) if s ⊆∆l :

i. Add s as a vertex to G ′.

ii. For each sG ′ ∈G ′:

A. if s ∩ sG ′ has k vertices:

B. Add edge (s, sG ′) to G ′.

iii. L′ ← loops in ∆L using BFS(G ′) such that s ̸⊆∆L′ .

iv. Update ∆L with ∆L′ .

Return: B updated based on changes to ∆L .
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Figure V.3: Hole-weighted persistence barcode
describing the merging of components and

evolution of holes demonstrated on simulated
data comprising 15 samples and 2

quasi-identifiers.

Figure V.4: Visual representation of the
notation used.

• nbi
j

denotes the birth of a topological hole.

• nd i
j

denotes the death of a topological hole.

• n w i
j

represents the number of vertices forming the hole.

• nV i
j

is the set of vertices that form the hole.

To ensure chronological coherence, we maintain that for every j < n, the relation nd i
j
=

nbi
j+1 holds true. This alignment presents a sequential understanding of the evolution of

topological holes over time.

V.4.2 Data Removal

Healthcare data management is subject to strict regulations, often requiring time-bound
consent for patient information. As a result, healthcare institutions periodically delete
patient data from their databases. To handle this removal of data efficiently, we directly
modify hole-weighted persistence barcodes instead of recomputing persistent homology
across the filtration of the updated data. Without loss of generality, we detail the removal of
vertex vr from the data in Box V.2. It is worth noting that we wouldn’t need to track holes
for further updates in the data since the algorithm inherently produces the hole-weighted
persistence barcode associated with the updated data.
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Box V.2 Data removal

Input: Persistence data P , vertex vr to be removed.
Output: Updated hole-weighted persistence barcode.

1. Collect all 0B r where 0d r
1 is the shortest distance between vr and any other

point.

2. Remove any one component 0B r̂ that contains only one bar 0B r̂
1 .

3. if 0V r̂
1 = [vl ] ̸= [vr ]:

(a) For 0B r̃ with 0V r̃
1 = [vr ]:

i. Replace every occurrence of vr with vl and vice versa.

4. For each bar 0B i
j

in every component:

(a) if vr is a member of 0V i
j

:

i. if 1-simplex [vt , vr ] forms at bi
j

and vt ∈ 0V i
j

:

A. d ← min{∥vr − vs∥ | vs ∉ 0V i
j

}.

B. Adjust 0bi
j

by adding d.

ii. Remove vr from 0V i
j

.

iii. Update 0w i
j
= 0w i

j
−1.

5. For each component k≥1B i :

(a) if vr ∈ kV i
j

:

i. Remove k B i
j
.

6. For each component without bars:

(a) Remove the component.

7. Relabel the persistence barcode to reflect changes.

Return: Updated hole-weighted persistence barcode.

136



Algorithmic Complexity

In the worst-case scenario, where the dataset forms a fully connected graph, the BFS
algorithm employed for generating the hole-weighted persistence barcode incurs a com-
putational complexity of O (

∑M
i (NCi )3), where N represents the number of data points

and M the dimension of the space the points reside in. This complexity is analogous to
that of computing persistent homology for the dataset as discussed earlier in Section V.3.
Consequently, the cumulative complexity for both computing the persistence information
and generating the hole-weighted persistence barcode is O (2

∑M
i (NCi )3), in comparison to

the O (
∑M

i (NCi )3) required solely for computing persistence information.

However, an important distinction arises in the context of data removal. While recalculat-
ing persistent homology after each data point removal remains computationally intensive,
modifying the existing hole-weighted persistence barcode is considerably more efficient,
with a complexity of only O (N ). After undergoing K successive data removal operations, [74]
would incur a computational complexity of O (

∑N
J=N−K

∑M
i (JCi )3). In contrast, our approach

maintains a more manageable complexity of O (2
∑M

i (NCi )3 +K N ).

V.4.3 Data Addition

The continuous flow of new data in the healthcare sector highlights the need to regularly
update medical datasets. Regular updates help capture changes in patient profiles and med-
ical treatments, improving diagnostic and therapeutic strategies. However, this continuous
addition of data presents a challenge: maintaining the privacy of individuals while ensuring
k-anonymity. Each new entry can potentially compromise existing anonymizations.

Addressing the complexities of data addition, our concern is the recalibration of persis-
tence barcodes without the need to compute the persistence information for the entire
Cêch filtration. We demonstrate that the addition of a single point does not demand a com-
prehensive homology computation in Algorithm V.3. Instead, updates primarily occur in the
local vicinity of the added point. By leveraging the persistent homology computations from
the static data, we only recompute specific trimmed segments influenced by the new data.
This methodology promotes computational efficiency by reducing redundant calculations.

When introducing a new point, vN+1, we first identify the circumcenters of all simplices
that include vN+1 up to dimension M within its local neighbourhood. Here, M represents
the number of quasi-identifiers. Subsequently, we calculate the distances between these
circumcenters and vN+1, sorting them in δ= {δ1,δ2, . . . , } where, for i < j , δi < δ j .
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Box V.3 Data addition

Input: δ, persistence data P .
Output: Updated persistence barcode.

1. Add new component 0B N+1
1 = (0,min(δ),1, [vN+1]).

2. For any one vl such that ∥vl − vN+1∥ = min(δ):

(a) Find bar 0B l
j

such that 0bl
j
≤ min(δ) ≤ 0d l

j
where vl ∈ 0V l

j
.

(b) Set 0B l
j
= (0bl

j
,min(δ), 0w l

j
, 0V l

j
).

(c) Set 0B l
j+
= (min(δ), 0d l

j
, 0w l

j
+1, 0V l

j
∪ [vN+1]).

3. Identify all δi with i > 1 and compute persistence in ascending order of δi .

4. Determine homology changes as compared to previous persistence information
and denote as δ̃= {δ̃1, . . . , δ̃k }.

5. For each 0 ≤ i < k:

(a) Compute persistent homology using the updatable SNF for the filtrations:

C
δ̃i −→C

ϵ1
i −→ . . . −→C

ϵk
i −→C

δ̃i+1 .

(b) if Hk (C ϵt
i ) matches the previous persistence information for any k at ϵt

i
:

i. Move to next filtration.

6. Relabel indices as per component and bar order.

Return: Updated persistence barcode.
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Data Added Filtration Trimmed

Points Points Length Length

10 1 231 19

10 2 298 20

10 5 575 45

20 1 1561 347

20 5 2625 386

20 10 4525 1115

50 1 22151 3301

50 5 27775 3792

50 10 36050 3374

100 1 171801 15379

100 5 193025 17263

100 10 221925 18760

100 25 325625 19242

Table V.3: Filtration Lengths and
Trimmed Filtration Lengths for

Simulated Data with 2 Quasi-identifiers.

1 2 3 4 5

2−6

2−3
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23
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T
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[74] Our method

10 data points 20 data points

50 data points 100 data points

Figure V.5: Comparison of methods when data points
are increased by 10% of the original dataset at each

step. The time required to compute persistent
homology on full and trimmed filtration lengths is

plotted.

Algorithmic Complexity

Calculating a simplex’s circumcenter is an O (t) operation using Welzl’s recursive algo-
rithm [288], where t is the dimensionality of the simplex. Assuming we have T̄ simplices
around the added point, calculating the circumcenters of T̄ t-dimensional simplices has a

complexity of only O

(
T̄ CT̄ /2(t/2)

)
. A key insight emerges from this: computing circumcen-

ters around our new data point is considerably less resource-intensive than computing the
persistent homology for an entire filtration.

The parameter δ and its reduction δ̃ has proven instrumental in our algorithmic approach
to trimming the filtration length in our Cêch filtration, as shown in Table V.3 and Figure
V.5, generated using [268]. Here we measure the filtration lengths when additional data is
added, and after we perform filtration trimming. The runtimes reported are total persistent
homology computation times for the respective filtration lengths. This streamlined process,
even with the addition of extra data points, dramatically cuts down on computational
overhead, especially when considering larger datasets. For our experiments, we worked
with data simulated using two quasi-identifiers to maintain simplicity.

V.4.4 Data Updatability

In rare cases when EHR data entries are modified, whether to refine diagnoses or correct
data, it raises challenges for maintaining k-anonymity.
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Based on the findings from [289], minor data perturbations have minimal impact on
persistent homology. This suggests a practical approach: for slight data modifications, first
check if the current anonymized dataset meets k-anonymity standards. If not, manage
changes using protocols for data removal and addition. If the data is minimally altered and
k-anonymity is satisfied, updating the hole-weighted persistence barcode is straightforward.
If a component or hole arises due to the formation of a simplex [. . . , vu , . . .] with vu being the
adjusted data, we modify the associated bar by computing the circumcenter of the simplex.

V.4.5 Comparison with related literature

Below, in Table V.4, we present a comprehensive comparison between our method and
established k-anonymity techniques against key criteria. These were chosen to highlight
the strengths and potential areas for improvement of our approach relative to the current
State-of-the-art. Our work, and [74] stand out as the only two topology-informed methods,
that can generate multiple generalizations for multiple anonymization criteria with a single
computation. Additionally, our method’s ability to handle dynamic data allows us to adapt
not only to changing data but also to evolving privacy requirements.

Method
Technique

Applied
Handles Categorical

Data
Multiple

Generalisations
Multiple

Anonymizations
Adaptability to

Dynamic Databases

[271] Recoding-based × × × ×

[270] Recoding/Hierarchy-
based

✓ × × ×

[290] Recoding/Hierarchy-
based

✓ × × ×

[280] Recoding-based × × × partially

[281] Recoding/Hierarchy-
based

✓ × × ✓

[282] Microaggregation ✓ × × ✓

[74] Recoding-based × ✓ ✓ ×

Our Method Recoding-based × ✓ ✓ ✓

Table V.4: Comparison of various k-anonymity methods.

V.5 Conclusion

In conclusion, our work substantially advances the application of TDA techniques for
privacy-preserving dynamic data publishing in the context of EHRs. Previous work in the
field focused on static datasets [74] and required computation of persistent homology on
the whole dataset whenever data is updated. Our methodology extends this by addressing
key challenges in dynamic databases, including data removal, addition, and updatability,
enabling rapid adaptability without the need for extensive recomputation of persistent
homology for updated data. Our solution can adapt not only to dynamic data, but dynamic
privacy demands without requiring additional computational strain.
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For data removal, we have innovatively utilized hole-weighted persistence barcodes,
constructed through a breadth-first search algorithm on a graph derived from existing
persistence data. This approach allows for systematic editing of the barcodes upon data
removal. In the case of data addition, we have refined the process by trimming the Cêch
filtration, thus significantly reducing the number of persistent homology recomputations
required, as our experiments have demonstrated. Regarding data updatability, we focused
on the stability of persistence diagrams and computed a limited number of simplex circum-
centers, avoiding expensive persistent homology re-computations.

Our approach enhances the balance between data utility, anonymization flexibility and
patient privacy, which is crucial in the context of rapid EHR adoption and stringent regula-
tions like the GDPR. Although our work primarily addresses numerical data, extending these
methodologies to include categorical data using zigzag persistent homology is a promising
direction for future research. Moreover, incorporating more robust privacy measures such
as l-diversity and t-closeness could enhance the algorithm. As tools for persistence compu-
tations continue to evolve, the scalability and practical applicability of our approach are
expected to increase, providing greater utility across various applications.

Code Availability

Our code is available at the following URL:
https://github.com/mdppml/dynamic-topological-k-anonymity [291].
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